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AHOTALISA

KBanmidikauirna podora: 42 c., 20 puc., 4 nonatku, 18 mxepen.

Mera poOOTH: CTBOpPEHHS 1 TECTYBaHHS MPOTOTUIY 3aXHUIIEHOI CUCTEMU
JIOKYMEHTOO00ITYy Ha MOOLTBHIN TUIaThOPMI, 1030aBIICHOI TOJIOBHUX HEAOJIKIB CYUYaCHUX
CUCTEM.

O0G’exT HmOCHIIHKEHHS: PO3poOKa MOOUIBHOTO JOJATKy CHUCTEMHU 3aXMIIEHOTO
JIOKYMEHTOO0Iry.

[Ipeamer mOCHiTKEHb: 3aXMINEHICTh CUCTEMH JOKYMEHTOOOITY Ha MOOUIbHII
mwiatdopmi.

Metoau JOCTIIKEHHS: EMITIPUYHUN, a caMe TTIOPIBHSIHHS Ta aHaJi3.

[Ipu HanucanHi po6oTH OyB MPOBEIECHUM TEOPETHMUHUW aHAJI3 1 y3araabHEHHS
HAyKOBOI  JIITepaTypH, TMPAKTUYHUW  aHAI3 ICHYIOUHMX CHCTEM 3aXHIIECHOTO
JOKYMEHTOOOITY Ta MOJadbIIMMKA BUCHOBKAMH IIIO JIO TIepeBar Ta HEJOJIKIB KOXKHOI 3
PO3MISTHYTUX pealli3allid, MpoaHaIi30BaHO HASBHICTh HEOOXITHUX OCOOJMBOCTEW IS
3pYYHOT0 KOPUCTYBAIILKOTO 1HTEphEUCy.

PesynbraToM poOOTH € CTBOPEHUMW NPOTOTUI CHUCTEMHU JOKYMEHTOOOIry Ha

MOOUTHHIW TIaTHOPMI, KA 1030aBiIeHa OUTBIIOCTI HEIOJIKIB aHAJIOT'1B.

Karw4osi ciaoBa: iHdopmaminba Oe3neka, CUCTEMH JOKYMEHTOOOIry, IEHTPH

ceptudikailii, MoOLTbHA TUIaTPOpMa, 3aXUCT CUCTEM TOKYMEHTOOOITY.

ABSTRACT
Explanatory note: 42 pages, 20 pictures, 4 additions, 18 sources.
The purpose of the work: to model a secure document flow system on a mobile
platform for testing the performance in the conditions of the needs of real users.
Object of research: development of a mobile application for a secure document
management system.
Subject of research: security of the document flow system on the mobile

platform.



Research methods: empirical, namely, comparison and analysis.

During the research, such options were achieved: theoretical analysis and
generalization of scientific literature, a practical analysis of existing systems of secure
document flow and further conclusions about the advantages and disadvantages of each
of the considered implementations, analyzed the availability of the necessary features
for a convenient user interface.

The result of the work is created secure document flow system on the mobile

platform, which is deprived of most of the shortcomings of analogues.

Key words: information security, secure document flow systems, certification

centers, mobile platform, document flow systems security.



HEPEJIIK YMOBHHUX ITO3HAYEHb, CUMBOJIIB, O/IMHULIb,
CKOPOYEHDb I TEPMIHIB

o MeceHnmxepu — 3aCTOCYHKH JJIsi OOMIHY TEKCTOBUMH, (aWiIOBUMH, BIJIEO
MTOB1IOMJICHHSIMHU.

o dimmHr — METOJ 3aBOJIOAIHHS 1H(OpPMAIIEI0 MPUBATHOTO XapaKTepy
0OMaHHUM IIJISXOM.

o IlperexcTuHr — peanizalis 3a3aajeriyib MIATOTOBJIEHOrO CIEHApio, 100
CTIOHYKATHU KEPTBY JI0 pO3TOJOIIECHH 1HGOpMallii Y BUKOHAHHS J1H.

o ToxeH — QBUYHUKM NPUCTPIK AJg 3a0e3neyeHHs 1HGopMalinHOI Oe3leKu Ta
i1eHTHdIKaIlli KOpUCTyBaya.

o bpyrdopc — Meron pimeHHs kpunTorpagpiyHoi 3a1a4l HUIIXOM nepedopy BCIX
MO>KJTMBUX BapiaHTIB KIIOYa.

o Android — omeparminna cucreMa i iargopma s MOOUTbHUX TeiachOHIB Ta
TUIAHIIETIB, cTBOpeHa komnaHiero Google Ha 6a3i spa Linux.

o I0S — omepamiviia cucrema 1 Iwiarpopma s MOOUIBHHX TeleOHIB Ta
IJTAHIIETIB, CTBOpEHA kKoMmaHiero Apple.

o Play Market — onmanu Mara3us st pO3MOBCIOKEHHST MOOLUTbHHUX 3aCTOCYHKIB
Ha matdopmi Android.

o iCloud — xmapna ¢auitoBa cucrema st kopuctyBadiB 10S cuctem.

o Heroku — xmapHe cepenoBuiie 1jist pO3poOKH.

o Https — (HyperText Transfer Protocol Secure) po3mmpenHs npoTtokoiy http 3
BUKOPUCTAHHSM CcepTH(IKATIB IS MIIBUILICHHS PIBHIO 3aXHUCTY.

o AKIIC — AKpeIUTOBaHUN LHEHTP ceptudikarii KITIOY
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BCTVYII

[lomMpeHHss XMapHUX TEXHOJIOTIA B CBITI HAJa€ MOMKJMUBICTb OTPUMATH Ta
00poOUTH /1aHl 3a A0MOMOTrOI0 MPUCTPOIO 3 JOCTYIIOM J0 IHTEPHETY 3 Oy/Ab-AKOi TOUKH
cBiTy. Buxoasunm 3 1poro, a Takok, 3Ba)KalOUM Ha PO3BUTOK Ta PO3MOBCIOIKEHICTH
MOOLTPHUX TPHUCTPOIB, MOXKHA 3ayBOKUTH IO 3HAYHA AOJS PUHKY HAJaHHS IMOCIYT
NepexXoauTh B 1H(HOPMAIIITHUN TPOCTIP aKUEHTYIOYUCh HA MOOUTBHUX IIaT(opmax.

Jist Toro mo0 BiAMOBIAATH MOTpedaM CydyacHUX KOPUCTYBadiB, cepBicaM SKi
NOB’s13aH1 3 3axXUCTOM 1H(pOopMalli HEOOX1JHO TaKOX 3MiHIOBaTUCh. Ha cam mepen 1e
CTOCYETBhCSI TIOCIYT MEpPEeBIPKM IUIICHOCTI BiampasieHoi iHpopmarllii 1 Bepudikarii
BINIpaBHUKA. [CHYIOUWl LEHTpH cepTudikaiii MalTh Yy PO3NOPsAIXKEHH! (DYyHKIIOHAI
KU JAOCTYIMHUW TUIBKH JJII KOPUCTYBadiB TNEPCOHAIBHUX KOMIT IOTEpiB. A came,
PO3IOBCIO/KEHHS KJIIOUIB 4epe3 (i3udHl HOCIi, MIAKIIOYEHHS 10 TNEPCOHAIBHHUX
KOMIT IOTEpiB, HAJCHJIAaHHA 4Yepe3 IHTepHeT ¢Gaiay SKUH MICTUTh KOHQIIEHIIAHY
tHbopMarii. [ moaanpiioi B3aEMoli, a TAKOXK y 3pYUYHOMY JIJIsI KOPHUCTYyBaua KIHOYi,
HEOOXiTHI MOOLIbHI 3aCTOCYHKH, SKI HE BTpayaloud TMO3UTUBHHUX SKOCTEH BxkKe
peaizoBaHUX CHCTEM, ajie OyayTh M030aBieHI HEIOJIKIB 1 BIAMOBIIAIOTH MOTpedam
YYaCHHUKIB CUCTEMI.

IcHye 0e3iiu MOOUTBHUX CHCTEM $KI TO3UIIIOHYIOTh ceOe SIK 3aCTOCYHKH IS
pobotn 3 enexkTpoHHO IMdpoBuM mianucoMm. IIpore ix peanizaiiss BUKOPHUCTOBYE
(dhi3uYHEe HANMCAHHS MaJbleM IIIMUCY JIFOJUHA Ha eKpaHi IpucTporo. [lanuit Metoa He
rapanTye MPaBWIBHICTH Bepu(ikamii BigmpaBHUKA AOKyMeHTY. [lo Toro x, moxmuOka
TAKOTO HANMCAHHS HAa €KpaHi JOBOJI BEJIMKA 1 HABITh PEASIbHUM BIACHUK OOJIKOBOTO

3aIlIUCy MOJKC IIOMUJINTHUCH IIPHU HaIMCaHHi.
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[Ipukiiagu Takux nporpam:

. PandaDoc|[1]

. DocuSign[2]

. HelloSign[3]

Ha nanuii MOMEHT ICHY€ TUIBKH OJIMH MOOUIBHHM 3aCTOCYHOK, Bl YKPaiHCBKUX
PO3POOHUKIB, KM BUKOPUCTOBYE KpUNTOrpadiuHi METOMU 3aXHUCTy UIsl HIAMUCY
JIOKYMEHTIB, MPOTE BIH 3HAXOJUTHCS B TeCTOBOMY pexumi. J[o #oro ¢yHKIioHATY
BXOJUTh Bepudikallis BiANpaBHUKA, Nepegada 1HQopMalii Mo 3axUIIeHOMY KaHamy,
iMIopT (aiiny, SIKUiA MICTUTh TEPCOHATBHUN KIIOY, NS MOAAIBIION0 BUKOPHCTAHHS.
HenomikoM maHOTO 3acCTOCYHKY BHUCTYNAa€ HE MOXJIHMBICTh BUKOpHUCTAaHHS 0e3
BIJIMOBIAHUX IOKYMEHTIB OTPUMAaHUX B OAHKY 3 IKUM IHTETPOBaHA CUCTEMA.

3BiIcKM BUIIMBAaE BHUCHOBOK, MO Hillla 3aCTOCYHKY [IJIsl 3aXHIIEHOTO
JOKYMEHTOOOIry He 3aiiHATa HaBITh BXX€ ICHYIOUMMHU LIEHTpaMu cepTudikaiii. s
BUPIIIEHHS 111€1 TPOOJeMHU MOMIIMBO PO3POOHUTH 3aXUILEHY CUCTEMY JOKYMEHTOOOIry
Ha MOOUTBHINA TuIaTGopMi B Ky OyJae BKIHOUYEHO KPUNTOrpadidyHi METOAU 3aXHUCTY
iHdopMallii, 3axuIleHud KaHaim mepenayi  iHgopwmarlii, BIACYTHICTh mepenadi
NPUBATHOTO KJIOYa KOPUCTyBadya 3a MEXI MOro MpUCTPOIO, TMeperisa icTopii
TpaH3aKIlIi Ta JJOKYMEHTIB KOPUCTyBada B cucteMi. [locepeTHUKOM MK TpaH3aKI[IIMHU
OyJe BHUCTYIAaTH OKpeMHi abo ICHYIOUMi cepBep LEHTpY ceptudikallii. BpaxoByroun
MOJIMBICTD 1HTETpAIlii MOOUTHHOT JIOTIKH JI0 BXKE ICHYIOUUX CUCTEM, JaHUN 3aCTOCYHOK
HaIlJICHUH Ha po3mIMpeHHs (QYHKIIIOHAY EHTPIB cepTudikairii, a TAKOX CIPOIICHHIM
MPOLIETYPHU MIIHUCY.

Axmyanvnicms memu  O0CAiOdCeHHss 3YMOBIIEHA IIUPOKUM BHUKOPHCTAHHSAM
HEHTPIB cepTudikaiiii y CydacCHOMY CBITI, IPOTE iX IMOCIYTH HE NOCTYIMHI KOPUCTyBayaM
MOOUTBHHUX TIATHOPM, M0 POOUTH PO3POOKY 3aXHINEHOI CUCTEMHU JTOKYMEHTOOOIry Ha
MOOUTBHIN MIaTGOPMi IePIIOUYEePTOBUM 3aBIAHHSM.

Memoto 0oCniodcenHss € CTBOPEHHS 1 TECTYBaHHS MPOTOTHUITY 3aXULIEHOI CUCTEMH

JOKYMEHTOO00ITY Ha MOOUTBHIN 1aTdopMi, M030aBICHOT TOJOBHUX HEJIOMIKIB CyYaCHUX

Apkyr
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CUCTEM.

06 ’ekmom 0ocnioxcenHs € po3pooKa MOOUITBHOTO TOJATKY CUCTEMH 3aXUILEHOTO
JIOKYMEHTOOO0Iry.

[Ipenmer AOCHIIKEHb - 3aXMILEHICTh CUCTEMHU JTOKYMEHTOOOITY Ha MOOUIbHIN
mIaTGopMi.

3aBaaHHS TOCTIIKEHHS

o [IpoananizyBatu cy4yacHl CUCTEMHU JOKYMEHTOOOITYy, Hacammepes Ti, 110
OpIEHTOBaH1 HAa MOO1IbHI MIATHOPMH.

° BusiButu iX TUMOBI HENOJIKM, 3HAUTH MNPUYUHY IUX HEJOJIKIB,
3ampOINOHYBATH NUISIX(M) MOJOJAHHS IUX HEIOIIKIB, peaizyBaTu MPOTOTHI CUCTEMH,
110 1T030aBJICHA IIUX HEIOJIIKIB;

o [IpoBecTr TecTyBaHHS TMPOTOTHUIY B YMOBax TMOTpPeO peanbHHUX
KOpHCTYBayiB.

Hayxoesa nosusna oocniodicennss BKI04a€e B cebe BIIEpIe peasli3oBaHO CUCTEMY 3
BUKOPHUCTAHHSAM KPHUITOTpadiyHUX METOMIB 3axXWcTy iH(opMaiii Ha MOOUIBHOMY
OPUCTPOI 3a JOMOMOTOI0 MEPCOHANBHOIO KII0Ya KOPUCTyBaya SIKUA HE IOKHUJIA€
daiinoBy cucremy. Ha nomaTtok, peamizamiss BKiIrOYae B cebe TPOCTY IHTErpaiiro 3
ICHYIOUMMH IICHTpaMu cepTUdIKaIIii.

Memoou oocnidxcenns. Ilin gac po3poOKH 3aCTOCYHKY Oy BHKOPHCTaHI TakKi
METOAM JOCIIUKCHHS, SK eMIIPUYHUN, a camMe TOPIBHSAHHS, IS BHSIBJICHHS
BIIMIHHOCTEH Bil ICHYIOYHMX CHCTEM 3aXHIIEHOT0 JIOKYMEHTOOO0Iry. A TaKoX,
EeMITIPUYHAN aHali3 JJiT BUMIPIOBAHHS MTOKA3HHUKIB OKPEMO B3SITUX CKJIAJO0OBHX YAaCTHH
3aCTOCYHKY. TakMM YMHOM OTPUMYIOYH PE3YJITATH MPHU POOOTI CUCTEMU HA PEATbHHUX

MIPUCTPOSIX.
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PO3JILI 1.
AHAJII3 BAXUIIIEHUX CUCTEM JOKYMEHTOOBITY TA 3ATPO3
IX BE3NELI

1.1. OcHoBHIi noHATTH iHpopManiliHol Oe3nmeKn Ta 3aXuCcTy iHpopmanii

3axuct iHQopMmamlii — 3axoau, COpPsAMOBaHI Ha 30epekeHHs I1H(opMmalii Bif
HeOa)XKaHUX HACHIJIKIB Ali, 1[0 HABMUCHO a00 BUIAJAKOBO MPU3BOIATH A0 MOAMQIKALIi,
PO3KpUTTSI uW pyHHyBaHHsA jJaHux [4]. Ha ngomatox BOHM 3a0e3MedyrOTh
KOH(IAEHIIMHICTb, IUIICHICTh, JOCTYIHICTh, CIHOCTEPEXKHICTh iH(pOpMaIii sKa
30epiraeThesi, MepeIaeThCs MPU MOKIMBOCTI BIUTHBY 3arpo3 MPUPOJAHOTO a00 MITYYHOTO
XapakTepy, yCHilIHA peanizaiis sSKuX MPU3BOJUTH J0 HACHIAKIB PI3HOI TSIKKOCTI K
BJIACHUKAM TaK 1 KOpUCTyBavyaMm.

Kondinenuiiiicte — 1e BAacTUBICTh 1H(OpMaIi, 3aBIAKU SKiM JuIe
BITOBHOBAXKEHI KOPUCTYBadi MarOTh 3MOTy ii oTpuMaTH [5]. JlocTym 10 K01 Moxe OyTH
00OMEXEHO 3aKOHOM, BiJI HECAHKI[IOHOBAHOI'O JTOCTYIY 31 CTOPOHM 3JIOBMUCHHUKIB. Ha
JI0JIaTOK, BJIACTUBICTH MOBUHHA BUKOHYBATUCH SIK JUIS iH(OpMAIIIi 110 MepeacThesl TaK
1 30epiraetecsa. [lopymieHHs KOH(DIACHIIHHOCTI MOXKe OyTH CHOpHYMHEHA PIIOM
(akTOpiB TaKMX SK: MMOMMJIKA IIPU PO3pOOIl CHCTEeMH sKa Oyae MaHIMyJHBATH
KoH(DiaeHITIHHOW 1H(OpPMAaILI€r0, 3HEXTYBaHHS MPaBHJIAMH KOPUCTYBaHH 1 30epiraHHs
pecypcaMu Ta HOCISIMH IO MICTATHh Taky iHGOpMaIlil0, BUKOPUCTAHHS COIlaIbHOI
1HXKeHepii Ha JIFOJAMHI SKa Mae JOCTYN A0 TpudiB TAEMHOCTI PIi3HOTO CTYIECHIO.
Kondinenmniitaicts gaHux 3a0e3MedyeThCss HOPMATHUBHO-TIPABOBMMHU 3aXOJlaMH
IpPOrpaMHO-arapaTHUMU Ta TEXHIYHUMHU 3aCO0aMHU.

LlimicHicT — 1€ BJIACTHBICTh 1HQOpMAIi, s5Ka Ja€ MOXJIHUBICT JIUIIE

BIIOBHOB2KEHWM KOpHUCTyBadaMm 1ii moaudikyBatu [6]. ToOTo HamaHHs rapadTii
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HE3MIHHOCT1 1H(pOpMaIlli BIPOAOBXK YChOI'0 LUKIY KOPUCTYBAHHS Ta B3a€MOJII 3 HEIO
KopucTyBauyamu. [lopymieHHss mumicHOCTI 1H(opMalii Moxe OyTH CcIpuYMHEeHa
nepexorieHHss  iHdopMalii  3JIOBMUCHUKOM — TiJ 4ac IMepenayi, BUKPaJICHHS
3JIOBMUCHUKOM JIaHUX, X MOAU(IKAIIEID 1 3 MOJAJIBIIOW MIIMIHOIO opuriHamy. s
MEPEeBIPKU LUTICHOCTI JAaHUX BUKOPUCTOBYIOTHCS XelI-(PYHKI1i, OCHOBHUN MPUHIUI
AKUX MOJISArae y NepeTBOPEHHI 1aHUX B YHIKAJIbHE 3HAY€HHS (P1KCOBAaHOI TOBXKUHU. [Tpu
3MiH1 OpUTiHANY 3MIHIOETbCA 1 Xem-QpyHkuis. Jlns 3a0e3nedeHHs IMUTICHOCTI JaHUX
BUKOPUCTOBYIOTHCS 3aXUIIEHH] KaHAIM nepefadl iHdopmanii, KkpuntorpadiyHi METOIU
3aXUCTY, MPOTPaMHO-aNapaTHi 3aco0u.

JIOCTYIHICTB - 1€ BJIACTUBICTH sika 3a0e3Medye KOpUCTyBaua abo Mpouec, sSKui
BOJIOJII€ BIAMOBIIHUMU BIIOBHOBAXEHHSIMHU, MOXE BHKOPHUCTOBYBATH 1H(OpPMAIIIO
3TiIHO 3 TIpaBWJIAMH TOJITHKH O€3MeKkd CUCTeMH. MaeTbCs Ha yBasi, MO Marodu
HEOOX1THUM TOCTYN KOPUCTYBay OTPUMYE JOCTYM /10 OaxaHoi iHpopMallii B TOMY MiCIIi
1 gaci ski oMy HeoOXiiHi. BiacTuBicTh JOCTYMHOCTI MOKe OyTH IOpYIICHA 3aBISKH
TEXHIYHUM TOPYIIEHHSM, aTakaMm 3J0BMUCHUKIB Ha pI3HI YacTUHU CHCTEMH, SK
IporpaMHoO-anapaTHy Tak 1 TeXHiIUHY. /{7 3a0e3nedeHHs TOCTYIMHOCTI PO3POOISETHCS
3py4HUH Ta IHTYiTUBHO 3pO3yMUIMH JJii  KopucTyBaua iHTepdeiic, skuit
BIIPOBA/DKYETHCSA Pa30M 3 IHCTPYKIIED 3a peanizoBaHuM (YHKI[IOHATIOM, a TaKOX
IIPOBOJIUTHCS TIE€PIOJ] O3HAMOMJICHHS Ta TECTyBaHHS MalOYTHIMU KOPHUCTyBauaMH
CUCTEMH.

CrocTepexHicTh — Il BIIACTUBICTh CHCTEMHU sika 3a0e3mnedye (iKCyBaHHS
JISUTHHOCT1 KOPUCTYBAUiB Ta CEPBICIB B CHCTEMI, BCTAHOBIIOIOYN OJHO3HAYHO JIaH1 PO
JDKEPEJIO THX UM IHINUX JI1, a TAKOX BUKOHAHHS 3a3[aJIeTib BCTAHOBJICHUX M y pa3i
BCTAHOBJICHHSI TOPYIIEHb TIPaBWJI TIOJNITHKH OE3MEKH CHCTEeMH 1 3a0e3lmeucHHs
BilMmoBimasbHOCTI 3a meBHI fii. Jlig 3a0e3rnmedeHHs CIOCTEPEKHOCTI  CHCTEMH
BUKOPHUCTOBYIOTHCS KypHAIU-ayIATY.

[Hdopmaritina 6e3reka - e CTaH 3aXHIIEHOCTI 1H(OPMALIHOro CepeoBHIIa,
3aXHCT 1H(OpPMaIIii ABIIsIE COO0I0 MISUTBHICTH OO0 3aM00IraHHs BUTOKY 1H(pOpMaIiii, 1o

3aXHIIAa€ETbCA, HGC&HKHiOHOBaHI/IX, HAaBMHCHMX Ta HEHAaBMHCHUX BIUIMBIB Ha
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iHpOpMaIlo, [0 3aXUIIAETHCSA, TOOTO MPOLEC, CIPSIMOBAHUNA Ha JOCSITHEHHSI LbOTO
ctany. Metoro peainizaiiii iHpopMaIiiHoi 0e3MneKn OyAb-IKOTO 00’ €KTa YU CUCTEMH €
noOy0Ba cucTeMu 3abe3reueHHs iHGOopMaliitHOT Oe3MeKu JaHOTO 00’ €KTY.

3arpo3a Oesmeni siBisie cOO0I0 CYKYNHICTh (DAKTOPIB Ta YMOB, SIKI BUHUKJIU B
MpoI1ieci B3a€MOJI11 00’ €KTa CUCTEMHU 3 IHIMUMH 00’ €KTaMHM, a TaKOk MOro KOMIOHEHTIB
MDK c00010, SIKi 3[JaTH1 CIPUYUHUTH HETAaTUBHI HACIIIJIKH.

Mix 3arpo3010 1 He0e3MeKOK HAHECEHHS MIKOJM ICHYIOTh MEBHI 3B’ SI3KH SIK1 came
MPU3BOJIATH JI0 3aMOIITHHS KOHKPETHOI KO 1M 200 30MTKIB, K1 BU3HAYAIOTHCS 3B’ 130K
MK SIBHIIAMH, TPU SKild OJIHE SBWINE, a caMe NMPUYHMHHE, 3a ICHYBaHHS NEBHUX YMOB
HEMUHYYE CIPUYUHSE IHIIE SBUIIC, a caMe HACIIAKOBE. 3arpo3a 3aBXIu MOPOJIKYE
HeOesneky. Hebesneka mMoxke OyTH BU3HAUEHA SIK CTaH, B SIKOMY 3HAaXOJHUTHCSA 00’ €KT
BHACJIIZIOK BUSBJICHHS 3arpo3. OCKUIbKM 0€3 BHUSBJICHHS HE MOMIIMBO OJHO3HAYHO
BU3HAUMUTH M0 OO0 €KT 3HAXOJWTH IIiJ] 3arpo300 B TOMY 4YH IHIIOMY BHITJIKY.
BiaMiHHICTE MIXK HUMH TIOJISITA€ B TOMY, 1110 HeOe3IeKa € BIaCTUBICTIO 00’ €KTa

Oe3IeKu, a 3arpo3a - BIIACTUBICTIO 00’ ekTa B3aeMoili. OUiKyBaHUM pe3yJIbTaTOM
3arpo3u € IKOoJla - HACHiJIOK 3MIHU YMOB ICHYBaHHS OO0’€KTy B HETaTUBHY CTOPOHY.
3arpo3u iHGopMaliiHii Oe3menl - Ie SBHUIa, SKI MOXYTh NPU3BECTH O MOPYIIEHb
iHbopMaliitHOT 6e3rekn cucteMu. Bunn 3arpo3 iHdopmarliiifHoi 6e31eKu pi3HOMaHITHI 1
MaloTh pi3Hi Knacudikariii [7]:

. 3a xapakTepoM MOPYIICHHS:

1. TlopyureHHs KOHGIICHIIMHUX JaHUX

2. TlopyiieHHs mpane31aTHOCTi CUCTEMU

3. Heszakonne BTpy4aHHs B (YHKIIIOHYBAaHHS CHCTEMH

e 3a TOKKICTIO MOPYIIEHHS
1. He3nauH1 noMuku
2. JlpiOHe XyniraHcTBO
3. Cepiio3HHiA 37109MH
. 3a MOTHBALIIEIO:

1. 3;10BMUCHE
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2. HeznoBMmucHe
. 3a MiclieM BUHUKHEHHSL:
1. 3oBHiIIHI 3arpo3u
2. BHyTpilHi 3arpo3u
. 3a 00’ €KTOM BIUIMBY:
1. 3arpo3u, HailiyieHi Ha 1HQOPMaLIHY CUCTEMY B IIUIOMY
2. 3arpo3u, HallJIeH1 Ha OKpeMi KOMIIOHEHTH 1H()OopMaIiiHOT CUCTEMU
. 3a MPUYNHOIO BUHUKHEHHS:
1. 3arpo3u, 1110 BUHUKJIM B pe3yJIbTaTl HEAOCTATHIX 3aC001B TEXHIYHOTO
3aXHUCTY
2. 3arposu, 1110 BUHHUKJIM 4Yepe3 HEJOCTaTHICTh ab0 ci1adKy OpraHi3oBaHICTb
Oprati3aiiifHo-TIpaBOBUX MIp
. 3a KaHaJIOM MTPOHWKHEHHS:
1. Yepes cnabKICTh MPOrpaMHOT0-anapaTHOTO KOMILJIEKCY CUCTEMHU
2. YUepe3 mporayiiHU B cUCTeMi aBTeHTU(iKallii, aBTOpu3alii Ta HEIOJIKU
CHUCTEeMHM 30€epiraHHs JaHUX KOPUCTyBaUiB
3rifHo mpencTaBiieHol kiacudikaili 3arpo3 3a BHIOM 00’€KTa BIUIUBY BOHHU

IMOAUISIOTHCS HA:

. 3arpo3u iHgopmariii,
. 3arpo3u MepcoHary 00’ €KTa
. 3arpo3u BiacHe 3a0e3MeueHHIo iH(popMaIiiHo1 6e3nekn 00’ €KTa.

[Tpu po3po0i1i He0OXiMHUX, 3aC001B, METOIIB 1 3aX0/IB, IO 320€3MEeYYIOTh 3aXUCT
iHpopMarlii, HCOOX1THO BPaXOBYBATH BEIIUKY KUTBKICTh Pi3HUX (DaKTOPIB.

[apopmariiss, sika y JaHOMY BHMIAAKY € TIPEIMETOM 3aXUCTy, MOXE OyTH
MpeACTaBlieHa Ha PI3HUX TEXHIYHUX HOCISX, a TaKOX ii HOCIAIMH MOXYTh OyTH
KOpPHUCTYBadl 1 0OCIyroByroumii miepcoHand. Bona wmoske mimmaBatucs o0poOii B
KOMIT'IOTEPHUX CHCTeMaXx, TepeaBaTucs II0 KaHajdaxX 3B’SA3KYy 1 BIATBOPIOBATHCH
pi3HUMU TpUcTposiMU. Takum 4YMHOM, Uil 3a0e3neueHHs 1HdopMalliiftHOT Oe3neKu

ICHYIOTb HACTYINHI1 MPUHIMUIN: CUCTEMHICTh, KOMIUIEKCHICTh Ta O€3NepepBHICTD
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3aXUCTy 1H(OpMaIli; THYYKICTh YIPABIIHHS 1 3aCTOCYBaHHS; BIAKPUTICTh aATOPUTMIB 1
MEXaHI13MiB 3aXUCTY; MPOCTOTA 3aCTOCYBAaHHS 3aXUCHUX 3aC0O01B 1 3aX0/I1B.
3a croco0aMu 3IIMCHEHHs BCl 3aX0AM 3a0e3nedyeHHs Oe3MeKd KOMIT IOTEPHHUX

CUCTEM MIIPO3AUISIIOTH Ha:

. HOPMAaTUBHO-TIPABOBI(11F0Y1 3aKOHU, YKa31 Ta HOPMATUBHI1 aKTH);
. MOPIbHO-€TUYHI(HOPMHU TTOBEIIHKH);
. oprasizaliifHo-aJIMIHICTpAaTHBHI (periamMeHTallisl IpoLecCiB

dyHkuioHyBaHHS 1H(pOopMalliiiHux cucreM - [C);

. anapaTHO-TIPOrpPaMHi.

Oco06nmBy yBary HEOOXIJIHO MPUIIUIATH amapaTHO-TIPOTPAMHUM 3aXojam
3axucTy. JJo HUX BIAHOCATHCS E€JEKTPOHHI MPUCTPOi Ta CleliaibHl TPorpamu, siki
peani3yroThCs CaMOCTIMHHO ab00 B KOMIUIEKCI 3 1HIMMMH. MOXHA BHJAUIMTH TaKi

OCHOBHI CITOCOOM 3aXHUCTY:

. aBTeHTH(IKAIlIIO Ta aBTOpH3aIlito cyo’ ekTiB IC;
. pO3MEXKyBaHHS JOCTYyy 10 pecypciB IC;

. KOHTPOJIb IIUTICHOCTI JTaHUX;

. 3a0e3reueHHs] KOH(D1ICHIIIHHOCTI TaHUX;

. ayJIAT MOIH, 110 BinOyBarThcs B IC;

. pe3epByBaHHS pecypciB 1 kommoHeHTIB IC.

1. 2. CucreMu 1OKyMEHTOOOITY

B cydacHOMy CBITI cucTeMH JOKYMEHTOOOITY 3aiiMarOTh HEBIJ’ €MHY YacTHUHY
KUTTSI THTEPHET KOPHUCTyBadiB. HaBiTh SAKIIO HE KOPUCTYBATHUCH IMOCIYyraMd TaKHX
CUCTEM Ha MpsIMy TO HE MOXJIMBO 0€3 HUX OOITHCh BUKOPUCTOBYKOUU MECEHIKEPH 1
ITOIITOBI CEPBICH.

Cucrema (aitiooOMiHy — 1€ CYKYITHa Ha3Ba MEPEX JIJIsl CIIUIBHOTO BUKOPUCTAHHS
daiiniB, cucrema Hajaae Micue Ui (¢aiiily Ha BJIACHUX CEpBEpax IOBEPHYBIIH

MOCWJIaHHA Ha JOCTylm 10 Hboro. Jloctynm no ¢aiiay MOXIMBUH B 3al€KHOCTI
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BiJl BCTAHOBJICHUX HAJAIITYBaHb CaMOI CUCTEMH Ta MOOakaHb KOPUCTyBaya SIKUM HOro
3aBaHTaXuB. (OCOOJIMBOCTI HANANITYyBaHb MOMITUKU JOCTYymy 10 (Qainy 1o OyB
3aBaHTAKEHUM MpUTaMaHHI IIJIATHUM cepBicaM. ICHye Ba BUAM HaJaHHS MMOCIYT TaKUX
CUCTEM, a caM€ 3 BUKOPUCTAHHSAM CIIEIIaTi30BaHUX KOMIT IOTEPHUX 3aCTOCYHKIB a0o 3
BUKOPUCTaHHSM IHTEPHET PECYPCIB PO3MIIICHUX Ha BIAJAIICHUX YU XMAPHUX CepBepax,

AK1 TIATPUMYIOThCSI OPTaHi3alliIMK 110 HaJaHHIO BiAMOBIIHUX MOCTYT.

TeMm
2. Bianosias 3 nocw C;?;:r? C"Eiﬂiy S ot ——r
A 6 ®aun\_

| \
v . / \
1. 3asaHTaxeHHA danny \ 77 /
— A X /
T _5. 3anur anny
/ ;

\
3. NyGnikauin NOCUNAHHA 40 IHTepHeTY

4. 3anuT nocunaué;a [o painy
="

~

Mepexa IHTepesT

Puc. 1.1. Cxema pobotu cucremu ¢haitioooMiHy
[lepeBaru cuctem 3 BUKOPUCTaHHS NONepeIHbO BcTaHoBiIeHoro [13:
* CrabinpHa poboTa
» Huspke cnioskuBaHHS 1HTEPHET TpadiKy
e [lIBuaKuit JOCTYII 1O THCTPYMEHTIB CUCTEMU
Henomiku cuctem 3 BUKOPUCTAHHS MOTMEPEIHRO BcTaHOBIeHOTO [13:
* OOMeXeHUH CIIEKTP CHUCTEM Ha SIKUX MOKJIUBE BUKOPUCTAHHS
* [loTpiOHI HanamTYBaHHS KOHQITYypalliid Py BCTAHOBJICHI
» CucrtemMa BUKOPUCTOBYETHCS TUTHKU 3apEECTPOBAHNUME KOPUCTYBAaYaMHU
» He MO/1MBE BUKOPUCTAHHS 3 MOOLIBHUX MTOCTPOIB
* BapricTh po3po0ku Ta MATPUMKH TPOIYKTY
[lepeBaru cuctem 3 BUKOPUCTAHHSIM IHTEPHET PECYPCiB:
¢ Jloctym 3 Oyap SKOTO TPHUCTPOIO 3 JTOCTYIIOM B IHTEpHET Ta (ailioBOIO

CHUCTEMO
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*  MoXIuBe BUKOPUCTAHHS aHOHIMHUMHU KOPUCTyBaYaMu

* JlemeBwma po3poOka Ta MIATPUMKA MPOAYKTY B MOPIBHSHI 3 KOMIT IOTEPHUM
3aCTOCYHKOM

Henoniku cuctem 3 BAKOPUCTAHHSM IHTEPHET PECYPCIB HE 3HAMACHO.

O4eBUAHO IO KOPUCTYBAaHHA cHcTeMaMH (HailjIo0OMIHY sIKI BUKOPHCTOBYIOTb
IHTEpHET pecypcu Uil HaJaHHS TOCIYr 3HAYHO BUTIJIHINIE SIK KOPUCTyBauyaM TakK 1
BJIACHUKAM CHCTEMH.

[IpuHMnu pobotu cucreMu (HaitT000MiHYy:

» IligkmroueHHs KOpUCTYBava JI0 KJII€HTChKOI YaCTHHH

e 3aBaHTaXeHHs HeoOximHOro «aitmy B cucreMy 1 HOro mnojanibliie
3aBaHTKECHHS Ha CEPBEPHY YaCTUHY

*  Haganus noctymy 1o daiiy iHITUM KOPUCTyBa4aM CHCTCMH

» Cucrema JOKyMEHTOOOIrY - 11€ BY3bKOCIICI[iaTi30BaHa cucrteMa GhasiooOMiHy
OCHOBHa IIUIb SIKOi caMe Tiepenada TEKCTOBHX (aiiiiB HEOOXITHOTO PO3IIUPEHHS,
nanpukian pdf, doc, txt. Takok, OCHOBHOIO BIIMIHHICTIO TaKOi CHCTEMH € YKOPCTKIIIIi
BUMOTH JIO PIBHS 3aXMCTY HDK B TOPIBHSHHI 31 3BHYAHOI0 CHUCTEMOIO (HailyiooOMiHYy,
OCKUTbKM 1H(oOpMaIis sKa MOXE MICTUTbCS B JOKyYMEHTaX Oyle BIIHOCHUTHCS 0

NPUBATHOI, KOH(PIAEHIIIMHOI, IepKaBHOT TAEMHHUII].

1.3.  3arpo3u 0e3meni Ta MeTOAU 3aXUCTY CHCTEM JJOKYMEHTO00Iry

[Tigxin 10 3aXUCTy €IEKTPOHHOTO IOKYMEHTOOOITY MOBUHEH OyTH KOMIUIEKCHUM.
HeoOxinHo 4iTKO oIliHIOBaTH MOJMBI 3arpo3u 1 pusuku CEJl 1 MoxIuBi BTpaTu Bin
peamizoBaHUX 3arpo3. TpaaumiiHWA MIXig 10 3axUCTy iH(opmallii 3aCHOBaHHW Ha
MOTIEPETHHOMY aHaITi31 3arpo3 1 3ICTAaBIECHHI IM CYKYITHOCTI MEXaHI3MIB 3aXHUCTY.
OCHOBHI 3arpo3W [JIi CHUCTEM EJIEKTPOHHOTO JIOKYMEHTOOOITy MOXYTh OyTH
KJ1acu(piKoBaHI TAKUM YUHOM [8]:

*  3arposa IUIICHOCTI,

*  3arposa KOH(IIEHIIIHHOCTI,

Apky1

KHTEY 121-063-05.MP

13

Hsm. | Apryw Ne dokym Toonucw Hama




* 3arposa mpale3aTHOCTI CUCTEMU - 1€ 3arpo3a, peajizailis Kol IPU3BOIUTh
70 TIOIIKOJKEHb, MPUITMHEHHS po0O0TH cucTeMu. Jlo Takux 3arpo3 BXOASITh HABMHUCHI
aTaky, TMOMMJIKM KOPUCTYBadiB, a TaKOX HECHPABHOCTI B TEXHIYHOMY OOJIaJIHaHHI Ta
MporpaMHoOMYy 3a0€3Ie4eHH],;

*  HEMOXJIMBICTH JI0Ka3y aBTOPCTBA - II€ 3arp03a, OCHOBHA CYTh SIKOi MOJATAE y
TOMY, NPU BIJCYTHOCTI BUKOPUCTaHHS €JIEKTPOHHO LU(PPOBOTO MIANUCY B CHUCTEMI
JOKYMEHTOO00Iry, TO HEMOYJIMBO JTOBECTH, IIO caMe 1€l KOpHUCTyBad CTBOPHUB JaHUM
JTOKYMEHT. /[0 TOTo 3K, HEMOYKJIMBO 3pOOUTH JTOKYMEHTOOOIT FOPUINIHO 3HAUNMUM;

*  3arposa JOCTYMHOCTI.

bynp-sika cucreMa eJeKTPOHHOIO JOKYMEHTO00OIry moBuHHa OyTH 3abesneucHa
3aXMCTOM B PI3HUX MPOSIBaX Ta peajizallisxX Bil IMEperiKy 3arpo3 Aki Oyiaum HaBeJeHi
BUIIe. BigMoBiIHO, B KOMIUIEKCHHN 3aXHCT TaKO1 CUCTEMH IMOBUHHI BXOJUTH HACTYITHI
3axonau [9]:

*  pPO3MEXYBaHHS MPaB AOCTYIY A0 (aiIiB 1 Mamok;

* oOMexeHHs mpaB (PiI3UYHOTO TOCTYMNY /10 00’ EKTIB CUCTEMHU JOKYMEHTOO00IrY;

*  MJITBEPHKEHHS aBTOPCTBA €NEKTPOHHOTO JIOKYMEHTY;

*  KOHTPOJIb IUIICHOCT1 €JICKTPOHHOTO JOKYMEHTY;

*  KOH(DIACHIIHHICTH €IEKTPOHHOTO JOKYMEHTY;

* 3a0e3MeyeHHs IOPUANYHOI CUIIH €IEKTPOHHOTO IOKYMEHTY;

* 3a0e3meyeHHs HAMIMHOCTI QYHKIIIOHYBaHHS TEXHIYHUX 3aCO01B,;

* 3a0e3neyeHHs pe3epByBaHHS KaHAJIB 3B’ SI3KY;

*  pe3epBHE IyOJIFOBaHHS 1H(OpPMAIIIT;

*  3aXWHCT BiJ BIPYCIB;

*  3aXWHCT Bix "370MYy" MEpEK.

Jlnsa peanizamii cCHCTEMHU 3aXHCTy JaHUX 1 YIPaBIiHHS JOCTYIOM BiJIIOBITHHX
daiiniB HeoOXiTHE BUKOPUCTAHHS CUCTEM 1MeHTU(IKAIIT Ta aBTEHTUIKAITIT:

* imeHTu(ikamis KOpuUCTyBada - TpOIEAypa MPHUCBOECHHS KOPHUCTYBaueBl
inenTudikaropa B CUCTEMI 32 PaXyHOK Hamepe]] BU3HAYEHOTO 3HAYEHHsI, TOOTO JIOTiH a0o

CJICKTPOHA aapeca,
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*  aBTEHTH(IKALS - BCTAHOBJIEHHS JIOCTOBIPHOCTI Cy0’€KTa, IO camMe BIH € TUM
KM TIPEICTABISETHCS.

Cucrema inentudikanii 1 aBTeHTU(IKAIli KOPUCTYBa4iB CUCTEMHU € HEOOXITHUM 1
BOKITMBUM €IIEMEHTOM OY/b-5IKOT CHCTEMH 3aXHIIEHOTO €EKTPOHHOTO JIOKYMEHTOOOITY.
Ha nonmatok, MOXXHa BBaKaTH, IO 3aralbHUMHU 3aJadyaMu [JJs  OpraHizaiii
BAXUIIEHOTO €JIEKTPOHHOI'O JIOKYMEHTOOOITY 3 BUKOPUCTAHHAM CUCTEM IJeHTUdIKALi 1
ABTCHTHU(]IKALII] €:

* Kopctka npouenypa inenrudikarii i aBTeHTU(IKALIT KOPUCTYBaY1B JIJIs
OpraHizarii 1oCTyIy 0 BaKIHBUX PECYPCIB, IO 3aXUIIAIOTHCS;

* Po3mexyBaHHS J0CTyNy /10 KOH(1IEHUIHHOI i1HhOpMAaIlli 1 HEPCOHATBHUX
JaHHX;

* biiokyBaHHS i 3MEHIICHHS [IIAHCY HECAHKI[IOHOBAHOTO JTOCTYIIY;

* 3ale3nedeHHs JOCTYMHOCTI MyOI14HO iH(opMaIii.

Takox, BaJIMBO 3BEpHYTH yBary Ha MeToau imeHTU(ikaiii 1 aBTeHTH(IKaI]
KOPHUCTYBauiB MOOUTBHUX cuUcTeM. Haitpo3noBcromkeHIui - e napoidbHuid. ['onoBHa
nepeBara IMaposibHOT aBTeHTH(IKAIll - II€ IPOCTOTa peanizamli Ta BHUKOPHUCTAHHS.
HaiiGinpmia mpoOsiema, sika CHJIBHO TMOHIKYE HAIIMHICTh JaHOTO CHoco0y - Iie
JIOJICBKMM YMHHHK. IcHye pekiibka (akTopiB sIKi POOJATH JIOAUHY HaWCIabIIow
JJAHKOIO B LIbOMY JIaHII031 Oe3neku. [lepmuii 3 HUX - e OakaHHS JIOJEH CIPOCTUTH
napojib JUIS TPOCTIIIONO 3amam’sITOBYBaHHS. bBUIBIIICTh JtOJIEH BUKOPHCTOBYIOTH
HEHAJIIHI KJIIOYOBI CJIOBA, SKI JIETKO IMAOUPAOTHCA 3BHYAWHUM OpyTdopcoM ado
CIIMCKOM  HAWpO3IMOBCIO/UKEHIMNX TapoJriB. I[poro MojkHa 3amoOirTé  3aBIsSKd
BIIPOBAKCHHIO TIOJITUKH MAPOJTiB, IKa BCTAHOBJIIOE TIPaBUiIa CTBOPEHHS, a caMe:

*  JIOBXHHY TIapoJs,

*  BUKOPHMCTAHHS CIeIlaIbHUX CUMBOJIIB;

* oOMexeHWW TmepioJ BUKOPUCTAHHS Mapois 1 MPUMycoBa 3MiHa TMIpHU
3aBEpIICH] CTPOKY A1l MONEePeTHBOTO;

*  HEMOXIJIUBICTh IOBTOPHOTO BUKOPHCTAHHS TapoOJisi BIPOJOBK 3aJaHOTO

nepioly 4acy.
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Hpyruii ¢akT 1e MOXIMBICTh 3JIOBMHUCHHMKIB OTPUMATH MEPCOHANIbHI JaHl
KOPHUCTYBaulB 3aBASKH COLIAJbHIN 1H)KEHepli, sKka BKIO4Yae B ce0e (ITHHT,
MPETEKCTUHT, Teae(OHUN (ITUHT, TOPOKHE SOIYKO.

AnapaTHuil npuHUOMN 1aeHTU(IKANli IPYHTYETbCS Ha iaeHTU(ikauii ocodu
KOPHUCTYBaua 3aBIsKd (PI3MYHOMY TpEIMETy, KII0Uy, 10 3HAXOIUTHCS TITBKA B HOTO
nepcoHanbHOMy KopucTyBaHHI [10]. Ha choroanimHiit geHb, HAWOLIbIIE TOMIUPEHHS
oJlep Kl Takl TUNMU (I3UMYHUX HOCIi: PI3HOMAHITHI KapTH (IPOKCIMITI KapTH, cMapT-
KapTy, MarHiTHI KapTH) Ta TOKEHH, Kl M1IKIIOYAIOThCs 0€3MmocepeaHbO 10 OJTHOTO 3
¢1BUYHUX TOPTIB KOMIT'IoTepa. ['0JIOBHOIO MepeBarol0 3acTOCYBAaHHS —amapaTHoi
ieHTudikaiii € J0CTaTHRO BHCOKA HaAIMHICTh. [IpoTe, cepio3HOI 3arpo3or €
MOMJIMBICTh KPAJXKKH 3JIOBMHUCHUKAMHU (PI3MYHMX HOCIIB TOKEHIB a00 HaBiTh CaMHUX
NpoKCiMITI KapT. Takok BOHU MOXYTb OyTH BTpayd€Hi, MOIIKOKEHI, NMepeaaHi 1HIIINH
0co01, 1y0ab0BaHi.

HaiiGinpm  HamiitHuii  crmoci®  imeHTU(ikamii 1  aBTeHTHdIKamii -  1Ie
OlOMETpUYHHI, TIPU SIKOMY KOPHCTYBad IMeHTU(PIKYETbCS 3a IEepPCOHATLHUMHU
OlIOMETPUYHMMHU JTaHUMH, JIO TEpeNiKy MOXJIMBUX BaplaHTIB BXOAATH: BIIOHUTOK
najbllsd, CKaHyBaHHS CITKIBKM oOka, rosioc [l1]. Ilpote, BapTicTh cuctemMu 3
BUKOPHUCTAHHSIM TaKHX TEXHOJIOT1H 3HAYHO 3pPOCTAa€E, a cydacHi O10METpHYHI TEXHOJOT 11
II¢ HE JOCTATHRO JIOCKOHAJI, I[00 YHUKHYTH MTOMHUJIKOBHX CIIPallbOBYBaHb a00 BiIMOB.

OmuH 3 HalBaxJIWBIIMX (akTopiB igeHTU(IKamii Ta aBTeHTHdIKANIl - I8
OararopiBHeBicTb. T0o0TO, 1l TpouecHu MOXYTh OyTh oxHOpakTOpHUMU abo
O6ararodakTOpHUMH, KOJIW Il BU3HA4YCHHS ocoOu Ta Bepudikamii KopucTyBada
3aCTOCOBYETHCS Bipasy Kibka mapametrpiB [12]. Take kOMOiHYBaHHS 1IapiB MOKIIUBE
B PI3HUX Bapiallis BKIIOYAIOYN BKE MEPEUNCICHH] METOIH, 4 TAKOXK CMC ITOBIIOMJICHHS
Ha KOHTAaKTHHA HOMEp KOPWICTYBaua, €JICKTPOHHHWH JIUCT HA TIPUBATHY CJICKTPOHHY
aapecy. Haituacrima koMOiHaIlisi HA ChOTOAHINIHIN T€Hh BBAKAETHCS MAPOJILHUNA METO/T
1 INCT MIATBEPKCHHSI HA €JEKTPOHY MOMTY. BrpoBamkeHHS KOMOIHOBAHMX CHUCTEM
30UIbllly€ KUIbKICTh HEOOXITHUX IMEHTU(PIKAMIAHUX O3HAK 1 TUM CaMUM 3HAYHO

MIJBUINYE PIBEHb O€3MEKHU 1 3aXUCTY CUCTEM €IEKTPOHHOTO JOKYMEHTOOOIrY.
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1.4. Hentpu ceprudikauii Ta eJileKTpOHHUH HUPPOBUI miaMuUC

Jlns peanmizaiii 3aXuIIEHOI CUCTEMHU JOKYMEHTOOOIrY HEOOXiHa peanizaiis ska
BKJIIOYAa€ B ceb€ TrapaHTiio, IO BIANPABHUK HACMHPABIl SBISETHCS THUM B KOIO
HaJlMmoB AoKyMeHT. HaiOutbln Baano 3 1i€l0 3aJayero CIPaBIsSETbCA LEHTP
ceptudikaiii, a caMme 1HTerpaiis 31 BXKe€ ICHYIOUMMU YU CTBOPEHHS BJIACHOTO JIJIS
BIZAMTOBIAHOCTI BUMOT'aM.

Hentp ceprudikamii - akpeIUTOBaHUN IEPKaBOIO BIAAUI UM OpraHizaiis ska
3aiMaeTbCsl TOCIyraMd 3 HaJIaHHS E€JeKTPOHHO HU(POBUX MIANUCIB, YW UYECHICTb
BBAXKAETHCS €TAJOHHOIO 1 HE 3amepeyHoro. B monanemiomy, mianucu gxki OyayTh
sniicHeni BuganuM EIII, MoxyTs OyTH MNIATBEpKEHUMH ab0 CIPOCTOBAHUMH
LEHTPOM cepTU]iKaIllii miyac NepeBipKu.

Peectp - enekTtpoHHa ©6a3a JgaHUX, B SAKIA MICTITBCA BIJOMOCTI MPO
camomnianucani ceptudikati enekrponHoi meuyatku 30, ceprudixkatu 30 nus
JOJIaBaHHS €JIEKTPOHHOI mevyaTku A0 JloBipyoro cmucky Ta A0 JaHUX Y IMPOTOKOJII
BU3HAYCHHS CTaTycy cepTtudikara y pexuMi peaJbHOro 4dacy, ceprudikaTtu
KBaTipiKOBAaHUX HaAJaBaydiB €JIEKTPOHHUX JOBIPUMX TMOCAYr (madi - HajgaBadi),
chopMOBaHi 3 BUKOPUCTAHHSIM CaMOIIIIMUCAHOTO cepTU(dikaTa eIeKTPOHHOI IeYaTKH
1130, cratyc Ta OOMEXEHHsS y BHKOPHCTAaHHI TaKMX CEpTH(}IKATIB, a TaKOX CIUCKHU

BinKimMKanux ceprudikaris [[30 [13].

KopucTysad LienTp cepTudikauii

Mepesipka

MpusaTHmin Koy KOPMCTYBaULKAX AaHNX

TlyGniummi Ko

BanuT 0O USKHTPY CopTwdiKawF—3 ey

rexsepauin uMdPOBOro
cepTudikaTty anA
KopucTysaua

InexTudikawisl nas
KopucTysaua

Undbposuii cepTudikaT

Niarsepmxensa
LaeHTudikaui sia My GrivHmniA Koy
UeHTPy cepTudikauil

laenTudikawiAni nani
xopucTtysaua

<—Bianpasxa xopucTysa-es—

Puc. 1.2. Cxema poboTn nieHTpy ceprudikartii
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BianosigHo no 3akony Ykpainu «IIpo enekTpoHH1 10BipUl MOCIYTU» 10 CKIaLy
€IEKTPOHHUX JIOBIPYUX MOCTYT BXOIATh:

* CTBOpPEHHs, NEpeBIpKa Ta MIATBEPIKEHHS YIOCKOHAJIEHOrO €JIEKTPOHHOIO
MIAMUACY YU TIEYaTKH,

» (dopmyBaHHs, TiepeBipka Ta MIATBEP/KCHHS YUHHOCTI cepTudikara
CIIEKTPOHHOTO MIAMUCY YU TICYATKH;

» (dopmyBaHHs, TiepeBipKa Ta MIJATBEPIKCHHS YWUHHOCTI cepTudikara
aBTeHTHU(IKaIlli BeO-caTy;

« (¢opMyBaHHS, ITIEpEBIpKa Ta MiATBEPKCHHS CJICKTPOHHOT ITO3HAYKH Yacy;

*  peecTpoBaHA €JEKTPOHHA J0CTaBKa;

e 30epiraHHs YJAOCKOHAJIICHUX CJIICKTPOHHUX TiAMKCIB, TICYATOK, CICKTPOHHHUX
NO03HAYOK Yacy Ta cepTU(IKaTiB, TOB’ I3aHUX 3 IIUMU MTOCTYTaMH.

Cy6’exTamu BIZTHOCHH y cdepl eIEKTPOHHUX JIOBIPUYUX MOCIYT €:

*  KOpUCTYBayl €JICKTPOHHUX JOBIPYUX MOCIYT;

*  HaJaBayl eNEeKTPOHHUX JOBIPUUX MOCIYT;

e OpraHu 3 OIIHKU BIATIOBITHOCTI;

*  3aCBIIYYBAJIBHUI IIEHTP;

*  IEHTpaJbHUMN 3aCBIIUyBaJIbHUM OpraH;

*  KOHTPOJIKOKOYUMN OPraH.

EnextponHi AOBipYi MOCIYTH HAMAMOTHCS, SIK IPaBUJIO, Ha JOTOBIPHHUX 3acagax
HajJlaBayaMu €JIeKTPOHHUX JOBipuux mocayr. KoxHa mociyra, mo BXOAUTH 10 CKIaay
SJICKTPOHHUX JIOBIPYUX MOCITYT, MOXKE HAJaBaTUCS K OKPEMO, TaK 1 B CYKYITHOCTI.

KBamidikoBanmii HagaBau €IEKTPOHHUX JOBIPYMX IMOCIYT - IOPHAMYHA Oco0a
HE3aJIe)KHO BiJl OpraHizamiiHO-mpaBoBoi ¢popmu Ta ¢popMu BIacHOCTI, hizmdyHa ocoda -
MiATPUEMEIIb, KA Ha/la€ OJHY a00 OUIbINE €NIeKTPOHHUX JAOBIPUMX MOCTYT, MiSUTbHICTD
AKO1 BIANOBiIae BUMoraM 3akoHy YkpaiHu «IIpo enexkTpoHH1 HOBIpYl MOCAYTW» Ta
BIIOMOCTI MPO SIKY BHECEH1 710 J{oBIpYOTO CIHUCKY.

MiHicTepCcTBO IOCTHUIIIT YKpaiHU SIK TOJIOBHUM OpraH y CHUCTEMI IEHTpalbHUX

OpraHiB BHUKOHABYOi BJaau, 110 3abe3neuye (OpMyBaHHS Ta peanizye ACp:KaBHY
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MOJITUKY Y cdepl eNeKTPOHHUX JOBIPUMX MOCIYT, MO0 OPUAUYHUX 0Ci0, (HI3UYHUX
0ci0 - miANpUeEMIIB, SIKI MalOTh HAMIp HaJaBaTH €JIEKTPOHHI JAOBIpYl MMOCIYTH, BUKOHYE
(yHKIII HEHTPaIbHOr0 3aCBIAYYBAJBHOTO OPraHy LUISIXOM BHECEHHS B1IOMOCTEW MpO
HUX 710 JIOBIpYOro CNMCKY BIATOBIAHO A0 BUMOT I[LOTO 3aKOHY.

[ToBHOBaXXEHHS TIEHTPAIBHOTO 3aCBIIUyBAIBHOIO OpraHy Bu3HaueHo y CrtarTi 7
3akony Ykpainu «[Ipo eaekTpoHHI A0BipYl MOCAYTU». Jl0o MOBHOBAXXKEHB LIEHTPAIBHOTO
3aCBIIUYBAJIBLHOIO OpraHy, MO BIJHOIIEHHIO JO KBalipiKOBaHWX HaJaBayiB
SJICKTPOHHUX JIOBIPYUX ITOCITYT HAJIC)KUTH HAJAHHS TaKUX TIOCITYT:

*  QJMIHICTpAaTMBHA MOCIyra BHECEHHS IOPUAMYHUX OCI0 Ta (i3MYHHX OCIO -
HIANMPUEMIIIB, SIKI MAlOTh HAMIp HAJaBaTU €JIEKTPOHHI JOBIpYl mociayru, 10 JloBipuoro
CITUCKY;

* HaJaHHI KBaJi()iKOBAaHUX CICKTPOHHUX JIOBIPYMX IIOCIHYT HajgaBayaM
CJICKTPOHHUX JIOBIPYMX TIOCAYT 3 BHKOPHCTAHHSM CaMOIIIIMUCAHOTO cepTudikaTa
€JIEKTPOHHOT TIeYaTK! IIEHTPAIBLHOTO 3aCB1IUyBAILHOTO OPTaHy, 110 MPU3HAYCHHUHN NS
HaJaHHS TaKUX MOCTYT;

* HaJaHHSI TOCITYrd TIOCTaYaHHA TepeJadyl CHUTHAJIiB TOYHOTO  dacy,
CHUHXPOHI30BaHOTO 3 /lepkaBHUM €TaJIOHOM OJIMHUIIb Yacy 1 YACTOTH.

TexHiuHe Ta TeXHOJOTiYHE 3abe3reueHHs BUKOHAHHS (DYHKIIH IIEHTPaAJTbHOTO
3aCBITYYyBAILHOTO  OpraHy  3IHCHIOETBCS  aaMiHICTpaTOpoM  iH(opmaIiiHo-
TEJICKOMYHIKAIIMHOT CHCTEMH IIEHTPAIBHOTO 3aCBITUYBAJIBLHOTO OpPraHy - JACp:KaBHUM
MIATPUEMCTBOM, SIK€ HAJCKHUTHh 10 Chepu yIpaBIiHHSI TOJIOBHOIO OpPTraHy y CHUCTEMI
IICHTPaJbHUX OpraHiB BUKOHABYOI BJIajH, IO 3a0e3rmedye (GopMyBaHHS Ta peari3ye
Jep>KaBHY TOMITHKY y cdepi eNeKTPOHHUX JIOBIpYMX IMOCAYr  (Jep>KaBHUM
nianpuemcTBoM «HarionanpH1 iHGOpMaItiitHi cuctemu») [14].

Enexrponnuii mudposuit nianuc (ELIT) - ne 6mok indopmartii, skuii mogaeTbes
70 MaHWX aBTOPOM TOOTO MiAMHMCYBadyeM Ta 3axumiac ¢aia BiJ HECAHKI[IOHOBAHOI
Moau(ikallii i BKazye Ha BIJACHUKA ITIIHACY.

s dynkuionyBanHsa ELIT BUKopuCTOBYIOTHCS 2 KITIOY1 3aXUCTY:

. TaemHuuii KiIr04Y, SIKU 30epiraeThes y NinucyBada Ha PI3MUHOMY HOCI],
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. Binkputuii kiatou, SKui, MyOJIIKyeTbCs y 3arajJbHOIOCTYITHOMY JOCTYIII 1 €
BIIKPUTOIO 1H(OpMAIIIETO.

Jnsa Haknapanas EIII BUKOpUCTOBYE€THCS IPUBATHUM KIIIOY BJIACHUKA, a IS
HOro NepeBipKy - BIAKPUTHI, 3araJIbHOAOCTYITHUIN KITIOY.

[Mpunun  Takoi [l aJroputMy  3yMOBJIIEHUH BaXXKOOOOPOTHUMH
KpunrorpadiyHuMu nepeTBOpeHHsIMU. ToOTO 3aBIAKM NMyOJIYHOMY KIIIOUY HE BHIiAzE
TiMTUCATHCS, a IPUBATHUM HE MOYIJTHBO IEPEBIPUTH.

JIOWITbHO 3a3HAYWTH, IO TPHBATHUM KJIFOY MiJIUCyBaya HE TyOJIOETHCS, HE
30epiraeThCs Hie OKpIM (DI3UYHOrO HOCIKO BJIACHUKA 1 € TOBHOK OCOOUCTOIO
BJIACHICTIO MIIMMCYyBaya 1 HE HAJA€ThCA OyAb-IKUM 1HIIIM 0cO0aM, BKJIFOYAIOUU HABITh
HeHTp ceprudikamii KiIo4iB. bBynb-XxTo MOXe mepeBipuTH UU(POBUM  MiAMMHC,
BUKOPUCTOBYIOYH TUTBKH BIIKPUTHH KITIOY.

HaxmamanHs enekTpoHHOro 1udpoBOro MANMUCY - 1€ Omepaiis, sKa
3MIACHIOETHCS BIATIPABHUKOM, TOOTO BIACHUKOM, JOKYMEHTY 13 BUKOPUCTAHHSIM HOIO
mpuBaTHOTO Kitoua. [lig yac BUKOHAHHI JTaHOI orepallii Ha BXiJ MOJAIOThCS JlaHi, sKi
HEOOXI1THO MIANKCAaTH, Ta MPUBATHUN KIIFOY mianmucyBada. CucTeMa KOHBEPTYE JaHi 3a
JIOTIOMOTOI0 TIPUBATHOTO KJIFOYa YHIKAJIbHUM OJIOK JaHWUX (DIKCOBAHOTO PO3MIPY, KU
MOKe OyTH ICTHHHHUM TUIBKM IJI IIHOTO IEPCOHAJIBHOTO KJF0Ya Ta came I IHX
BXIJTHUX JJaHUX, TOOTO Ha BUX01 oTpumyeTbest ELIIT.

Y mnomanemomy EIII, mepemaerbcst y mapi 3 BXiIHUM JIOKYMEHTOM a0o
HAJCUJIA€TRCSI OKpEeMO 1 ToJal Taka KOMOIHAIS JaHUX YTBOPIOE 3aXWINCHUI
€JIEKTPOHHUN TOKYMEHT.

[lepeBipka eneKTpoOHHOTO MUGPOBOTO MIAMUCY - 1€ ONEpaIlis, iKa BUKOHYETHCS
OTPUMYBA4YEeM 3aXUIIEHOTO EJIEKTPOHHOTO JIOKYMEHTY 3 BUKOPUCTAHHSM BITKPUTOTO
KJII0Ya TiAMUCcyBada, TOOTO BimmpaBHHKA. J[7si BUKOHAHHS ITi€l omepariii HEOoOXiaHO
MaTh B PO3MOPSKEHHI BIAKPUTHI KIIOY BiANpPaBHUKA, OTPUMABIIM MOro pa3oM 3
JOKYMEHTOM YU 3 BIAPUTOrO JOCTYIY 1 3aXUIIEHUN TOKyMEHT. BinmoBinHa dacTuHa
CUCTEMH TEpeBipsie, 4Yd JIUCHO UMUPPOBUN NIANUC BIANOBITAE JAOKYMEHTY Ta

BIIKPUTOMY KJtouy. SKIIO JOKyMEHT a0o BIOKpUTHI K04 OyluM MOJIU]IKOBaHI,
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MepeBipKa 3aKIHUUTHCS 13 HEraTUBHUM pE3yJbTaToM 1 Oyle BCTAaHOBJIEHO He
BIAIIOBIAHICTb.

Jlnst noBHoiiHHOTO (QyHKIIOHYBaHHS cucteM EIIIl HeoOxigHo 3a0e3nedynTH
OTpUMYyBaya JOCTOBIPHOIO 1H(OpPMALIIO IO [0 BIJIKPUTOIO KIIOYa BiANpPaBHHKA Ta
MO>KJIUBICTh BIIEBHUTHCS, IO IS KOMIS BIAKPUTOrO KJIKOYa HAJIEKUTh cCaMe LbOMY
BiJIMpaBHUKY. JIJ1s1 BUKOHAHHS TaKUX YMOB, ICHYIOTh CHEIlialibH1 3aXUIIEH1 TOBIIHUKH
KJIIOY1B, 1K1 BEAYThCsl CHEIlaIbHUMH YCTAHOBAMHU - LIEHTPaMU cepTu(ikariii KIIrouiB.

LlenTpu ceprudikailii KJIt04iB MEepPeBIPAIOTH JaH1 BIACHUKA BIIKPUTOrO KIIOYa Ta
BUJIAIOTh 3aXWILEH1 EJEKTPOHHI JOKYMEHTH CIELIaIbHOrO 3pa3ka - cepTudikaTu
BIIKpUTUX KIIOYIB. B HHX MICTATBCA BIAKPUTUH KIIOY Ta TMEpPEBIpeHA IEHTPOM
ceprudikamii iHdopmalis npo BiacHuka kirova. CepTudikar BIAKPUTOTO KIrOYa
HIAMUCYETHCA €JIEKTPOHHUM HU(PPOBUM MIAMUCOM LEHTPY cepTudikaiii kimtouis. Tosi
JOCTaTHbO OTPUMATH 3aXUIICHUM Ta JOCTOBIPHUM KaHAJIOM JIAIIE CEPTUPIKAT CaMOTO
IEHTPY cepTudikamii KIFYiB, 00 MaTH MOXKJIUBICTh MEPEBIPUTH JTOCTOBIPHICTH OY/Ib-
SIKOTO cepTu(diKaty, skl OyB BUJAHUM [IUM [IEHTPOM.

['enepania npusaTHoro Ta Bigkputoro kitouiB ELII - mouaTkoBa npornenypa, sika
BUKOHYETHCS KOPUCTYBaue€M JI0 BHUKOHAHHS TIPOLEAYpU CepTH]IKAIlli BIIKPUTOTO
Kiroua. ['eHepalliio BUKOHYE CIeIiai3oBaHe IporpamMHe 3a0€3lEeUeHHs - TeHepaTop

KITFOU1B, SIKMH HAZA€ThCS MIEHTpOM cepTudikarii kimrouis [15].

1.5. BucHoBku 10 po3ainay 1
[TpoBeneno anaii3 CTpyKTYpPH CUCTEM JTIOKYMEHTOOOITY, IEHTPIB cepTudikarii Ta
MPUHITUIIB 1X B3a€EMOJ1i MK COO0I0 1 KOpUCTyBadeM. TakoX MPOaHaTi30BaHO MOKJIMBI
3arpo3u Oe3meri TaKuX CHUCTeM 1 METOJHW, SKI 3a0e3Meuyl0Th 3MEHIIEHHS PHU3UKY
HAHECEHHs IIKOIW Yy pasi yCHmimHOI peanmizaiii 3arpo3. BuszHaueHO OMIITBHICTH
pPO3pOOJICHHST 3aXMINEHOI CHUCTEMU JOKYMEHTO0OIry, ska Oyxe CKIagaTuCh 3
HE3aJIe)KHOTO UEHTPY cepTudikaiii Ta MOOUIBHOTO 3aCTOCYHKY [JIsi B3ae€MOli 3

KOPHUCTYBa4yaMH CUCTEMHU.
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PO3JILI 2.

AHAJII3 ICHYIOUUX CUCTEMU JOKYMEHTOORBIT'Y HA MOBLIBHIM
IHJIAT®OPMI

2.1. PandaDoc

JlaHuil 3aCTOCYHOK CTBOpPEHUH Ouibliie Uit poOOTH 3 JOKYMEHTaMH B IUIOMY,

MIPOTE HEB1/I'€MHOIO MOT0 YACTUHOIO € BepHU(iKallisl BIIPABHUKA 32 HOTO €JIEKTPOHHUM

HiI[HI/ICOM, OCKIJIbKH p03p06HI/IKI/I 34CTOCYHKY pO6JI$ITB AKICHT CaMC Ha AOKYMCHTaX

KYIIIBJI1 Ta IPOJAXKY.

[Ticns BcTaHOBIEHHS MOOUIBHOTO 3acTocyHKy 3 Play Market, xopuctyBauis

3ycTpidyae ¢popMa BXOJly B CUCTEMY, MPOTE MOMKJIMBOCTI 3apEECTPYBATUCH HE MOKIIUBO,

OCKLIbKU 1eH (hyHKIIIOHAJT BUHECEHUHN 70 NECKTOMHOI Bepcii 3aCTOCYHKY. B KOHTEKCTI

KOpHUCTYyBaua, Takuil iHTEpQeiic BBAKAETHCS HE 3pyUYHUM, OCKUIBKH MOTPIOHI I0AaTKOBI

Iii, sIKI MOKJIMBO BHMKOHATH 1 Ha MOOUIBHIA TIaTPopMi, OCKUIbKM cama ¢dopMa He

MICTUTh OCOOJIMBUX TOJIIB ISl 3aIIOBHEHHS YW CIIeU(PIIHOTO (DYHKI[IOHATY.

14:57

---0,2 KB/c § 25 .all =

1:\_) PandaDoc

Log in to your
PandaDoc account
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PandaDoc

You're almost done

DA

Puc. 2.2. ®opma peectpaliii B 1€CKTOTHOMY 3aCTOCYHKY
[Ticns BXOAy B CHCTEMY KOPHCTYBad 3HAaXOJUTHCS HAa TOJOBHIM CTOpIHII, SKa
HAIIOBHGHA 3BUYHUM 1HTepdeicoM ympaBiIiHHA MOOITHHOTO 3aCTOCYHKY. A came:
HUPKHE MCEHIO HaBiramii 1 rOJIOBHHH €KpaH Ha SKOMY BimoOpaxkaeThCs (yHKITIOHAT

BUOpaHOi BKJIQJIKK 3 HIDKHBOTO MEHIO.

15:47 s SKB/cH £l 4G, (D
Dashboard
Draft
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Puc. 2.3. 'onoBHE MeHIO MOOLTBHOTO 3aCTOCYHKY
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[Ipore Ha BiAMIHY BiJ 3a4BJICEHOrO (YHKIIOHANy, peaji30BaHUM € TUIbKH
yactuHa. Ha cam nmepen, cucreMa He J03BOJISIE MIIMUCYBATH 1 BIINPABISATH TOKYMEHTU
SK1 BXK€ 3HaXOAAThCA Y (paiinoBiit cuctemi npuctporo. Onepailii B 3aCTOCYHKY MOMKIJIHBO
BUKOHYBAaTH TUIbKU 31 CTBOPEHUMH, 32 MOro JOMOMOIo0, JoKymMmeHTamu. IIpoTe HaBiTh
TyT € oOMexeHHs. JloKyMeHT NOBHHEH OyTH CTBOpEeHHMHM 3 1mabiioHy, skuii OyB
3aTBEp/UKEHUI KopucTyBaueM panimie. Ha MoOMEHT aHani3y JaHOro 3aCTOCYHKY, HE
BJAJIOCS CTBOPUTH JOKYMEHT 3 HIA0JIOHY Yepe3 HECHPABHOCTI pOOOTH CUCTEMHU, TaK SIK

CIUCOK 1Ia0JIOHIB OYB IYCTHUM.

15:37 «:0,9KBE/cE %t il 4G. G

Select template
to create a document

w

Rl #0009 ot
No templates

Step1of 6
Puc. 2.4. HeMOXIMBICTh CTBOPUTH JOKYMEHT

Ane Ha BiIMIHY Bi MOOUTBHOTO 3aCTOCYHKY, BIIMPABUTH TOKYMEHT BIAJIOCH,
HaBITh 3 €JEKTPOHHHUM ITJIIMCOM, X04a 1€ HEe JOCTOBIPHUW METOJ MiAmmcy. A came,

MEePCOHAIPHUN MIANUC JIOJAWHU 3a JIOTIOMOTOI0 Maiblid Ha ekpadi. Jlami migmuc
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PO3MIIIYETHCA HA MOJIA JOKYMEHTY 1 TOAl BIH BBAaXKAEThCHA «IIAMUCAHUM». XodYa
IHCTpYMEHTU [JIsi peJaryBaHHs JIOKYMEHTIB CKJIAJaloThcsi 3 0OaraThboX HEOOXITHUX
IHCTPYMEHTIB, IPOTE 1I€ HE MOBUHHO OYTH MOCTABJICHE BUILE HIXK Oe3MeKa iX nepeaaui.

3aCTOCYHOK MICTUTh 3pYy4YHY ICTOpil0 B3aeMojii 3 JokymMeHTamu. Bona
Bi0OpaXkae Ha3By, aBTOpa, 4Yac Ta JaTy CTBOPEHHS, Yac Ta JaTy MNOJAlbIIOTO
penaryBaHHs, 4ac Ta JaTy BIANpPaBIEHHS 1 CTaTyC C€aMoro JOKYMEHTY, Taki SK:
YepHEeTKa, HAIICTaHO, PEAry€eThCs, OUIKY€E IMIITBEPAKECHHS, TIEPErIsiHYTO, 3aBEPIICHO,

MPOCTPOYEHO, YEKA€E OTUIATH, OTjIaTa MiATBEPPKEHA, BIIXUIIECHO.

wono m* ﬁ 4‘:““

Signature vave

Clear e i o et 0'.

Puc. 2.5. EnexkTpoHHHI MiANTUC 3aCTOCYHKY

B wmento nHamamtyBaHb TPOQLI0 MOXIUBO 3MIHUTH MiJNUAC, BCTAHOBIICHHS
nmapoio Oe3neKku 3aCTOCYHKY, 3MiHa OOJIKOBOTO 3amucy Ta (opma s B3aeMOJIIl 3

KOMaHJI0K0 TIATPHUMKH 3aCTOCYHKY.

2.2. UKey [16]

JlaHud 3aCTOCYHOK € peaii3ali€lo yKpaiHChbKOi Trpymnu pPO3POOHHKIB 1 SIBIIsIE

co0010 ay)Xe 3pYYHHH 1 TPOAYMaHMH MPOAYKT IMO30aBICHUH SBHUX HEJOJIKIB B
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oesneui. Hacamnepes peectpalis B CUCTEMI MOKJIMBA 0/Ipa3y 4yepe3 3aCTOCYHOK, 1110 B
HOPIBHIHHI 3 TIoNepeaHiM MOOUThHUM JojatkoM «PandaDoc» e Oimbmi 3pydHuM ISt

HOro KOpUCTyBayiB.

+0e0,7KB/C B 2 Lall B

Bougume B UKey

™

& Napons N

3abbinv naponb?

BOWTH

Het yyeTHoit 3anucu?

3aperucTpupoBaThcs ceityac

v0.3.0-beta (c6opka 40)

Puc. 2.6. ®opma BX0Oy B CHCTEMY

[Ticas peectpartii’ i BXOAy B CHCTEMY JUISl OI[IHKM MOKIIMBOCTEH 3aCTOCYHKY
HEOOXITHO 3aBaHTAXKWUTU TpPWHAWMHI onuH (awjioBur Kitod posmupenHs .dat, .jks,
P12, .pfx, .zs2. {nst uporo HEOOXiHE MPUHAWUMHI OJHE MIAKIFOUYCHHS O KOMIT I0Tepy
st miepenadi Gauily KiIr04a, OCKUIBKH MpsiME 3aBaHTaXEHHS y (auiioBy CHUCTEMY

3aCTOCYHKY HeMOXJuBe. DYHKITIOHAN B3a€EMOJIIi 3 TaKOIO KITBKICTIO KITIOYiB BpaKae.
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Puc.2.8. Bubip omnoro 3 3an

19:56 «0,0KB/c B 7t il B

¢ [lo6aeuTb (aitnoBbii KoY

HasBaHue kniova

Tun knioya

N Key-6.dat
. ®opmar salwmdporaHHoro paiina,
Keys

cofiepxalLiero B cebe NpUBaTHbIi

KNy v

ALCK: ALICK UCA AdC, ALICK
OpraHoB KCTULMK YKpauHb! U p.
Pacwupenue ¢aiina: key-6.dat

BesonacHocTb

Baw Knkoy 6yaeT 3alyuiieH STUM NaponeM nocne uMnopra

Maponb UMNOPTMPOBAHHOTO KNkYa LN

MoATBEPXAEHME Napons o

Wcnonb3oBath 0TNEYaTOK NanbLa

Bbl X0TUTE UCNONB30BaTHL OTNEYATOK Nanbla 8
KayecTBe napons s knova?

YaanuTb opuriHanbHblin Gainn
Bbl XOTHTE YAANUTL OPUrMHaNbHbINA hain ¢
K/I040M Noc/le yCnewHoro uMnopra’?

Puc.2.7. ®opma HanmamTyBaHHS CTBOPEHHS MMOBIIOMIICHHS

«0e0,1KB/c B 7t Ll

Key-6.dat

dopmar sawundposaHHoro daina,
copiepxalLero B cebe NpuBaTHbIA
Koy

ALCK: ALICK UC/ IdC, ALICK
OPraHoB KCTULMM YKPaUHb! 1 fp.
Pacwupenne daiina: key-6.dat

JKS

JavaKeyStore - xpaHunuuie ¢
ceprudmkaTamu 6e30NacHOCTH U
COOTBETCTBYIOLMMY NPUBATHBIMMU
Knto4aMu

ALICK: ALICK AT KB NMPUBATBAHK

Pacuwmpenue gaiina: jks

PKCS#12

Qopmart daitna Ana xpaHeHUa
NPUBATHOrO K/KOYa CO CBOUM
ceprudmkaTom X.509

ALLCK: ALICK AT Oujap6aHk
Pacwupenue ¢aiina: .p12, .pfx

ZS2

dopmart sawupposaHHOro daina,
coaepxallero B cebe YacTHbIi KoY
ALLCK: ALICK «YkpauHa»
Pacwupenue daiina: .zs2

o ED)

POTIOHOBAHUX PO3IIMPEHB KITFOUiB
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< Toanuchb

MapameTpbl NOANMCH
BKNHOYHTD OpUrMHaNbHBIE AaHHbIE B NOANKUCH

,[lDﬁaBM‘Tb METKY BpeMeHHW B NOANUCH .

BbibepuTe knkoy

[o6aBuTh K...

Puc. 2.9. ®opma cTBOpeHHs TIOBIOMIICHHS

[ToBimomiieHHS MOXKe OyTH AK MPOCTO TEKCTOBE, TaKk 1 (auil 3 JOKAIbHOI
¢daumoBoi’ cucteMun MOOUTbHOTO mpuctporo. Ilicms cTBOpeHHS 3amucy Hpo KIOY B
3aCTOCYHKY, @ caM€ IMIOPT HEOOXiTHOTO (pauiy, CTBOPEHHS Ta MiATBEPIKECHHS MapoJIs
JUIST MOJKJIMBOCTI KOPHUCTYBAaTHCh IIUM 3allICOM, HEOOXIJHO BBECTH TMAapOJIb BIJ
ceprudikary, iHaKIIIe HOTO BUKOPUCTaHHA Oyae He MoxuBe. [Ipu 3akiHYeHH1 MPoIecy
nianucy iHdopmarlii, KOpUCTyBad MoOaYnTh BCIO 1H(MOPMAIlI0 MPO PE3yIbTAT IIHOTO
nporiecy. Ha ekpani Oyae BimoOpaxeHo cam mianuc, iHGopMmairiro ska Oyia mianucana i
MOCHWJIAaHHS JIJISl TIOMIMPEHHS Cepell IHIMX KOpucTyBadiB. [lomupeHHs BKItodae B cede
MIAMUC 1 TEKCT TMOBIIOMJICHHS, TOMY Oy/Ib SIKHH OaKaroUrd 3MOKE MEPEBIPUTH TTAIMHC
3aBISIKA  MYyOJIIYHOMY  KJIOYY SIKHM MOXXHa 3HAWTH Yy BIIKPUTHX  CIIHCKAX

aKpEIUTOBAHOTO MIEHTPY cepTu(iKaIlii KIIFOviB.
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Moanuck
25.05.2019 21:16:01

Knioy
testl
28f211b9-d8ea-4608-bb2d-b149bb7b60a2
ceptudukat; 20B4E4EDOD30998C04000000A

E862B001EC17400

Moanucu

Bydep D

gwetfxgh

Noanuce |_[:|

30820E7806092A864886F70D010702A0820E69308
20E65020101310E300C060A2A862402010101010
201300B06092A864886F70D010701A08206203082
061C308205C4A003020102021420B4E4EDOD30998
CD4000000AE862B001ECT17400300D060B2A862402
010101010301013082015531543052060355040A0C
4BD086D0BDD184D0OBED180D0BCDOBOD186D196D0
BSDOBDDOBE2DD0OB4DOBEDOB2D196D0BADOBADOBE
DOB2D0B8D0B920D0BADOB5D0OBFDOBOD180D182D0
BODOBCDOBSD0OBDD18220D094D0A4D0A1315E305C
060355040B0C55D0A3D0OBFD180D0BODOB2D0OBBD19
6D0BDDOBDD18F2028D186D0B5D0BDD182D180292
0D181D0B5D180D182D0B8BD184D196D0BADOBOD18
6D196D19720D0BADOBBD18ED187D196D0E! 86
D094D09420D094D0A4D0A1316230600603,
C59D090D0BAD180D0B5D0B4D0B8D182D0
0BODOBDDOBBD0OB920D186D0B5DOBDD182
181D0B5D180D182D0B8D184D196D0BADOBOD186D

Puc. 2.10. ®opma cTBOpEHHS MOBIIOMIICHHS

21:29 «e1,0K6/cE 22 all T CBD

<  [ob6aBuTb aitnoebiii KoY

™ Key-6.dat
. @opmar 3awupposaHHore daina,
e cofiepKalero B ceGe NpUBaTHLIA KN4

ALICK: ALICK UCA, ADC, ALICK opraHoB.
HOCTULMK YKpauHbl U Ap.
Pacwupenue daina; key-6.dat

Boibepute LICK kntova

HeT uHdopmayum -

BoiGepuTe daitn knwova

dann knova He BbIGPaH... BbIBPATH

No6aBnTb cepTuduKaTbl

Ecnu y Bac ecTb Kakue-nubo ceptudukarbl Bawero knwova,
Bbl MOXeETe f0GaBHTL X BPY4HYIO (BKIIOYAA KOPHEBbIE
ceprudukartsl LICK)

HOOBABUTb CEPTUDUKAT

Puc. 2.11. ®opma iMmopty cepTudikary Kiroua

KHTEY 121-063-05.MP
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2.3. BucHoBKkHM 10 po3aiiy 2

[IpoBeneHo aHami3 3axUIICHOCTI ICHYIOYMX CHUCTEM JOKYMEHTOOOIry Ha
MOOUIBHIN TUIATPOPMI, HacamIepe i CUCTEM, 1[0 BUKOPUCTOBYIOTH mardopmy Android.
Binbiricte mporpam, siki posminieri B Play Market, onucyroTs cBiW (yHKIIOHAT 5K
JOCTaTHIX JIJISl TOTO, III00M TapaHTyBaTH Oe3neKy cCucTeMu 1 Bepu(ikallito BIANPaBHUKA.
Opnak peanizaliss MIANKMCY Yy IIUX CHUCTEMax IMOJSrae B PO3MINIEHHI Bi3yaJbHOTO
nianucy Oe3nocepeHbO Ha CaMOMY JTIOKYMEHTI, 110 HE BIJANOBIAA€ BUMOTraM 3aXHCTY
CJIEKTPOHHUX JIOKYMEHTIB. €JAMHUU HNPOTOTHI CHCTEMH, IO MO030aBICHUH ILHOTO
HEJOJIKY 1 BHUKOPUCTOBYE CIPABXKHIM €JIEKTPOHHUU UU(POBUK MIANUC HA OCHOBI
kmouiB, ki Bujgae AKLIC, po3pobieno B Ykpaini. Ha moTOYHMH MOMEHT 3aCTOCYHOK
3HAXOJIUTHCS 11I€ B peXUMI TecTyBaHHsA. HemonikoM € HEOOXiNHICTh 3aBaHTaXEHHS
KJIto4ya ceptudikaty depe3 CTOPOHHI KaHalIM, MI0 MOXKE IPHU3BECTH JI0 BTpaTh abo

Moaudikallli KiroJa 3JI0BMUCHHUKA.
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PO3JLT 3.

PEAJIIBAIIA SBAXUIHIEHOT CUCTEMHU JOKYMEHTOOBIT'Y HA

MOBUIBHIA IIVIAT®OPMI

3.1. MoOiibHMii 101aTOK Ta OT0 cepBepPHAa YaCcTHHA

Po3risiHyTi cucTeMHM 3aXHIIEHOr0 JOKYMEHTOOOITY MICTSTh SIK MepeBaru Tak 1

Heaoiku. Jlnst po3poOKu OUIbII 3aXMIEHOI CUCTEMH, HEOOXIHO 3BEpHYTH yBary Ha

METOJIU PEeECTpallii’ KOPUCTYBayiB, a TaKOX 30epiraHHs 1 nepeiady ix MepCOHATbHUX

JAHUX BKJIFOYHO 3 TIPUBATHUM 1 ITYOJIIUHUM KITFOUEM.

i

Private key

Sign

https requesr’—’_’_@

User gevice

https response

Database Server Cemﬁcaﬁ \

hitps request. § '
User Tzvice

T
v

Private key

https response
SQL req ‘<

Puc. 3.1. Cxema pobotu cucteMu
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MoOiUTbHUHA 3aCTOCYHOK OyB pO3po0sieHHH 3 BUKOpHCTaHHs Oibmioreku React
Native[17] mist po3poOKK OJHOTO KOAY i JBI Pi3HI IIATPOPMH, 110 3HAYHO 3HHIKYE
BUTpPaTH Ha PO3pOOKY Ta MOJAJbILY MIATPUMKY MPOAYKTY IiJl 4aC HOr0 KUTTEBOTO
LUKITY.

Ilin yac peectparii B cucTeMi HEOOXiIHO BKa3aTH JIOTIH, €JIEKTPOHHY aJipecy
KOpHCTyBaua JijIsl MiATBEPIXKEHHsI 00JIKOBOT'O 3aIUCY, 1HAKIIE BX1J B CUCTEMY M1 IIUM
JIOT1HOM OyJie HE MOXKJIUBUH, IM 51, (haMisito, MapoJib, MATBEPIAKEHHS MapOJIIO.

®opma JIOriHy MiIcTUTh (OpMY AJis BBEACHHS KOMOIHAIli JIOTIHY 1 MapoJto
KOPHCTYBaua, a TaKOX MOMJIMBICTh 3apPEECTPYBATUCH y CHUCTEMI Yy pa3l BIACYTHOCTI

00JIIKOBOTO 3aIIuCYy.

12:51 «:00KB/c R Z il B

< SignUp

Login
E-mail
Password

Confirm password
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Puc. 3.2. ®opma peecrtpaiiii B cucteMi
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Login
Password
’\\/ \ ‘\ A%

DON'T YOU HAVE AN ACCOUNT? SIGN UP

Puc. 3.3. ®opma BX0oay B CUCTEMY

ITicns aBTeHTHdiKamii Ta aBTOpHU3aIlli, KOPUCTYBau OTPUMYE MOKIHUBICTH
MOBHICTIO KOPUCTYBATHCH (DYHKI[IOHATIOM 3aCTOCYHKY.

Hacamnepen ¢dyHkiioHan BiANPaBKU TOBIIOMJIEHb BiAOYBAEThCA depe3 BHOIp
OTpUMYBaua 3i CIMCKy, BUOip (dharity po3mmupenns .pdf 3 dhanoBoi cuctemu mpucTporo.
[Ticns 1poro BiOyBaeThCS MIANUC JOKYMEHTY 1 BIANpPaBICHHS BIAMOBITHOMY
KOPHUCTYBAueBi.

HeoOximHO 3a3Ha4MTH, 0 Yy 3B’S3Ky 3 3aKpUTOI (PAHIIOBOIO CHCTEMOIO
ormeparninaoi cucremu 10S HEMOXIHMBO OTPUMATH Tepelik ¢auiiB Ha TPHUCTPOI.
3aCTOCYHOK TOBMHEH OTpPUMATH MIATBEPIKCHHsS Bl KOpHUCTyBaya Ha BUKOPUCTAHHS
obmikoBoro 3amucy iCloud i B3aemomistu 3 woro ¢awnamu. Ha cucremi Android
3aCTOCYHOK TaKOX 3000B’s3aHUK OTPUMATH MIJITBEP/KEHHS BiJ KOPUCTYBaua, MPOTE

Mmicasi UbOro BCl (hauiii HEOOXIAHOTO PO3UIMPEHHS OynyTh BimOOpa)KeHi B CHCTEMI.
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Choose receiver

test

Logan Romanovich
admin

Vasil Petrovich

4 a o

Send History Prof

Puc. 3.4. ®opma BuOOpy oTpUMyBava

«e2,8KB/cR (B Zt .l B D

HepaBHue HH

or] 81hrsCCConly.pdf
[ror] career-choices-and-changes-a-work...

ror] e-ticket_1077727 .pdf

Puc. 3.5. ®opma BuOOpPY TOKYMEHTY
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ITicns ycmimHOro HaJaCUiIaHHS, SK BIANPABHUK TaK 1 OTPUMYyBay 3 JIETKICTIO
3MOXYTb TEPErJITHYTH ICTOPiIO0 HAJICTAHUX JOKYMEHTIB, 1X BMICT a TaKOX
Bepu(IKalil0 TNIAMKUCY SIKa BUPAXKAETHCS B YCMIXHEHUX 200 CYMHHUX OOJIMYYSIX B MpaBid
KOJIOHIII.

[ToTpiOHO 3ayBa)kuTH, IO JJIs MIANUCY B HOTOYHIW peai3allii BAKOPUCTOBYETHCS
anroput™ RSA 3 nomxunoro kiroda 2048 Oit, ais AeMOHCTpauii poOOTH CHCTEMH B
HiIoMy 0e3 1HTerpalii 3 ICHyIoUYuMHU IeHTpamMu cepTudikaiii. Takud BuOip aJiroputMmy
3YMOBJIEHUH HWOTO HIBUIKICTIO MEPEBIPKU MIJIMKUCY, HABITh TOJ1 KOJU LIBUIKICTh WOTO
re’epailii’ J0BOJIlI HU3bKa, aje 1€ He KPUTHUYHO OCKUIbKM TreHepallis Bi0yBaeThCs

TUTBKU OJIMH pa3, B MIOPIBHAHHI 3 MEPEBIPKOIO, sIKa B1IOYBAETHCS Ha MOPSAOK YaCTIIIIE.

w03KB/c® 2 .l B GD

Received

81hrsCCConly.pdf

e-ticket_1077727.pdf

sent 1 € at |

@ e-ticket_1077727.pdf

Passport-7_pdf

Atestat-2.pdf

History
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Puc. 3.7. Tlepernsan HaiicIaHOTO IMOBIIOMJICHHS

OcHoBHa MepeBara MOOUIBHOTO 3aCTOCYHKY B IMOpIBHSHHI 3 aHaloraMu — IIe
BIZICYTHICTh TIepeladi MPUBATHOIO KIF0UYa KOPHCTyBadya CTOPOHHIMH KaHAJIaMU IS
iMIIopTy Horo y (auiloBy CHUCTEMY 3acTOCYHKY. Peanizaiis Takoro ¢yHKIioHany Oyna
JOCSITHYTA 3aBASKU TOMY, IO TIPU PEECTpallii HOBOro KOpUCTyBaya mapa MpUBaTHOTO 1
yOJIIYHOTO KJII0UY FeHEePYEThCSI BUKIIOYHO Ha mpuctpoi. [lpu BugageHH1 3aCTOCYHKY 3
MPUCTPOIO MPUBATHUK KIIOU KOPUCTyBada TAKOXX BHIAJSETHCS, OCKUIBKU 1€ €IMHA
KOs sika B3araii icHye. [Ipote Taka peamnizaimisi He 3a00pOHSI€E CTBOPEHHS HOBOTO
KOPHUCTYyBaua Ha IIbOMY K MPUCTPOi, aje 3 0OMEX)EHHSIM MIO JO JOTIHY, SKHH HE MOXKE
TyOIIOBaTUCH 31 BXKE ICHYIOUMM, TaK SIK JIOTIH BUCTYIA€ MEPBUHHHUM 1IeHTU(]IKATOpOM
KOpHUCTyBaua.

CepBepra yactuHa Oyiia peami3zoBaHa 3apaskm OiOmioreri Node.js[18] s
3MCHIIICHHST BUTPAT Ta 4Yacy Ha poO3poOKy, MIATPUMKY 1 BIPOBAKEHHS JIOTIKU [0

XMapHOTo cepenoBuina. Takox gaHa 01010TeKa 3HAYHO MOJIETIIMThL I1HTErpalio 3
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LHEHTpaMH cepTu(iKallii.

B nortounid peanizailii’ CUCTEMH, JIOTIKAa CEPBEPHOI YACTHMHU 3HAXOJIUTHCS Ha
XMapHoOMYy cepBici Heroku mns imitamii po6otu neHTpy ceprudikaiii. OcHOBHA 3a1a4a
— L€ TMepeBipKa NANKCY BIANPABHUKA, OCKUIBKM I11€ OCHOBHA (YHKIIS LEHTPY
ceptudikaiii. Takox 10 3a1a4 BXOAATh:

o 30epexeHHs BCIX (auiliB CUCTEMU

o 30epexeHHs iHPOpMaIlii TPO KOPUCTYBAUIB

o Bepudoikanis TokeHy KOpucTyBaya AJis B3a€MO/I1i 3 cEpBEPOM

o Po3mexyBanHs qoctymy 1o ¢auiliB Ta iHGOpMaIii pi3HUX KOPUCTYBaU1B

o Metonu st peectpailii KOpUCTYBayiB

o Metonu mist 3MiHM 1H(OpMaIlli KOPUCTYBAY1B, HA TIPUKIIA]T TTAPOITIO

3.2. Po3BUTOK cHCTEeMH TAa ii BIPOBAa/I’KEHHSI

[Tomanbmuyd pO3BUTOK 3aCTOCYHKY 1 CHCTEMH B IIUTOMY MOKIJIMBO PO3IUIMTH Ha
JEKUIbKA €TaIliB B 3aJI€KHOCTI BiJl iX BIUIMBY Ha MPOLIEC BUKOPUCTAHHS CUCTEMHU.

[lepmmyd eram pO3BUTKY — 1€ IHTETpailisi B CHCTEMY ICHYIOUOTO IEHTPY
cepTudikailii SKMH BCTAHOBUTH HEOOXIIHHH HOMY aJIFOPUTM TEeHEpallii KJIFYiB Ta iX
noBxkuHy. Hamani myOmivnai Kimodi sKy OyAyTh TE€HEPYBAaTHCh Ha IPUCTPOSX
KOPUCTYBa4iB BHOCHTHMYTBCS 1O 3araJibHOJOCTYITHOTO CIHUCKY KIIFOUIB SIK JPYTHH
MOXXJIMBUHM BapiaHT TMEPEBIPKM BiANpaBHHUKA. TakoX HEOOXITHO YperyiIroBaTH
OJIHOYACHE BHJIAJICHHS KOPUCTyBadaMH 3aCTOCYHKY 3 TMPUCTPOIO 3 OJIOKYBaHHSM iX
OOJIKOBOTO 3amucy st 1HGOPMYBAaHHS IO JAAaHUH KOPUCTyBad OUIbIIE HE MIHCHHUH.
[Ipote Bumanenus Bciei iHGOpMaIlii BBaKA€ThCA HE IOIUIBHIUM OCKUIBKUA HOTO 1CTOPIis
MOBUHHA OyTH 30€epekeHa I MEeperiisiay IHAKIIMMH KOPUCTyBayaMH, 3 SKUMH BiH
B3aeMOJIisIB. TakoK MOXKIIMBO BIIPOBAKCHHS Yacy Mii cepTuikaTiB KIIOYiB

Jpyrud etam — 1i¢ PO3MIMPEHHS KOPHUCTYBAIbKOTO (YHKIIOHATY MOOLIHHOTO

3aCTOCYHKY.
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[lepur 3a Bce IMIUIEMEHTALliS ICTOPIi B3a€EMO/I1i 3 JOKYMEHTOM, a CaMe CTaTyCH:

* Ilepermsanyto

* Hanicnano

* B o6po0bii

BripoBamkeHHs (GyHKLIOHATY ISl peAaryBaHHs TOKYMEHTIB, TOOTO MiHIMAJIbHU W
HaO1p QYHKIIM SKUH BKJIIOYAE B cele:

*  Moaudikamis mpudprty

o Moaudikaris po3MITKH CTOPIHKH
o Pobora 31 cnuckamu

« Pobora 3 nocunanusmu

o Kowmenrapi Ta BiaAryku

Peanizaiisi cucteMu ynpaBiiiHHS 1 FeHepallii’ KJIoYiB ISl OJJHOTO KOpPHCTyBaya B
3aJIe)KHOCTI BiJl BKa3aHWX HaJAIITyBaHb ITi/1 YaC CTBOPECHHS KOPHCTYBava.

Jns  iHTerpariii’  peandizoBaHOiT CHCTEMHM 31 BXXE ICHYIOUMMH IICHTpPaMu
cepTudikailii ado 3amyck BIIOKPEMIJICHO BiJl 1HAKIIUX CHCTEM, HEOOXITHO PO3TOPHYTHU
CEepEeIOBUILIE /JISl CEPBEPHOTO 3aCTOCYHKY 1 0a3M 1aHUX.

Heo0xi1H1 HanamTyBaHHS CEpEIOBUIIIA;

* Node.js -v8.15.1
* React-v16.8.3
+ React Native — v0.59.6
» PostgreSQL — v11.2
s npm-v6.4.1
CepBepHUHN 3aCTOCYHOK 3aITyCKA€ThCsl KOMAaHaMU 110 IOPSAJIKY 3 KOPEHEBOTO
KaTajory:
1. npm install
2. npm audit fix

3. npm run start
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MoOUTEHUN 3aCTOCYHOK 3aIMyCKA€ETHCA KOMaHIaMHU 10 MOPSJKY 3 KOPEHEBOTO
KaTajory:
. npm install
. react-native update
. react-native upgrade

. react-native link

g B~ W N -

. react native run-android/ios — B 3aJIE)KHOCTI Bif O0a)xaHoi cucTtemMu

3.3. BucHoBku 10 po3uiay 3

PeanizoBano cucrtemy, ska mo30aBieHa OUIBIIOCTI HEAOJIKIB aHAJOTiB.
Hacamniepen, 3amporoHoBaHa cCUCTEMa HE Mae HEOOXIHOCTI MepefaBaTH MPUBATHUU
KJIF0Y KOpHCTyBaua uepe3 CTOpPOHHI KaHalu Teperadi AaHuX. [ eHepaiis Kitoda
BiIOyBa€eThbesl Oe3mocepeIHh0 B 3aCTOCYHKY MPH peecTpallii HOBOro KOpHUCTyBada y
CUCTEMI, 110 3HAYHO 3MEHIIYE PU3UK MEPEXOIUICHHS, BTpaTH 1 Moupikailii mpuBaTHOTO
KJII0Ya KOpPUCTyBaua 3JI0BMHCHHUKaMHU. Bech MoTik iH(opmallii MikK cepBepoM Ta
3aCTOCYHKOM BiOyBaeThes uepe3 https mportokon 3 Bukopuctanusm SSL ceptudikary.
B ManoyTtHhOoMy (YHKITIOHAT BCI€I CHCTEMH MOJKJIHMBO PO3MIMPHUTH BiATOBITHO JI0
noTped KOPUCTYBadiB Ta 3 BIAMOBIIHICTIO JIO BHMOT Oe3mekH. TakoX, MOOUTbHUH
3aCTOCYHKY 1 CEpBEp MOJXJIHUBO IHTErpyBaTH 31 BXKE ICHYIOUMMH IICHTpaMu

ceprudikarii.
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BUCHOBKHU TA ITPOIIO3UIIIT

B xoni BUKOHaHHS BHUMYCKHOTO KBalli(piKaI[IHHOTO MPOEKTY MpOaHaii30BaHO
CTPYKTYPH CUCTEM JOKYMEHTOOOIrY, LIEHTPIB cepTU(IKaIlli Ta MPUHLIMMIIB iX B3aEMOIT
MDK 00010 1 KOpHCTyBaueM. TakoX MPOBEACHO aHall3 MOXIMBHUX 3arpo3 Oesmelrt
TaKMX CHCTEM, Ta BHU3HAYEHO JIOUUIBHICTh PO3POOKH  3aXHUIIEHOI CHUCTEMHU
JOKYMEHTOO00Iry Ha MOOUIBHIM maTdopmi.

by mpoBeneHnd aHami3 3axXUIIEHOCTI ICHYHUMX CHCTEM JOKYMEHTOOOITYy Ha
MOOUTBHIA TuIaTopMi, Hacammepe] THX CHCTEM, IO BUKOPUCTOBYIOTH IIATHOpPMY
Android. bingpmiicte mporpamM, sKi pO3MIINICHI Yy BUIBHOMY JOCTYIi HE MOXYTh
rapaHTyBaTu BepudiKaIlilo BiANMPaBHUKA 1 3aXHUIIEHICTh CUCTEMH B IIIOMY. €IUHUNA
NPOTOTUIT CUCTEMHM, IO IMO30aBJICHUH ITHOTO HEIOJIKY 1 BHKOPHUCTOBYE CIPABXKHIH
eJIeKTPOHHUW UGPOBUN MIIMKUC HA OCHOBI KiIr0UiB, siki Buaae AKIIC, € ykpaiHcbkoio
PO3pOOKOI0, alie 3aCTOCYHOK HAXOIUTHCS B PEXKHUMI TeCTyBaHHs. BaKJIIMBUM HEOJIKOM
JTaHOI' CUCTeMH € HEOOXITHICTh 3aBaHTaKEHHs Kioua cepTudikaty depe3 CTOPOHHI
KaHaM nepenadi iHdopmMailii. Pe3yinpraToM BUIYCKHOTO KBai(iKaIIMHOTO MPOEKTY €
CTBOPEHHUHW MPOTOTHII 3aXMINECHOI CUCTEMU JTOKYMEHTOOOIry Ha MOOLIBHIN TuIaTdhopMmi,
sKa T030aBjieHa OUIBIIIOCTI HEAOJIKIB aHajmoriB. Hacammepen, y 3amporoHOBaHid
CUCTeM1 BIIICYTHS HEOOXIAHOCTI TepedaaBaTH TPUBATHUH KJIOUY KOPUCTyBaua dYepe3
CTOPOHHI KaHaJM mepeaadi gaHuX. [ eHeparis kiroda BiiOyBaeThCs B 3aCTOCYHKY IIPH
peecTpallii HOBOro KOpHCTyBaua Ha HOT0 IMEpPCOHAIBHOMY MPUCTPOi, IO 3HAYHO
3MEHIIyE PHU3MKK BTPAT MPUBATHOTO Kito4ya. Bech morik iH(opMmamii B cucTemi
BiIOyBaeThCs 3a qormomoror hitps mporokony 3 BukopuctanHsM SSL ceprudikary. B
ManOyTHhOMY (YHKIIIOHAT CHCTEMH MOKJIMBO PO3UIMPHUTH BIATOBIIHO 10 TMOTPEO

KOPHUCTYBauiB Ta BUMOT OE3IEKH.
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CIIMCOK BUKOPUCTAHUX I/ KEPEJI

1. PandaDoc [Enextponnun pecypc] — Pexum jgoctymy 1o  pecypey:
https://www.pandadoc.com/.

2. DocuSign [Enekrponnund pecypc] — Pexum goctymy g0  pecypcey:
https://www.docusign.com/.

3. HelloSign [Enextponnund pecypc] — Pexkum jgoctynmy 10 pecypey:
https://www.hellosign.com/.

4. Tlpo 3aTBepmxenHs KoHieniii' cTBopeHHs: €aUHOI IepKaBHOI aBTOMATU30BaHO1
nacnoptHoi” cucreMu [EnexkrpoHnuu pecypc]. — 1997. — Pexxum goctyny 1o
pecypcey: https://zakon.rada.gov.ua/laws/show/40-97-
%D0%BF/ed20060315/find?text=%C7%EQ0%F5%E8%F1%F2+%B3%ED%F
4%EE%FO%ECY%EQ0%F6%B3%BF.

5. besnexka 1H(hOpMaIIHHO-KOMYHIKAI[IWHUX CUCTEM [Tekcr] /
M. B. I'pauBoponcrkuu, O. M. Hogikos. — Kuis: BHV, 2009. — 594 c.

6. besmneka 1H(opMaIiHHO-KOMYHIKAI[IHHUX CUCTEM [Tekct] /
M. B. I'pauBoponcrkuu, O. M. Hogikos. — C. 21

7. Knacudikariisstaananizzarpo3indopmaliiitHinoe3neniBKIFY0BUXCUCTEMAX
iHbopMmarinHoi iHppacTpykTypu [Enektponnuu pecype] — Pexum moctymy a0
pecypcey: http://pnzzi.kpi.ua/29/29 p56.pdf.

8. HocmyxamenoB b.P. Ananu3 yrpo3 wuHdoOpMamum CHCTEM SJIEKTPOHHOTO
nokymeHnTtoobopoTta [Tekcr] // KommbrorepHoe oOecrieueHe U BHIYUCTUTEIbHAS
texanka. — 2009. — No 6. — C. 140-143.

9. CabanoB A.A. HekoTopsie acleKThl 3aIUThI JIEKTPOHHOTO JOKYMEHTO00O0pOTa
[Texct] // Connect! Mup cBsizu. — 2010. — No 7. — C. 62— 64,
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JLxxyHsH, B.JI. Dnekrponnas naentudukanus [Texcr] / B.JL JIxxynsH, B.O.
IIMaperusa. — M.:NT Press, 2004. — 695 c.

Kyxapes I'. A. buomeTrpuueckue cucTeMbl: METOBI U CPEACTBA UICHTU(DUKALUN
anyHoctH yenoBeka. [Texcr] — CII6.: [Tonurexuuka, 2001. — 240 c.

Hlpamxko  B.H.  KomMOuHMpOBaHHbIE  CHCTEMbl  WIAEHTU(UKALUU U
ayrentudukanuu [Tekcr]// PCWeek/RE. - 2004. - No45.

EnexTpoHHUHW peecTp UYMHHUX, OJIOKOBAaHMX Ta CKAaCOBAaHUX cepTU(IKaTIB
BIIKpUTUX KIIOYiB [EnexTpoHHUUW pecypc] — Pexum goctymy a0 pecypey:
https://www.czo.gov.ua/ca-registry.

[Ipo nenTpanbHuK 3acBinuyBaibHUU opraH [EnexkrpoHHuu pecypc] — Pexum
JOCTYITY 10 pecypcy: https:// www.czo.gov.ua/.

OTpuMaHHS €NEKTPOHHUX JAOBipuMX nociyr [EnekrponHuu pecypc] — Pexum

TOCTYITY 710 pecypcy: https://acskidd.gov.ua/r kor.

UKey [Enexkrponnund  pecypc] — Pexum  jgocTymy 10  pecypcy:
https://www.ukey.ua/.
React Native Documentation [Enextponnud pecypc] — Pexum moctymy g0

pecypcey: https://facebook.github.io/react-native/.
Node.js Documentation [Enektponnusr pecypc] — Pexkum mocTymy 10 pecypey:
https://nodejs.org/dist/latest-v10.x/docs/api/.
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TEXHIYHE 3ABJAAHHA

1. 3araJjibHi Bi1IOMOCTI

IInanosi cmpoxu pozpobru: cepnenb 2019 — Bepecens 2019.

llomenyitini kopucmysaui: KOpUCTyBadl MOOLTbHUX Tele(OHIB Ta IJIAHIIETIB Ha
omepartiitanx cucremax Android ta 10S.

Ilpusnauenns npocpamHo2o piulenHs: HaIaTH MOXKIUBICTb KOPUCTYBady
3aXUINEHUM METOJO0M TepeIaBaT JaHl 3a JI0IOMOT0K0 MOOUIBHOTO TelnedoHa.

Mema cmeopenusn npoepamnozo piuienHs: ONAHYBaHHS CY4YaCHHX TEXHOJOTIH
po3pooku Android Ta I0S nonatkiB Ta 1X 3aKpiMJICHHS Ha TPAKTHIIL.

2. CTpyKTYpPA NPOEKTY

Po3pobOka xoay 3 Bukopuctantsam 0i0aiorexu React Native.

Po3poOka nporecy peectpailii Ta aBTOpu3ailii KOpUCTyBayiB.

Po3poOka ¢dynkiionany s BianpabieHHs ¢aiiniB 3 (GanioBOi CUCTEMH
IPUCTPOIO.

Po3poOka cucremu MIANUCY TOKYMEHTY uepe3 anroput™ RSA 3 JOBXHHOIO
kioua 2048 Oit anma aemMoHcTparii poboTH CcHCTeMH B IioMy 0Oe3 iHTerparii 3
ICHYIOUMMH IIeHTpamMu cepTudikairii. Po3poOka mepeBipku Bepudikaiii mijamucy.

Ockinbku TpoleC YIpPaBIiHHS Mependavyae HasgBHICTh CyO’€KTa yHpaBIiHHS
(cmaptdon) 1 00’ekTa yrpaBiaiHHS (Kypcop muin Ha ekpani I1K), mporpamne pimeHHs
CKJIQaTUMEThCsl 3 JIBOX YAaCTUH: CEepBEpHOi 1 KiieHTChbKoi. CepBepHa wYacTHHA
BUKOHYBaTUMEThCS 3aBAsAKH 0i0ioTeri Node.js, OCKUIBKH 1€ MPU3BES A0 3MEHIICHHS
BUTpAT Ta Yacy Ha po3poOKy i miaTpumky. KiienTchka yactuHa Oyzie peaiizoBaHa y

Bursiai Android Ta 10S gonaTky, o BUKOHYBaTHMETHCS Ha CMapTOHi.
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KEPIBHULITBO KOPUCTYBAYA

[IpaBuna Ge3neyHOr0 BUKOPUCTAHHS : Ui NIABUIICHHS piBHS O€3MeKu Npu
BUKOPUCTAaHHI MOOUTHHOTO TOJaTKa PEKOMEHAYETHCS JOTPUMYBATUCS TAKUX MTPABUI:

. He 3amumaru cmaprdon 6e3 Harisgy, 00 BUKIIOUATH BUKOPHUCTAHHS
TPETIMH 0COOAMMU.

. He mnoBimomisiT CTOpOHHIM oco0am JIOTIH Ta Hapojb Bia OOJIKOBOIO
3anucy.

Jlist BXOAy B 1OJATOK BUKOPUCTOBYIOTHCS TUIBKHM BKa3aHl IMPH peecTpallii JOriH
Ta Mapoib. SIKIIO AOAATOK AJisi CBO€I POOOTHM TOYMHAE 3aMUTyBaTH JO3BOJH, SKi
BUKJIMKAIOTh TIA03pH a00 SIBHO HE BIAMOBINAIOTH HOro (YHKI[IOHATY, Kpalle
BIIMOBHUTHCS B1J 1X BUIAYI.

PeecTpaiiisi HOBOro 06;11KOBOTO 3aIuCy:

a. BinkpuTu 104aTOK Ta HATHCHYTH Ha KHOTIKY «Sign Up»;

b. Beectu JioriH, ajgipecy eJIeKTPOHHOI MOIITH, TAPOJIb Ta MATBEPHKCHHS MapoJs;

C. HATHCHYTH Ha KHOMKy «Sign Up».

Bxin 10 icHy1040T0 00JIIKOBOTO 3aIUCY:

a. BigkpuTn 101aTOK Ta HATHCHYTH Ha KHOMKY «Sign 1n»;

b. BBecTu morin Ta mapoJib Bif 00JIKOBOIO 3alKMCy Ha €KpaHi BXOIY 10 J0JaTKY;

C. HATUCHYTHU Ha KHOMKY «Sign In».

[TinTBepautu noctyn Ao ¢anaoBoi cucteMu ornepaiiidoi cuctemu Android/IOS.

Y mepenmiky BuOpaTH HEOOXITHOro oOTpuMyBada 4epe3 ¢opMmy BHOOPY
orpumyBada. OOpaTu HEOOXiTHWUN NOKYMEHT uepe3 (opmy BHOOPY [TOKYMEHTY.
[linmucatu nokyment. Ilicms Bepudikamii oTpuMaHOro BiJ I1HIIOIO KOPUCTyBaya

JTOKYMEHTY BiJIKPUBAETHCSI MOKIIMBICTh KOPUCTYBATHUCS HUM.
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JOJIJATKHA
HMooamok A

daiiu server.js

import express from ‘express’;

import bodyParser from 'body-parser’;

import dbQueries from "./db/queries'

import serverConfig from "./config’;

import berypt from ‘beryptjs';

import AuthController from './auth-service/authController’;
const server = express();
server.use(bodyParser.json({limit: '100mb'})); server.use(

bodyParser.urlencoded({ extended: true,
limit: '100mb'

D)

server.post(‘/api/v1/login’, async (req, res) => { try {

const result = await AuthController.login(req);

return res.status(200).send(result); } catch (error) {

return res.status(500).send(error); }

ok

server.get(‘/api/v1/users/:id', AuthController.verifyToken, async (req, res) => { try {
await dbQueries.getUserByld(req.params.id).then(result => { if (result) {

return res.status(200).json(result) }

b
} catch (error) {

return res.status(500).send(error) }
};
server.put('/api/v1/users/:id/changePassword', AuthController.verifyToken, async (req, res) => { try {

await dbQueries.changePassword(reg.body, reg.params.id).then(result => { return res.status(200).json(result)

} (':atch (error) {

return res.status(500).send(error) }

b
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server.put('/api/v1/users/:id’, AuthController.verifyToken, async (req, res) => { try {

await dbQueries.updateUser(req.body, reg.params.id).then(result => { return res.status(200).json(result)

N
} catch (error) {

return res.status(500).send(error) }

ok

server.get(‘/api/v1/users/:id/receivers', AuthController.verifyToken, async (req, res) => { try {
const currentld = req.params.id;

await dbQueries.getUsers(currentld).then(result => { return res.status(200).json(result)

b
} catch (error) {

return res.status(500).send(error) }

bk

server.post('/api/v1/users', async (req, res) => { try {

const hashedPassword = berypt.hashSync(req.body.password, 8);

await dbQueries.createUser(Object.assign(req.body, {password: hashedPassword})).then(result => { return
res.status(200).json(result)

i
} catch (error) {

return res.status(500).send(error) }
b
server.delete('/api/v1l/users/:id', AuthController.verifyToken, async (req, res) => { try {

await dbQueries.deleteUser(reg.params.id).then(result => { return res.status(200).json(result)

b
} catch (error) {

return res.status(500).send(error) }
b;
server.post('/api/v1/transactions’, AuthController.verifyToken, async (req, res) => { try {

await dbQueries.createTransaction(req.body).then(result => { return res.status(200).json(result)

};
} catch (error) {

return res.status(500).send(error) }



ok

server.get('/api/vl/transactions/:type/:id', AuthController.verifyToken, async (req, res) => { try {
const currentld = req.params.id;

const type = req.params.type || ‘all’;

await dbQueries.getTransactions(currentld, type).then(result => {

return res.status(200).json(result) });

} catch (error) {

return res.status(500).send(error) }

ok

const PORT = process.env.PORT || serverConfig.port;

server.listen(PORT, () => {
console.log(server running on port ${PORT}")

IOk
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Hooamok b

daiin queries.js

const Pool = require(‘'pg’).Pool;
import {CryptoController} from "../crypto-service/controllers/cryptoController'; import fs from ‘fs-extra’
import berypt from 'beryptjs';

const crypto = new CryptoController();
I

const dbConfig = new Pool({ user: 'postgres,
host: 'localhost’,
database: 'signer_db', password: 'Crashday’, port: 5432,

ok

const dbConfig = new Pool({

user: 'uvggooiedextxu’,

host: 'ec2-23-23-241-119.compute-1.amazonaws.com’,

database: 'd2moojmcls4184',

password: '69f9f317965a67206b355b1a0de5659358e723c0566147cedd8286¢96b1la2c91’, port: 5432,

b
const getUsers = async (currentld) => { try {

const result = await dbConfig.query('SELECT id, login, name, surname, email, avatar_img AS "avatarimg", public_pem
AS "publicPem" FROM users WHERE id !'= $1 ORDER BY id ASC’, [currentld]);

return result.rows; } catch (error) {
console.log('Error: ', error);

return error; }

5

const getUserByld = async (id) => { try {
const result = await dbConfig.query('SELECT * FROM users WHERE id = $1', [id]);
return result.rows[0] } catch (error) {
console.log(‘Error: ', error);

throw error; }

h

const createUser = async (body) => { try {

const {name, surname, login, password, email, publicPem} = body;
const getUsers = await dbConfig.query('SELECT * FROM users WHERE login = $1 LIMIT 1', [login]);
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if (getUsers.rows && getUsers.rows.length > 0) {
throw {success: false, message: 'Login already exists'}; }
const avatar = toBase64(‘app/assets/defaultAvatar.jpg’);

const result = await dbConfig.query('INSERT INTO users (name, surname, login, password, email, public_pem,
avatar_img)

VALUES (%1, $2, $3, $4, $5, $6, $7) RETURNING id", [name, surname, login, password, email, publicPem, avatar]);
return {success: true, message: 'User was successfully created'}; } catch (error) {

console.log('Error: ', error);

throw error; }

5

function toBase64(file) {
const bitmap = fs.readFileSync(file);

return new Buffer(bitmap).toString(‘base64'); }
const createTransaction = async (body) => { try {

const {sender, receiver, data, signHex, fileName} = body;

const createDate = new Date();

const dbSender = await getUserByld(sender);

const isVerified = await crypto.verifySign(signHex, data, dbSender.public_pem);

const result = await dbConfig.query(CINSERT INTO transactions (sender, receiver, data, create_date,

is_verified, file_name)
VALUES ($1, $2, $3, $4, $5, $6) RETURNING id", [sender, receiver, data, createDate, isVerified, fileName]);

return {success: true, message: "Transaction was successfully created'}; } catch (error) {

console.log('Error:', error);

throw error; }

¥

const getTransactions = async (id, type) => {try {

let result = null; switch (type) {

case ‘all": {

result = await dbConfig.query("SELECT ul.avatar_img AS "senderAvatarimg", ul.login AS "senderLogin", u2.avatar_img
AS "receiverAvatarimg", u2.login AS "receiverLogin", data, create_date AS "createDate", file_name AS "fileName",
is_verified AS "isVerified" FROM transactions

LEFT JOIN users AS ul ON transactions.sender = ul.id

LEFT JOIN users AS u2 ON transactions.receiver = u2.id

WHERE receiver = $1 OR sender = $1 ORDER BY create_date DESC;", [id]);
break;

case "received': {
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result = await dbConfig.query('SELECT ul.avatar_img AS "senderAvatarlmg"”, ul.login AS "senderLogin", u2.avatar_img

AS "receiverAvatarimg”, u2.login AS "receiverLogin”, data, create_date AS "createDate", file_name AS "fileName",

is_verified AS "isVerified" FROM transactions
LEFT JOIN users AS ul ON transactions.sender = ul.id

LEFT JOIN users AS u2 ON transactions.receiver = u2.id WHERE receiver = $10ORDER BY create_date DESC;", [id]);

break;

}

case 'sent": {

result = await dbConfig.query('SELECT ul.avatar_img AS "senderAvatarimg", ul.login AS "senderLogin", u2.avatar_img

AS "receiverAvatarimg”, u2.login AS "receiverLogin", data, create_date AS "createDate", file_name AS "fileName",

is_verified AS "isVerified" FROM transactions

LEFT JOIN users AS ul ON transactions.sender = ul.id
LEFT JOIN users AS u2 ON transactions.receiver = u2.id
WHERE sender = $1 ORDER BY create_date DESC;, [id]);
break;

break;

}}

return result.rows; } catch (error) {

console.log('Error: ', error);

throw error; }

I

const updateUser = async (body, id) => {try {

const {name, surname, login, email} = body; const result = await dbConfig.query(
'UPDATE users SET name = $1, surname = $2, login = $3, email = $4 WHERE id = $5/,

[name, surname, login, email, id]);
return {success: true, message: 'User was successfully updated'};

} catch (error) { console.log('Error: ', error);

throw error; }

3

const changePassword = async (body, id) => { try {

const {password} = body;

console.log('Body: ', body);

console.log('id: ', id);

const newPassword = berypt.hashSync(password, 8); const result = await dbConfig.query(

'"UPDATE users SET password = $1 WHERE id = $2',

[newPassword, id]);
return {success: true, message: 'Password was successfully updated'};

} catch (error) { console.log(‘Error: ', error);
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throw error; }

s

const deleteUser = async (id) => { try {

const result = await dbConfig.query('DELETE FROM users WHERE id = $1', [id]);
return {success: true, message: ‘User was successfully deleted'}; } catch (error) {
console.log('Error: ', error);

throw error; }

X

const getUserByLogin = async (login) => { try {

const result = await dbConfig.query('SELECT * FROM users WHERE login = $1 LIMIT 1', [login]); if (result.rows &&
result.rows.length > 0) {

return result.rows[0]; } else {

throw {success: false, message: "Wrong password or login'} }
} catch (error) { console.log(‘Error: ', error);

throw error; }

X

module.exports = { getUsers, getUserByld, createUser, getTransactions, updateUser, deleteUser, getUserByL ogin,
createTransaction, changePassword

)3
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Hooamok B

daiin cryptoController.js
import rs from 'jsrsasign’; export class CryptoController {

test() {
const sign = new rs.Signature({alg: 'SHA512withRSA'});

const keyPair = new rs. KEYUTIL.generateKeypair('RSA", 2048); sign.init(keyPair.prvKeyObj);
sign.updateString(‘testString");
const signHex = sign.sign();

const newSign = new rs.Signature({alg: 'SHA512withRSA'}); newsSign.init(keyPair.pubKeyObj);
newSign.updateString(‘testString’);
const isValid = newSign.verify(signHex);

return {encoded: signHex, verify: isValid, keyPair: keyPair}; }
async verifySign(signHex, data, publicPem) { try {
console.log('signHex: ', signHex); console.log('data: ‘', data); console.log(‘publicPem: ', publicPem);

const newSign = new rs.Signature({alg: 'SHA512withRSA'}); const publicKey = rs.KEYUTIL.getKey(publicPem);
newSign.init(publicKey);
newSign.updateString(data);

const isValid = newSign.verify(signHex);

return isValid; } catch (error) {

throw(error); }

}}
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daiin authController.js

import jwt from 'jsonwebtoken'; import berypt from ‘beryptjs'; import queries from "../db/queries’; import config from
"../config’;

const login = async (req) => { try {

const user = await queries.getUserByL ogin(req.body.login);
const isPasswordValid = berypt.compareSync(reg.body.password, user.password); if (isPasswordValid) {

const token = jwt.sign({id: user.id}, config.serverSecret, { expiresin: 86400

ok

return {success: true, auth: true, user: {id: user.id, login: user.login, token: token}}; } else {

throw {success: false, auth: false, message: "Wrong password or login'}; }

} catch (error) {

return error; }

I

const verifyToken = async (req, res, next) => { try {

const token = reg.headers['x-access-token']; if ('token) {

throw res.status(403).send({success: false, auth: false, message: 'Failed to authenticate token.'}); } else {

await jwt.verify(token, config.serverSecret, async (err, decoded) => {
if (err) throw res.status(403).send({success: false, auth: false, message: 'Failed to authenticate token.'}); next();

hi:

} catch (error) {

throw error; }

X

module.exports = { login, verifyToken

¥
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