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Bunyckna kBamidikaiiiiHa poOoTa AOCHIAXKY€E aCIEKTH YIPABIIHHSI PU3UKAMU Ha
KOHCaJNTUHroBOMYy  mianpueMctei TOB «EKCIUJIOPEMIIIH EHJI IIPOJIAKILIH
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ABSTRACT

Zavhorodnya E.O. Risk Management in Foreign Economic Activity of the
Enterprise (based on materials of EXPRO LLC, city of Kyiv)

Graduation qualification work for the acquisition of OS "Master" in specialization
073 "FEA Management". - Kyiv National University of Trade and Economics, Kyiv,
2021.

The final qualifying paper explores aspects of risk management at the consulting
company LLC "EXPRQO". The relevance of the chosen topic is the need to analyze,
measure and justify the levels of risk that the company is willing to accept or transfer,
choosing an appropriate strategy for responding to a risky event.

The author conducted an analysis of the financial and economic situation, foreign
economic activity and risk management at the consulting company LLC "EXPRO".
Based on the results of the study, measures and recommendations were developed to
improve the risk management process at LLC "EXPRO". The expediency of
implementation of the selected measures and recommendations for improvement of the
system and process of risk management at the enterprise was economically substantiated.
The forecast of financial and economic results after the implementation of the proposals
was made.

Key words: risk, risk management, risk analysis, risk assessment, export, foreign
economic activity, profitability, efficiency of export operations.
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SUMMARY
TO THE FINAL QUALIFYING PAPER
“Risk Management in Foreign Economic Activity of the Enterprise”
(based on data of EXPRO LLC, Kyiv)

The final qualifying paper — 70 p., Illustrations - 7, Tables - 38, appendices - 9,
references - 29.

The object of research is EXPRO LLC.

The subject of research isrisk management at consulting services company
EXPRO LLC.

The basis enterprise for research is EXPRO LLC.

The purpose of the final qualifying paperis perfection of risk management
system at consulting company EXPRO LLC servicing energy commodity markets of
Ukraine.

The tasks of the final qualifying paper:

1) to give the organizational and economic characteristics of the object of research;

2) to analyze risk management system of the research object;

3) to assess the economic risks of the research object;

4) to develop a risk reduction program for the research object;

5) to create a forecast of economic and financial results for the enterprise since

implementation of a risk reduction program.

Research methodology: observation methods (for collection of initial information
for analysis), financial ratios analysis, analysis of export efficiency and profitability,
analysis of company’s export commitments implementation, statistical methods, analysis
of the existing risk management system, analysis of assessment of risks, expert survey
methods (for identification and assessment of risks), scenario modelling ,graphic method
(for graphical display of the received data).

Introduction to the final qualifying paper explains the relevance and
significance of the chosen topic, defines the purpose, main objectives, subject and object
of the research; specifies methodology of the research; describes scientific novelty and
the practical meaning; indicates the structure of the paper; names the research base.



Section 1 provides EXPRO LLC financial analysis, EXPRO LLC foreign
economic activity analysis, EXPRO LLC actual risk management system features,
EXPRO LLC risks identification and analysis.

Section 2 contains suggestions for perfection of EXPRO LLC risk management
system with the forecast of financial outcomes since risk reduction solutions are implied.

Conslusions and recommendations contain the overall research outcomes of the
paper; briefly summarizes financial analysis, foreign economic activity and export
efficiency analysis, as well as risk analysis and assessment outcomes; sets grounded
strategic directions for further risk management system development.

The obtained results can be used by EXPRO LLC in the process of organizing
foreign economic (in particular, export) activities in order to improve the organization,
reduce probability and financial damage of risks and increase the efficiency of its
economic activity in domestic and foreign markets.

Key words: risk, risk management, risk analysis, risk assessment, export, foreign
economic activity, profitability, efficiency of export operations.

Research implementation year — 2021.

Defense year — 2021.
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INTRODUCTION

Contemporary institutions, as well as the executives who lead them, must be able
to demonstrate their ability to deal with frequent and often abrupt changes brought on by
new market developments, political events, technological breakthroughs, and various
environmental hazards that resist their operations across the global economy.

The main criterion for sustainability of a modern enterprise is the executives’
ability to analyze, forecast, prevent, reasonably control and efficiently manage risks with
the reliance on a scientific support. Risks are inevitable and should be managed, namely,
by using specific measures that will maximize forecasting the risk event occurrence and
apply appropriate measures to reduce the degree of risk. The required set of appropriate
responses will be determined by the organization's design, scale, and scope, as well as the
risks it faces.

Topic of the final qualifying paper isRisk Management in Consulting Services
Market for Foreign Companies (based on materials of EXPRO LLC, city of Kyiv).

The relevance of the chosen topic is that enterprises, while conducting their
operational activities, are exposed to the influence of different factors and phenomena of
internal and external nature, impacting organizations as a whole system, as well as its
individual aspects. These factors and phenomena may cause uncertainty and insecurity,
which create difficulties and obstacles to the fulfilment of corporate internal, annual,
change etc. objectives. In the context of environmental changes, risk management
becomes a constant activity of any enterprise, therefore, the correct assessment of the
situation and the choice of the management method, aimed at reducing risk are very
Important issues in achieving economic goals and the desired result.

The object of research is EXPRO LLC.

The subject of research is risk management at consulting services company
EXPRO LLC.

Purpose of the final qualifying paper is perfection of risk management system at
a consulting company servicing energy commodity markets of Ukraine.

To achieve this purpose, it is necessary to complete the following assignments:

1) to give the organizational and economic characteristics of the object of research;

2) to analyze risk management system of the research object;

3) to assess the economic risks of the research object;
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4) to develop a risk reduction program for the research object;

5) to create a forecast of economic and financial results for the enterprise since

implementation of a risk reduction program.

The set purpose and assignments determined the structure of the final qualifying
paper:

- Section 1 contains information on EXPRO LLC financial and economic state,
foreign economic activity (FEA) mechanism, affecting economic risks and actual
risk management system;

- Section 2 contains suggestions for perfection of EXPRO LLC risk management
system.

As a theoretical and methodological basis for writing the diploma project
there were used the works of such authors as: Mazaraki A.A., Mel'nyk T.M.,
GeneralovO.V., O. B., Jarrow R., Hopkin P., Hampton J. J., Andersen T. J., Schrader P.
W., Rees M., Popov G., Lyon B. K., Hollcroft B., Butler I. K., Dr. Shayne Tracy, Phillips
J. J., Trotter W. D., Scott B., Barnes B. K., and etc.

Legislative, regulatory and legal documents of Ukraine and foreign state bodies, as
well as accounting and reporting data of EXPRO LLC for 2016-2020 are used as
information sources.

Methodology: observation methods (for collection of initial information for
analysis), financial ratios analysis, analysis of export efficiency and profitability, analysis
of company’s export commitments implementation, statistical methods, analysis of the
existing risk management system, analysis of assessment of risks, statistical methods,
expert survey methods (for identification and assessment of risks), scenario
modelling,graphic method (for graphical display of the received data).
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SECTION 1. GENERAL ANALYSIS OF RISK MANAGEMENT SYSTEM OF

EXPRO LLC IN THE CONTEXT

1.1 EXPRO LLC financial and economic activity analysis
THE EXPRO LLC (EXPRO LLC) is a team of leading industry analysts and
consultants producing high quality reports to keep target clients up-to-date with the latest

trends and developments in the national gas, oil and energy sectors. On a timely basis, the

company highlights general tendencies in the Ukrainian as well as global markets and

provides accurate data on operations of public and private companies upstreaming,

downstreaming, transporting, and selling hydrocarbons. Besides, the company provides

original insights from the industry experts into the current events in energy generation,

distribution, consumption, and state regulation — the hot news items ensuring the

topicality of its publications.

Table 1.1
General Legal Information about EXPRO LLC

Fullname

LIMITED LIABILITY COMPANY EXPRO

Short name

LLC "EXPRO"

USREOU code

40677174

Location

04080, m.Kyiv, Podils'’kyy rayon, vulytsia Kostiantynivs'ka, budynok
59/5, ofis 37

Head:

KobalGennadiyMykhaylovych

Activities

Main: 70.22 Business and other management consultancy activities

Other:

. 82.30 Organization of conventions and trade shows

. 46.71 Wholesale of solid, liquid and gaseous fuels and related
products

. 58.14 Publishing of journals and periodicals

. 63.11 Data processing, hosting and related activities

. 71.12 Engineering activities and related technical consultancy
. 73.11 Advertising agencies

. 73.12 Media representation

. 73.20 Market research and public opinion polling

. 35.23 Trade of gas through mains
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Founded in 2016 by professional columnists, the company has created a trusted
media venue for public and private companies to exchange views and get objective
information on the competition and innovations in the Ukrainian gas, oil, and energy
sectors. EXPRO LLC is the first company to launch regular weekly overviews on
production volumes, import/export operations, transit, and prices on oil and natural gas,
thus sparking the target clients' interest in the publications and earning the trust of the
Ukrainian and international exploration and production companies as well as commodity
traders.

EXPRO LLC's products are well-known for publishing timely coverages of the
latest developments and main trends in the Ukrainian oil, gas, and energy sectors offering
access to a huge array of reliable data and statistics:

e EXPRO Fuel Tenders;

e EXPRO Gas & Oil Daily Procurement;

e EXPRO Daily Gas;

e EXPRO Gas& Oil Weekly;

e EXPRO Gas& Oil Monthly;

e EXPRO Electricity Weekly;

e EXPRO Electricity Monthly.

The company's analytical periodicals “Gas & Oil Weekly”, “Gas & Oil Monthly”,
“Electricity Weekly”, and “Electricity Monthly” that focus on the evidence-based insights
and trusted statistics are a premier source for the comprehensive analysis of the oil, natural
gas, gasoline, fossil fuels, and electricity markets in Ukraine.They build awareness of the
biggest issues facing Ukraine's energy sector thus helping national and international
businesses as well as governments navigate steadily the toughest challenges in the
industry.

Below are the key news highlighted by the company's Gas & Oil publications:

e the latest developments in the Ukrainian oil and gas production;

e accurate statistics and analysis of the natural gas production, import, inventories in
underground gas storage facilities, transit pipeline transportation, quotes for
demand and offer, national consumption of natural gas, legislative changes in state
regulations for the natural gas market in Ukraine, procurement tenders by public
entities and organizations;



20
geological prospecting, geophysical surveys, drilling, and service market thereof;
hydraulic fracturing, side tracking, coiled tubing, snubbing, well servicing/
workover, and other issues for stimulating production;

tenders for procurement to UkrNafta, UkrGasVydobuvannya,
ChornomorNaftaGas, and private companies DTEK Oil&Gas, Burisma,
UkrNaftoBurinnya, Poltava Petroleum Company, Geo-Alliance Group, Smart
Holdings, ZakhidNadraService, and other Ukrainian oil and gas companies;
exploration and production in the subsea and sea-shelf acreages;

gas and oil trading;

EXPRO LLC's “Electricity Weekly/Monthly” periodicals provide data-driven

analysis on:

national generation of energy, energy transmission;

statistics of the electricity production;

consumption and distribution of electricity;

performance indicators of energy and heat generating companies;

statistic data on mining of coals by state and private companies;

production and supply of fossil fuels (coals, natural gas, oil) for heat and power
generation;

volumes and quotes for electricity export;

tariffs set by National Commission for State Regulation of Energy and Public
Utilities;

current trends in solar, wind, hydro and bio renewable energy market of Ukraine.
EXPRO LLC has been demonstrating its commitment to independence, integrity,

and high quality in providing authoritative and influential publications. The information

Is delivered through a range of formats from printed weeklies and monthlies to electronic

editions, market research reports, seminars, and conferences held in Kyiv, L'viv, and

Odesa for both Ukrainian and international industry professionals. In the spotlight, there

have always been the hottest topics for domestic and foreign businesses.

Enterprise income and expenses analysis has great importance in the system of

general evaluation of the business entity due to the fact that income and expenses have a

direct impact on the overall financial performance of the enterprise, which can be both
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positive and negative. The value of the income and expenses analysis is to justify ways
to increase revenues and reduce costs of the enterprise. The researched enterprise EXPRO
LLC demonstrates rapid economic development during the period 2016-2020. In
particular, net income for 2020 increased by 50.1% (from 3449 to 5178 thousand UAH)
and net profit increased by 36.3% compared to 2019 (from 179.8 to 245thousand UAH),
which indicates the successful operation of the company EXPRO LLC (Table 1.2). The
growth of net profit can be explained by a rapid increase in revenues and a significant
reduction in operating costs of the company EXPRO LLC. Additionally, the successfully
established business relations of the researched enterprise with its counterparties played
a significant role. The gross profit of the enterprise characterizes the efficiency of the
enterprise EXPRO LLC and its growth indicates an increase in the efficiency of operating
activities. It should be noted that EXPRO LLC during 2020 shows a positive trend in
gross profit increase by 50.5% compared to the previous year.

Table 1.2
EXPRO LLC Income and Expenses Dynamics Analysis for 2016-2020, thousand UAH
Period (years) Growth rate,%
Indicator 2017/ | 2018/ | 2019/2 | 2020/
2016 | 2017 2018 | 2019 2020
Ne 2016 2017 018 2019
Net income
1822,0
from sales of 95,3 | 1831,7 | 3088 3449 5178 68,6 11,7 50,1
1 | products
Cost of goods
sold (goods, 0 0 355,1 | 359,9 0 0 0 1,4 -100
2 | works, services)
3 | Gross profit 95,4 | 1852,5 | 3166 | 3464 5214 1841,8 [ 70,9 9,4 50,5
Financial result
13,3 256 4856 | 219,3 | 298,8 | 18248 | 89,7 | -548 | 36,3
4 | before tax
5 | Net profit 10,9 | 209,9 | 398,2 | 179,8 245 1825,7 | 89,7 | -54,8 | 36,3

Source: Developed by the author based on Appendix A
In order to conduct an in-depth analysis of EXPRO LLC financial-economic state

it is necessary to evaluate main groups of financial ratios, namely: performance ratios,
liquidity ratios, solvency ratios and profitability ratios.

A generalized concept that characterizes not only the efficiency but also the
dynamics of enterprise development under market conditions is business activity, which
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Is a complex characteristic that reflects the efforts of enterprises aimed at ensuring the
dynamics of development and achievement of goals in various areas. The main objectives
of enterprise’s business activity assessment and analysis are the implementation of
effective management decisions to ensure sustainable development and competitiveness
increase in a changeable market environment.

Table 1.3
EXPO LLC Performance Ratios for 2016-2020

Ratio 2016 2017 2018 2019 2020
Total Asset Turnover Period 535,97 97,39 127,57 168,86 131,93
Current Assets Turnover Period 512,92 90,75 72,70 80,15 75,25
Days’ sales in inventory 0 0 0 7,44 10,41
Days’ sales in receivables 128,71 19,67 18,31 29,84 45,44
Total Asset Turnover 0,68 8%5 2,86 2,16 2,77
Sales to Current Assets 0,71 4,02 5,02 4,55 4,86
Inventory Turnover 0 0 0 49,06 35,17
Receivables Turnover 2,84 18,56 19,94 12,23 8,05

Source: Developed by the author based on Appendix A
EXPRO LLC days' sales in inventory ratio in 2020 show that the company holds

its inventory before selling it to customers for 10 days, which is higher than in 2019 (7
days). EXPRO LLC average collection period indicates an increase in days, necessary to
convert company’s receivables into cash, comparing to the results of a previous year
(from 30 days in 2019 to 45 days in 2020). Such an increase could mean an increased risk
of EXPRO LLC’s customers not being able to pay for their purchases. EXPRO LLC total
assets turnover ratio shows that in every UAH 1 invested in its assets company generates
UAH 2.77 of sales in 2020, which surpasses UAH 2.16 received in 2019. EXPRO LLC
inventory turnover shows that company’s inventory is sold and replaced for 35.17 times
in 2020, which is lower than 49.06 in 2019. EXPRO LLC receivable turnover shows that
company’s receivables are converted into cash for 8.05 times in 2020, showing a decrease
in comparison with 2019 (12.23 times).

The defining characteristic of the financial health of the business entity is its
liquidity and solvency. Liquidity is commonly associated with a company's ability to meet
its short-term financial obligations (those that will be due in less than a year).
Additionally, the term refers to a measure of a company's ability to sell its assets quickly
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and easily to raise cash. Table 1.1 below gives an insight into EXPRO LLC liquidity
ratios through the period of 2016-2020.

Table 1.4
EXPRO LLC Liquidity Ratios in 2016-2020 (on 31.12)
Period (years) Absolute Deviation
Ratio 2017/ | 2018/ | 2019/ | 2020/

2016 2017 2018 2019 2020
2016 | 2017 | 2018 | 2019

Current Ratio 1,01 1,42 0,96 1,320 1,78 0,32 | -0,47 | 0,36 | 0,46

Quick Ratio 0,97 1,32 0,79 0,95 1,39 0,35 | -0,53 | 0,16 | 0,44

Cash Ratio 0,69 1,03 0,499 | 0,41 0,06 0,34 | -0,53 | -0,09 | -0,35

Source: Developed by the author based on Appendix A

The current ratio is a measure of a company's ability to pay current, or short-term,
liabilities with its current, or short-term assets (cash, receivables, and inventory). In other
words, it is a financial performance measure of a company's liquidity giving a sense of
the efficiency of its operations. According to Table 1.4,EXPRO LLC current ratio in 2020
equals 1.78, which means that the company has more than enough to cover its current
liabilities. Since EXPRO LLC current ratio is more thanl:1 (that is — current assets exceed
current liabilities), it can be considered solvent and able to pay off its short-term debts.
The quick ratio shows a company's ability to meet its immediate liabilities with its most
liquid assets, thus without selling inventories. According to Table 1.4,EXPRO LLC quick
ratio rose to 1.39 in 2020, which means that the company is able to pay off its current
financial obligations using only the quick assets available. The higher quick ratio
indicates the higher liquidity of EXPRO LLC, as well as its ability to meet its short-term
liabilities. The cash ratio indicates how easily a company can service debt and cover its
short-term financial obligations using only cash or cash equivalents. It is a reliable
measure of liquidity in a crisis. As for 2020, EXPRO LLC cash ratio reaches the value of
0.06, which means that the company is able to cover only 6% of its current liabilities
using cash and cash equivalents.

Solvency refers to a company's ability to meet its long-term financial obligations
and continue its current operations in the future. Thus, the equity ratio referring to the
solvency ratios indicates the amount of assets funded by the company owners'
investments. It is calculated by comparing the total equity (current and non-current) to
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the total assets and shows how efficiently a company finances its assets requirements
without using debt to achieve its goals of growth.

With regard to 2020, EXPRO LLC equity ratio shows that 66% of the company
assets are owned by shareholders. Thus in 2020, EXPRO LLC Financial Leverage equals
1.51, which means that the company has 66.23% equity and 33.77% debt and shows that
EXPRO LLC reduced the percentage of debt to finance its assets in comparison with 1.68
in 2019 (59.52% equity and 40.47% debt). The analysis of the period 2016 — 2020 (equity
ratios: 0.13 to 0.66 correspondingly) shows that the business has become less risky and
financially stronger as the company is able to fund asset requirements without incurring
substantial debt.

Debt-to-Equity ratio shows the amount of debt capital relative to equity capital and,
therefore, the ability of the shareholder equity to cover all outstanding debt obligations in
case of business downturn. Thus, high Debt-to-Equity ratio implies a greater financial
risk and a lower borrowing capacity due to weaker solvency. In other words, it signals
that a company is vulnerable to risks and may not be able to service its debt. Table 1.5
below shows that, for the period of 2020, EXPRO LLC Debt-to-Equity ratio is UAH 0.51
of debt for every UAH of equity, which is a bit lower than in 2019 (0.68) and much lower
than in 2016 (6.75).In view of this, the tendency to financial resilience of the business is
obvious. Table 1.5 demonstrates the percentage of the company's total assets that are
financed with debt. Hence, for the period of 2020, 34% of EXPRO LLC total assets were
funded with debt financing and 66% were financed by its investors or with equity
financing. The higher percentage of EXPRO LLC owner-supplied funds (or equity
financing) than the percentage of debt financing means lower financial vulnerability of
the company. The tendency of getting steadier financially is more evident when analysing
the period of 2016-2020 (0.87 and 0.34 correspondingly).
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Table 1.5
EXPRO LLC Solvency Ratios in 2016-2020 (on 31.12)
Ratio 2016 2017 2018 2019 2020
Equity Ratio 0,13 0,35 0,58 0,59 0,66
Financial Leverage 7,75 2,84 1,72 1,68 1,51
Debt-to-Equity 6,75 1,84 0,72 0,68 0,51
Debt-to-Assets 0,87 0,65 0,42 0,41 0,34
Equity-to-Debt 0,30 0,71 1,59 1,56 1,92

Source: Developed by the author based on Appendix A
Profitability is an integral indicator that reflects the efficiency of the company's

operations, which is aimed at making a profit in the short term and which indicates the

quality of management decisions relating to financial, operating and investment activities

of the business.

Table 1.6
EXPRO LLC Profitability Ratios 2016-2020 (on 31.12)
) Period (years)
Ratio

2016 2017 2018 2019 2020
Return on Sales 1 0,14 0,16 0,06 0,06
Return on Maintenance 0 0 1,37 0,61 0
Net Profit Margin 0,12 0,11 0,13 0,05 0,05
Return on Assets 0,08 0,43 0,37 0,11 0,13
Return on Current Assets 0,08 0,46 0,65 0,24 0,23
Return on Equity 0,61 1,49 0,73 0,19 0,21

Source: Developed by the author based on Appendix A
EXPRO LLC return on sales (ROS) in 2020 shows that the company for every
UAH 100 of sales receives UAH 5.8 net profit, which is lower than in 2019 (UAH 6.4 of
net profit per UAH 100 of sales). As for 2020, EXPRO LLC net profit margin shows that
the company generates Kopiyok 4.7in profit for every UAH 1 it collects, which is lower

than Kopiyok 5.2 in 2019. The return on assets (ROA) shows how profitable a company’s

assets are in generating revenue. In 2020, EXPRO LLC ROA equals 0.23, which means

that for every UAH 100 of investment in assets the company generates 23% of net

income. The return on current assets (RCA) shows that every UAH 1 of current assets

generated UAH 23 of net profit in 2020. The return on equity (ROE) measures the

company’s profitability by how much profit is generated with the money shareholders
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have invested. As for 2020, EXPRO LLC ROE equals 0.208, which means that for every
UAH 100 of equity the company generates 20.8% of net income.

1.2. Effectiveness analysis and research of EXPRO LLC foreign economic
activity

The enterprise under research, EXPRO LLC, provides statistical information on:

1) national consumption of natural gas, import, inventories in underground gas
storage facilities,

2) quotes for demand and offer,

3) procurement tenders for the largest public and private oil and gas companies;

4) national electricity generation, consumption, and distribution;

5) production indicators of the largest energy and heat generating companies;

6) coal mining by public and private enterprises;

7) volumes, prices and quotes for electricity supplies abroad;

8) forecasts on export volumes, as well as government decisions that affect the
external supply market;

9) activities in the field of solar, wind, hydro and bioenergy.

In addition to its main publishing activities and the sale of its own publications in
foreign markets, the company periodically organizes industry conferences and seminars
on oil and gas production and energy generation. Participation in EXPRO conferences
and other events is paid for by foreign companies, which are exactly the object of EXPRO
LLC's foreign economic activity.

Analytical periodicals of EXPRO LLC are published on a daily, weekly and
monthly basis, thus client’s sales team could have a clear picture of what evolved in
Ukrainian oil and gas market over the time frame of client’s interest. Particularly, EXPRO
LLC proposes its foreign clients the following kinds of periodicals:

1) EXPRO Gas Daily;
2) EXPRO Gas & Oil Weekly;
3) EXPRO Gas & Oil Monthly;
4) EXPRO Electricity Weekly;
5) EXPRO Electricity Monthly.
Prices for EXPRO LLC targeted proposals for analytical periodicals are as follows:
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Table 1.7
EXPRO LLC product list (paid monthly)
Publication frequency Price in euro (€)
Daily 238
Weekly 238
Monthly 363
Discounted Daily & Weekly 338
Full Package Discounted 694

Source: Developed by the author based on EXPRO LLC price list

The foreign economic activity of the company EXPRO LLC covers three main

stages:
1) Collection of information;
2) Preparation of targeted proposals;
3) Price policy.

EXPRO LLC collects information for its analytical periodicals through the

following ways:

1) a survey of existing clients-subscribers of their own publications;

2) search for contacts of potential customers on the websites of industry associations

of foreign countries, websites of industry exhibitions and conferences, in articles

of industry publications of foreign countries;

3) visiting industry exhibitions, seminars, and conferences held in Ukraine and abroad

in order to get new contacts for the company's client base (new potential clients).

EXPRO LLC prepares targeted proposals for its foreign clients through:

1) general proposals for the industry;

2) proposals for the target group of potential customers, taking into account the type

of activity and specific sub-industry specialization;

3) individual proposals for each potential client, taking into account the size of the

business (small, medium, or large), specialization (a drilling company, an

equipment supplier, an engineering company, a service company, etc.), country of

origin of the company, the history of the company and its current turnover, etc.

Price policy is developed according to the information obtained during the

analytical development and preparation of target proposals, the average-weighting of

prices for similar services in the country of a potential client (as a rule, prices for
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participation and promotional services of international conferences exist on Al websites),
the company's reputation in the world market, and analysis of goods, equipment, services
of the company, may find demand in Ukraine. To reward a potential client, the company
has developed a special system of discounts, additional free services, bonuses, or pre- and
after-sales support.

EXPRO LLC's foreign economic activity for the period of 2016-2020 is presented
in Table 1.8. This table demonstrates EXPRO LLC's foreign economic activity gradual
development and growth for 2016-2020 along with the noteworthy product diversification
of the company export.

Table 1.8
EXPRO LLC's export sales, thousands UAH

Period (years) Absolute Deviation
2017/ | 2018/ 2019/ 2020/
2016 | 2017 | 2018 2019 2020
Product 2016 2017 2018 2019
EXPRO Daily
0 0 0 0 300,5 0 0 0 300,5
Gas
EXPRO Gas &
. 40,4 | 2356 | 1017,4 | 923,3 | 1121,2 | 1952 | 7817 -94,1 197,9
Oil Weekly
EXPRO Gas &
) 0 0 350 252,2 737,7 0 350 -97,8 485,5
Oil Monthly
EXPRO
Electricity 0 0 0 13,8 95,3 0 0 13,8 81,5
Weekly
EXPRO
Electricity 0 0 0 0 134,1 0 0 0 134,12
Monthly
Total Sales 40,4 | 2356 | 1367,4 | 1189,3 | 2388,7 | 1952 | 1131,7 | -178,1 | 1199,4

Source: Developed by the author based on EXPRO LLC data
Export sales share in EXPRO LLC total sales is demonstrated in the picture below.
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Fig. 1.1Export sales share in EXPRO LLC total sales
Analysis of EXPRO LLC export product structure for the period of 2016-2020is

demonstrated in the Table 1.9 below.

EXPRO LLC export product structure in 2016-2020, %
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Table 1.9

Product Share in EXPRO LLC Export

Product 2016 2017 2018 2019 2020
EXPRO Daily Gas 0 0 0 0 12,6
EXPRO Gas & Oil Weekly 100 100 74,4 77,6 46,9
EXPRO Gas & Oil Monthly 25,6 21,2 30,9
EXPRO Electricity Weekly 0 1,2 4
EXPRO Electricity Monthly 0 0 5,6

Source: Developed by the author based on EXPRO LLC data
Table 1.9 shows the share of each product in EXPRO LLC annual export sales for

2016-2020. It is noteworthy that during the whole period, “EXPRO Gas & Oil Weekly”
is the only product with the biggest share in EXPRO LLC export. The analysis of EXPRO
LLC export in 2020 indicates that the most popular products are “EXPRO Gas & Oil
Weekly” with a 46,6% share of company’s export and “EXPRO Gas & Oil Monthly”
with 30,9% share, then follow “EXPRO Daily Gas” — 12,6% share, “EXPRO Electricity
Monthly” — 5,6% share, and “EXPRO Electricity Weekly” with 4% share in export sales.

The geographical distribution of EXPRO LLC's export during 2016-2020 is

demonstrated in the Table 1.10:

Table 1.10
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EXPRO LLC's export geographical structure in 2016-2020, thousands UAH

Period (years)
Country

2016 2017 2018 2019 2020
Austria 0 0 140,0 0 0
Croatia 0 0 45,9 82,7 80,6
Czech 40,4 57,1 91,8 75,8 102,6
France 0 0 231,8 0,0 0,0
Germany 0 7,1 183,6 165,4 2429
Hungary 0 0 184,7 82,7 22,0
Poland 0 0 22,9 270,8 310,0
Romania 0 0 0,0 82,7 87,9
Slovakia 0 0 0 0 67,1
Sweden 0 0 84,1 6,9 0,0
Switzerland 0 171,4 382,5 186,0 1037,7
United Kingdom 0 0 0 0 111,0
USA 0 0 0 236,3 326,9
Total 40 235,6 1367,4 1189,3 2388,7

Source: Developed by the author based on EXPRO LLC data
The share of each country in EXPRO LLC's annual export sales during the period
of 2016-2020 is shown in Table 1.11:

Country share in EXPRO LLC export in 2016-2020, %

Table 1.11

Country Structure

2016 2017 2018 2019 2020
Austria 0 0 10,2 0 0
Croatia 0 0 3,4 7 3,4
Czech 100 24,2 6,7 6,4 4,3
France 0 0 17 0 0
Germany 0 3 13,4 13,9 10,2
Hungary 0 0 13,5 7 {:
Poland 0 0 2 22,8 13
Romania 0 0 0 7 3,7
Slovakia 0 0 0 0 2,8
Sweden 0 0 6,2 0,6 0
Switzerland 0 72,7 28 15,6 43,4
United
Kingdom 0 0 4,6
USA 0 0 0 19,9 13,7
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Source: Developed by the author based on EXPRO LLC data
Table 1.11 shows that EXPRO LLC exports its products mostly to Western Europe

in 2016-2020. Basically, countries which have the biggest shares in EXPRO LLC export
in 2020 are: Switzerland — 43,4%,the USA — 13,7%, and Germany — 10,2%.
To analyze EXPRO LLC foreign economic activity the specific set of indicators
was used:
1) Exports currency efficiency (CE.);
2) Exports efficiency coefficient (Cee);
3) Export profitability (Pe);
4) Commitments implementation coefficient by sale (ls);
5) Commitments implementation coefficient by quantity (lg);
6) Commitments implementation coefficient by price (Ip).
Exports currency efficiency (Table 1.12) is the ratio of foreign exchange revenues
from sales of products or services to the expenses of producing these goods or services in
national currency.

Table 1.12
Currency efficiency of EXPRO LLC's export in 2016-2020, EUR/UAH
Indicator/Year 2016 2017 2018 2019 2020
Export, thousands EUR
EXPRO Daily Gas 0 0 0 0 9,76
EXPRO Gas & Oil Weekly 1,4 7,85 31,65 31,89 36,41
EXPRO Gas & Oil Monthly 0 0 11 8,71 23,96
EXPRO Electricity Weekly 0 0 0 0,48 3,09
EXPRO Electricity Monthly 0 0 0 0 4,36
Production costs, thousands UAH

EXPRO Daily Gas 0 0 0 0 233,6
EXPRO Gas & Oil Weekly 120 720 360 355 233,6
EXPRO Gas & Oil Monthly 0 0 360 355 233,6
EXPRO Electricity Weekly 0 0 0 100 425,6
EXPRO Electricity Monthly 0 0 0 0 217,6
Indirect quote 0,04 0,03 0,03 0,03 0,03
Exports currency efficiency 0,01 0,01 0,06 0,05 0,06

Source: Developed by the author based on EXPRO LLC data
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Table 1.12 shows that EXPRO LLC export operations in 2016 and 2017 were
inefficient as the received coefficients for that period are lower than indirect quote in
those years. In 2018-2020, EXPRO LLC export operations were efficient as the
coefficients were higher than indirect quote.
Exports efficiency coefficient (Table 1.13) shows whether selling products abroad
Is more efficient than selling products in the domestic market.

Table 1.13
EXPRO LLC export efficiency coefficient in 2016-2020
Indicator/Year 2016 2017 2018 2019 2020
Export, thousands UAH
EXPRO Daily Gas 0 0 0 0 300,45
EXPRO Gas & Oil Weekly 40,4 235,62 | 1017,36 | 923,27 | 1121,19
EXPRO Gas & Oil Monthly 0 0 350 252,21 | 737,67
EXPRO Electricity Weekly 0 0 0 13,78 95,26
EXPRO Electricity Monthly 0 0 0 0 134,12
Production costs, thousands UAH

EXPRO Daily Gas 0 0 0 0 233,6
EXPRO Gas & Oil Weekly 120 720 360 355 233,6
EXPRO Gas & Oil Monthly 0 360 355 233,6
EXPRO Electricity Weekly 0 0 100 425,6
EXPRO Electricity Monthly 0 0 0 217,6
Exports efficiency coefficient 0,34 0,33 1,90 1,47 1,78
Absolute deviation - -0,01 1,57 -0,43 0,31

Source: Developed by the author based on EXPRO LLC data
The calculations show that for the period of 2016-2017 EXPRO LLC's export

activities were inefficient as the received values of indicators (0,34 in 2016 and 0,33 in
2017) were less than 1. Accordingly, EXPRO LLC’s export was efficient when the values
of the coefficient were more than 1 (1,90, 1,47 and 1,78 —in 2018-2020).

Export profitability (Table 1.14) shows whether EXPRO LLC's export activity is
able to generate income against all of the expenses associated with income generation
during a particular period.

Table 1.14

EXPRO LLC's export profitability in 2016-2020
Indicator/Year 2016 2017 2018 2019 2020
Export, thousands UAH




EXPRO Daily Gas 0 0 0 0 300,4
EXPRO Gas & Oil Weekly 40,4 2356 | 1017,4 | 9233 | 11212
EXPRO Gas & Oil Monthly 0 0 350 252,2 737,7
EXPRO Electricity Weekly 0 0 0 13,8 95,3
EXPRO Electricity Monthly 0 0 0 0 134,1
Production costs, thousands UAH
EXPRO Daily Gas 0 0 0 0 233,6
EXPRO Gas & Oil Weekly 120 720 360 355 233,6
EXPRO Gas & Oil Monthly 0 0 360 355 233,6
EXPRO Electricity Weekly 0 0 0 100 425,6
EXPRO Electricity Monthly 0 0 0 0 217,6
Financial result -79,6 -484,4 647,4 379,3 1044,7
Corporate income tax 0,18 0,18 0,18 0,18 0,18
Export profitanility -54,4 -55,2 P 38,4 63,7
Absolute deviation 0 -0,8 128,9 -35,3 25,3
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Source: Developed by the author based on EXPRO LLC data

Table 1.14 shows that in 2016-2017 EXPRO LLC experienced negative financial
results. The main reason for this negative profit is the actual excess of costs over the
income received from export during that period. EXPRO LLC's export activity in 2018-
2020 was profitable. The company had the highest export profitability in 2018, which
was achieved by significant increase in export income from new target markets.

The analysis of the EXPRO LLC’s indicators of export activity efficiency and
profitability dynamics shows the negative trend during 2016-2017 and fluctuations in
2018-2020 caused by correlation of export income and production costs. The main reason
for the negative trend in 2016-2017 was the company's limited product portfolio proposed
to the foreign customers, as well as its presence in few foreign markets. The main reason
for fluctuation of the analyzed indicators in 2018-2020 was further product diversification
and, related to it, production costs increase, as well as shifts in EXPRO LLC’s serviced
clients.

Analysis of EXPRO LLC's export commitments implementation in 2016-2020 is
presented in the Table 1.15:

Table 1.15

EXPRO LLC commitments implementation analysis in 2016-2020
2016 2017 2018 2019 2020
Price, thousands UAH

Indicator/Year
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EXPRO Daily Gas 6,7 7,1 7,6 6,9 7,3
EXPRO Gas & Oil Weekly 6,7 7,1 7,6 6,9 7,3
EXPRO Gas & Oil Monthly 10,3 10,9 11,7 10,5 11,2
EXPRO Electricity Weekly 6,7 7,1 7,6 6,9 7,3
EXPRO Electricity Monthly 10,3 10,9 11,7 10,5 11,2
Sales volume, units
EXPRO Daily Gas 0 0 0 0 40
EXPRO Gas & Oil Weekly 6 33 133 134 153
EXPRO Gas & Qil Monthly 0 0 30 24 66
EXPRO Electricity Weekly 0 0 0 2 14
EXPRO Electricity Monthly 0 0 0 0 12
Planned price, thousands UAH
EXPRO Daily Gas 6,7 6,9 7,1 6,8 7,1
EXPRO Gas & Qil Weekly 6,7 6,9 7,1 6,8 7,1
EXPRO Gas & Oil Monthly 9,8 10 10,8 10,1 10,9
EXPRO Electricity Weekly 6,7 6,9 7,1 6,8 7,1
EXPRO Electricity Monthly 9,8 10 10,8 10,1 10,9
Planned volume, units

EXPRO Daily Gas 0 0 0 0 0
EXPRO Gas & Qil Weekly 3 6 33 133 134
EXPRO Gas & Oil Monthly 0 0 30 24
EXPRO Electricity Weekly 0 0
EXPRO Electricity Monthly 0 0 0
Commitments
implementation coefficient by
sale (1)

s 2,01 5,71 5,82 0,99 1,95
Commitments
implementation coefficient by
A (Iq) 2,00 5,50 5,41 0,97 1,89

Commitments

implementation coefficient by 100 1.04 108 102 103

price (I )
p

Source: Developed by the author based on EXPRO LLC's data
The analysis shows that during the whole period of 2016-2020 EXPRO LLC

overfulfilled its commitments by sales, quantity and price with the only exception in 2019
(reduction in clients base and the consequent cancellation of business relationships).
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Table 1.15 demonstrates deviation of EXPRO LLC's export commitments
implementation during 2016-2020.

Table 1.15
Absolute deviation of EXPRO LLC's commitments implementation in 2016-2020

2017- | 2018- | 2019- 2020-
Indicator 2016 2017 2018 2019
Commitments implementation coefficient by sale (Is) 3,70 0,11 -4,83 0,96
Commitments implementation coefficient by quantity (Iq) 3,50 -0,09 -4,44 0,92
Commitments implementation coefficient by price (Ip) 0,03 0,04 -0,06 0,01

Source: Developed by the author

The analysis shows that in 2016-2017 EXPRO LLC had a positive dynamics in its
commitments implementation by sales, quantity and price. During 2018, EXPRO LLC
faced decrease in its commitments implementation and the most unsuccessful period was

2019 with significant decrease in all indicators’ dynamics.

1.3. Analysis and risks assessment management system of EXPRO LLC

The word “risk” originates from the French “risque”, which means an exposure to
the possibility of loss, injury, or other unwelcome circumstance, as well as a chance or
situation involving such a possibility. In the economic system, any type of activity leads
to the emergence of risks that lead to losses (undesirable consequences) for the system as
a whole or its structural components.

The disadvantage of the existing risk management system in EXPRO LLC is the
lack of a risk management techniques and methodology management system in the
company, which significantly impairs the efforts aimed at minimizing risks. Nevertheless,
EXPRO LLC successfully deploys risk minimization techniques in its business practice.

The problems with EXPRO LLC are typical of the Ukrainian microbusinesses: they
are mostly associated with limited financial, human, and time resources—all these factors
combined heighten the company's vulnerability to business disruption, or
disintermediation (some of the areas where the microbusiness feels most
exposed).Anyhow, the company is seeking to upgrade employees' awareness of possible
risks and build out its resilience to major challenges which can be foreseen.

Hence, all EXPRO LLC's employees are actively involved in risk assessment, and
their opinions and major concerns are often taken into consideration before making
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strategic decisions. Though there is no configured risk management model —according to
EXPRO LLC's founders who recognize this fact — the company's operations follow
certain basic steps. Thus, project managers identify anticipated risks before selecting
areas of analysis and research while employees identify the probability of new threats and
share their perceptions with the team. The results are discussed during brainstorming
sessions devoted to risk assessment and risk control measures. Generally, these sessions
focus on the following issues: prioritizing hazards, classifying the identified risks,
evaluating positive and negative effects, monitoring the identified risks, and building out
tentative response measures system with clearly determined roles for team members.
Thus, risk identification, risk assessment, risk controlling, as well as risk response are
carried out with consultancy from within the company itself without drawing expertize
from outside experts. Therefore, EXPRO LLC feels fairly well prepared to anticipate and
respond to major risks.

By analyzing EXPRO LLC's business environment, business model, as well as
financial documentation, the following risks are chosen for further in-depth analysis and
assessment:

1) insolvency risk;

2) competitive risk (new competitors emergence);
3) tax risks (corporate income tax increase);

4) hazard risks at workplace (fire safety hazards);
5) unpaid receivables;

6) labour costs increase;

7) key customers loss;

8) foreign exchange risks (increase/decrease);

9) cyber risks (risks related to cyber crime).

1.Insolvency/Bankruptcy risk is associated with a company's inability to meet its
financial obligations (payments on accounts payable, interest and principal payments on
debt, and income taxes).The following factors can contribute to insolvency: hiring
inadequate accounting or human resources managers who may lack professional
experience and skills; poor adaptability of the company to the market changes and
inability to meet its target clients' needs; losing clients that is equal to losing income;
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lawsuits from clients which may result in paying off huge amounts of money in damages
and, thus, make the company unable to continue its operations, etc.

2. Competitive risk is basically associated with the existing competition in the
market and the competing companies' ambitions to gain a higher, or even dominant,
position, as well as consumer ratings to get maximum benefits for themselves. Managing
competitive risks proactively and strategically and developing methods and options to
reduce the negative effects of competitors' actions are the ways to avoid possible losses.

The following are the factors that contribute to competitive risk: the company's
technological and technical development status compared to those of its competitors— that
Is — failure to keep pace with changing technology, ignoring cybersecurity measures; new
entrants' penetration to the market who may come up with a better idea or more advanced
technology seeking to grow further after capturing the initial share of the market; frequent
changes of consumer preferences and expectations; vendor problems resolving,
overcoming existing barriers for market entry; competitor's pricing and well-organized
distribution as well as effective promotion; inefficient management decisions, lack of
expertize, coordination, and proper professional experience, failure to identify untapped
opportunities, or to make timely adjustments whenever necessary, etc.

The top three factors manifesting sophisticated competitive risk management are:
increased market share, sales, and the degree of penetration of the company into
international markets.

3. Tax risk refers to the probability of unpredictable financial losses resulting from
introduction of new tax types, changes in tax rules and regulations, increases in tax rates
for existing taxes, changes in the procedures and deadlines for making tax payments, and
in other tax legislation norms. All these factors are of vital importance for business of any
size as they affect the price of goods and services, thus having a negative impact on sales.

4. Hazard risks at workplace are associated with the possibility of harm arising
from hazards that may potentially cause damage or adverse health effect if not checked
and uncontrolled either. According to the law, an employer must perform a hazard risk
assessment of the premises: identify hazards and implement control measures to eliminate
or reduce them. Employees are supposed to report any problems to the employer: any
accidents, equipment defects, poor housekeeping procedures or—anything that can put
one's health at risk. The basic factors contributing to hazard risks are: exposure of the
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workplace to risks, absence of standardized housekeeping measures, ignoring the codes
and standards of practice for known hazards, automation, energy, equipment left
unattended while in use, increasing complexity of hazards, etc.

According to the inquiry performed in EXPRO LLC's office, which is related to
the probability of various risks for the company, the participants expressed their views on
the fire safety hazard among other possible workplace hazard risks—that is — something
that can cause a fire or smoke. Fire hazards are workplace dangers that entail the presence
of a flame, enhance the likelihood of an uncontrollable fire, or increase the severity of a
fire if one should occur.

The most common causes of workplace fires are:

1) electricity — short circuits can occur if wiring is neglected or misused;

2) rubbish and waste materials — a fire is more likely to spread if there is an
accumulation of rubbish;

3) smoking — carelessly tossed cigarette butts or lit matches;

4) cooking — kitchen is a possible place for a fire to start in with other things which
may feed on the fire;

5) heating appliances — portable heaters are a threat when placed beside combustible
furniture or fittings;

6) combustible materials;

7) arson or willful fire-raising.

5. Unpaid accounts receivable risks are associated with clients' debts owed to a
company for goods or services that have been provided, but not yet paid for. Since
customers and cash flow are high priority elements for business health of a company, it
IS important to perform a thorough risk assessment of the accounts receivable portfolio
regularly. It involves conducting the problem customer's credit assessment more than
once a Yyear, revision of the aging receivables reports, investigating reasons for late
payments before the customer's problems translate to a serious cash flow issue for the
company itself.

6. Labour costs increase

Labour costs include total amount which is paid directly and indirectly to
employees (basic wages, bonuses, contribution to the pension fund, health insurance, free
food, lodging, etc).The reasons for increasing labour costs are: supply/demand mismatch
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in the labour market (a higher demand of labour due to increased competition), shortage
of skilled employees, government regulations.Commonly, companies view increases in
labour costs as threats to their profitability; hence, they should be very selective when
deciding which strategy could work best in their particular situation.

7. Key customers loss risk

Finding and retaining target clients is critical to success, but it is not easy. The main
reasons why clients leave are: one-off or temporary need for company’s services, clients’
dissatisfaction, scope creep, poor communication, etc.

Common reasons for clients’ dissatisfaction complaints include:

1) deadlines not met;
2) cost overruns;

3) unmet expectations;
4) misrepresentation;
5) scope creep.

8.Foreign Exchange risks, commonly referred to as exchange-rate risks, arise from
the change in price of one currency in relation to another [29].This risk assessment is
important for export and import operations since it affects international payments and
prices of goods and services. Foreign exchange risk arises when the contract between two
parties from different countries specifies fixed prices, delivery and payment dates. In case
of currency fluctuation between the date the deal is concluded and the date the payment
Is received, one of the parties may have losses when paying the contracted price.

9. Cybersecurity risks (risks related to cyber crime)

Cybersecurity risk is associated with the company's potential exposure to the threat
of intrusion into its information system leading to the damage or loss of the information,
integrity, and confidentiality. These risks are of particular concern since they include IT-
based threats affecting businesses through individual customer data, data leakage, or
employee error. The Covid-19 pandemic has turned out a catalyst of operational and
strategic changes pushing companies to adjust and upgrade their technologies to new
ways and new rules of operating in business environment, since businesses has become
more reliant (hence, more dependent) on technology. The massive shift to home working
has put cybersecurity risks into sharp focus. Ignoring cybersecurity risks may lead to
disruption by competitors and open a door for cybercriminals to exploit networks,
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processes, and staff. Therefore, companies have to better design, architect, optimize, and
implement their security software, equipment, and processes.

The next step of the present research is devoted to a thorough consideration of
EXPRO LLC's exposure to the chosen group of risks most common for Ukrainian
microbusinesses.

Thus, for evaluation of EXPRO LLC's exposure to insolvency risk, Altman and Lis
four-factor models for predicting bankruptcy were used. According to the Altman’s
model, the probability of EXPRO LLC's bankruptcy (Z) is calculated with the following
formula:

(1.1)
Z, =656 xXX1 + 3,26 xX2 + 6,72 xX3 + 1,05 X X4
Z criteria are:
a. if Za> 2,6, probability of bankruptcy is low (0%-14%);
b. if 1,1 < Za< 2,6, probability of bankruptcy is uncertain (15%-79%);
c. if Za< 1,1, probability of bankruptcy is high (80%-100%).
Calculation outcomes are presented in Table 1.16.
Table 1.16

Altman four-factor model for predicting EXPRO LLC's bankruptcy

Indicator/Year 2016 | 2017 | 2018 2019 2020
X1 0,09 0,13 | 0,08 0,06 0,20
X2 0,04 0,24 | 0,38 0,43 0,50
X3 0,05 0,52 | 0,45 0,14 0,16
X4 0,15 0,36 | 1,03 1,42 1,71
ZA 1,17 551 | 5,84 4,23 5,80

Source: Developed by the author based on EXPRO LLC's data
According to the Lis model, the probability of EXPRO LLC's bankruptcy (Z.) is
calculated with the following formula:
(1.2)
Z = 0,063 x X1 + 0,092 x X2 + 0,057 x X3 + 0,0014 x X4
Zcriteria are:
1) if Z.> 0,037, probability of bankruptcy is low (0%-14%);
2) 1f Z1.< 0,037, probability of bankruptcy is high (80%-100%).
Calculation outcomes are presented in Table 1.17.
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Table 1.17
Lis four-factor model for predicting EXPRO LLC's bankruptcy

Indicator/Year | 2016 2017 2018 2019 2020
X1 0,09 0,13 0,08 0,06 0,20
X2 0,05 0,52 0,45 0,14 0,16
X3 0,04 0,24 0,38 0,43 0,50
X4 0,15 0,36 1,03 1,42 1,71
yAR 0,01 0,07 0,07 0,04 0,06

Source: Developed by the author based on EXPRO LLC's data
In 2016, EXPRO LLC faced a risk of bankruptcy, as Za< 1,1 and Z.< 0,037. The

main reason for this exposure was due to the insufficient ratios of retained earnings and
EBIT to assets. Thus, with an increase in retained earnings and profit from sales, the threat
of bankruptcy will be decreased. In 2020, Z.> 0.037 and Za> 2,6, which means absence
of bankruptcy risk for EXPRO LLC.

According to the Taffler and Tisshaw model, the probability of EXPRO LLC
bankruptcy (Zr) is calculated with the following formula:

(1.3)
Z = 053xX1 + 0,13 xX2 + 0,18%x X3 + 0,16 X X4
Zrcriteria are:
1) if Zt> 0,3 — the probability of bankruptcy is low;
2) if Z1< 0,2 — the probability of bankruptcy is high.
Calculation outcomes are presented in Table 1.18.
Table 1.18
Taffler and Tisshaw model for predicting EXPRO LLC bankruptcy
Indicator/Year 2016 2017 2018 2019 2020
X1 0,05 0,65 0,91 0,33 0,43
X2 1,10 1,16 1,15 1,15 1,54
X3 0,87 0,80 0,49 0,41 0,37
X4 0,05 0,52 0,45 0,14 0,16
Lt 0,34 0,72 0,79 0,42 0,52

Source: Developed by the author based on EXPRO LLC data
According to this model, EXPRO LLC had a low probability of going bankrupt
during 2016-2020 as Zr> 0,3 for all of the period.
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According to the Parenaya and Dolgaev model, the probability of EXPRO LLC's
bankruptcy (Zep) is calculated with the following formula:
(1.4)
Z =013xX1 + 0,26 xX2 + 0,57 x X3 + 0,003 X X4 + 0,04 x X5
ZppCriteria are:
1) if Zpp< 0 — the probability of bankruptcy is very high;
2) if 0 <Zpp< 0,29 — the probability of bankruptcy is high;
3) i1f 0,29 <Zpp< 2,07 — the probability of bankruptcy is medium;
4) if 2,07 <Zpp< 2,54 — the probability of bankruptcy is below medium
5) ifZpp> 2,52 — the probability of bankruptcy is low.
Calculation outcomes are presented in the Table 1.19

Table 1.19
Parenaya and Dolgaev model for predicting EXPRO LLC's bankruptcy

Indicator/Year 2016 2017 2018 2019 2020
X1 0,96 0,93 0,57 0,47 0,57
X2 0,05 0,53 0,75 0,27 0,36
X3 1,10 1,16 1,15 Thke 1,54
X4 0,13 0,29 0,51 0,59 0,63
X5 0,34 3,75 2,86 2,16 2,77
Zpp 0,78 1,06 1,04 0,87 1,15

Source: Developed by the author based on EXPRO LLC's data

The model shows that in 2016-2020, EXPRO LLC had the medium probability of
bankruptcy.

According to the R.S. Saifulin and G.G. Kadykov model, the probability of EXPRO
LLC bankruptcy (R) is calculated with the following formula:

(1.4)
R =2xK1 + K2 + 0,1 X0,08 x0,45 x K3 + K4 + K5
R criteria are:
1) if R <1 — the probability of bankruptcy is high;
2) if R > 1 —the probability of bankruptcy is low.
Calculation outcomes are presented in Table 1.19
Table 1.20

R.S. Saifulin and G.G. Kadykov model for predicting EXPRO LLC's bankruptcy



Indicator/Year 2016 2017 2018 2019 2020
K1 0,09 0,24 0,13 0,13 0,35
K2 1,10 1,16 1,15 1,15 1,54
K3 0,34 3,75 2,86 2,16 2,77
K4 0,12 0,11 0,13 0,05 0,05
K5 0,31 1,49 0,73 0,19 0,21
R 1,70 3,25 2,29 1,66 2,51
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Source: Developed by the author based on EXPRO LLC data
The model shows that in 2016-2020, EXPRO LLC had low probability of
bankruptcy.
According to the Depalyan model, the probability of EXPRO LLC's bankruptcy
(N) is calculated with the following formula:
(1.5)
N =25 XR1+25XR2+4+ 10X R34+ 20 XxR4 4+ 20 xXR5
N criteria are:
1) if N > 100 — the probability of bankruptcy is low;
2) if N =100 — the probability is medium;
3) if N <100 — the probability of bankruptcy is high.
Calculation outcomes are presented in Table 1.21

Table 1.21
Depalyan model for predicting EXPRO LLC's bankruptcy

Indicator/Year 2016 2017 2018 2019 2020
R1 0,97 1,06 1,02 0,88 1,17
R2 0,15 0,36 1,03 1,42 1,71
R3 3,00 4,23 1,18 1,12 1,47
R4 0 0 0 49,06 35,17
R5 1,42 18,56 19,94 12,23 8,05
N 86,43 | 448,91 | 461,55 | 1294,53 | 951,14

Source: Developed by the author based on EXPRO LLC data

The model shows that EXPRO LLC in 2016 had high probability of going bankrupt
and in 2017-2020 EXPRO LLC had low probability of bankruptcy.

Based on the forecast data, there was implemented initial division of risks
according to the financial damage they cause.

Table 1.22
EXPRO LLC risks division in 2021, thousands UAH
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Risk Group Description Damage

The possible amount of losses does not exceed the size of
the expected profit. In the worst case - the loss of all
Acceptable risk | profits. Cases of risk are frequent. There is a high < 290,22
probability of losses for this level. Losses can be
accurately calculated within the ice period.

The possible amount of losses exceeds the profit, but not
Critical risk more than the revenue. Infrequent cases of risk. The | 290,22 < Losses < 3548,15
average level of probability of this level of losses.

Possible losses exceed revenue and can reach a value equal

| to the value of the entire property of the enterprise.
Catastrophic . p = .
& Exceptional cases of risk. There is a very low probability 3548,15 < Losses
ris

of losses of this level. The occurrence of such a risk

usually leads to bankruptcy.

Source: Developed by the author based on [28]
The next step involves a quantitative assessment of damage from the occurrence of

risk events with the help of a group of experts from among the employees of EXPRO
LLC.

After that, each of the selected experts, who will assess the damage from risks and
the likelihood of their occurrence, completed the questionnaire in person. An example of
a questionnaire is given in Appendix C. Already completed expert questionnaires are
given in Appendix D.

To find the coefficient of relative competence of experts, the participants evaluated
each other. As a result of a survey of the six participants of the expert group, data (xij)
were obtained. The data about opinions of each of them on the inclusion of experts in the
working group which will be inquired are summarized in Table 1.23.

Table 1.23

Expert Opinions (Competence Assessment)

Korpienko | Sydorov D. | Svyshcho | Orlova D. | Krachu N. | Kobal H.

V. (A) (B) M. (C) (D) (E) (F)
Korpienko V. (A) 1 0 0 1 1 1
Sydorov D. (B) 0 1 1 0 0 1
Svyshcho M. (C) 1 0 1 0 0 1
Orlova D. (D) 0 0 0 1 0 1
Krachu N. (E) 0 0 0 1 1 1
Kobal H. (F) 1 1 1 1 3 1
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The results of calculating the coefficient of relative competence of experts are
presented in Table 1.24.

Table 1.24
Coefficient of relative competence
Expert Vote-s Competence share
Quantity
Korpienko V. (A) 3 0,14
Sydorov D. (B) 2 0,10
Svyshcho M. (C) 9 0,14
Orlova D. (D) 4 0,19
Krachu N. (E) 3 0,14
Kobal H. (F) 6 0,29

With the help of the expert group and taking into consideration their competence,
simulation modelling was developed. First, the experts assessed the occurrence
probability and impact (financial damage) of risk events. These data are presented in
Appendix E. Then weighted average indicators of the magnitude of probable damage of
a risk event and the probability of occurrence were calculated in accordance with the
competence shares of each expert. These data are presented in Table 1.25.

Table 1.25
Weighted average value of EXPRO LLC risks
Weighted Average Weighted Average
Ne Risk Impacted Indicator Risk Magnitude, % Risk Probability, %
A) (B)

1 | New Competitors Emergence | Sales Income -20,24 45,48
2 | Corporate Income Tax Increase | Net Profit -16,90 4476
3 | Fire Fixed Capital -61,43 12,71
4 | Unpaid Receivables Accounts Receivables 11,33 29,71
5 | Labour Costs Costs 23,76 48,76
6 | Key Customers Loss Joxin Bix peamizamii -33,19 54,81
7 | Foreign Exchange Increase Export Income 18,81 46,67
8 | Foreign Exchange Decrease Export Income -4,52 42,86

Source: Developed by the author based on Appendices D, E

Thus, in the respondents' perception, key customer loss is the highest ranked threat
for export/import operations of the company with weighted average risk probability
54,81%. The second and third concerns are labour costs increase and foreign exchange
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increase risks (48,76% and 46,67% respectively) which are followed by new competitors
emergence (45,48%) and foreign exchange decrease risks (42,86%). The lowest
probability is assigned to the risk of fire (12,71%).

Then with imitation modeling financial damage of probable risks was calculated
for 2021 (Table 1.26)

Table 1.26
Forecast of risks damage for the EXPRO LLC activities in 2021, thousands UAH
Indicator i
) Indicator
% Risk I-mp?acted Indlf:ator- change including
indicator excluding risk (expert risk
assessment)
" New Competitors
Emergence Sales Income 3548,15 -326,55 3221,60
3 Corporate Income Tax
Increase Net Profit 290,22 -21,96 268,26
3 | Fire Fixed Capital 587,95 -45,92 542,03
4 | Unpaid Receivables Receivables 335,83 11,31 347,14
5 | Labour Costs Costs 3257,93 377,49 3635,42
6 | Key Customers Loss Sales Income 3548,15 -645,46 2902,69
7 | Foreign Exchange Increase Export Income 2182,95 191,61 2374,57
8 | Foreign Exchange Decrease | Export Income 2182,95 -42,32 2140,63
Total Damage -1662,64

Source: Developed by the author based on Appendices D, E

Imitation modelling shows that the probable total damage from EXPRO LLC

activities in 2021 is 1662,64 thousand UAH.

Based on calculations, EXPRO LLC risk matrix for 2021 was made.
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During the preparation stage for cybersecurity risks assessment, weinterviewed
EXPRO LLC's IT-specialist concerning cybersecurity policy at the company, including

infrastructure, operations and employees' awareness of cyber threats. The outcomes of
the interview are presented in Table 1.27.

Table 1.27

EXPRO LLC Actual Cyber Defensive Measures

Meets Best Practice

Needs Improvement

Severely Lacking

Infrastructure

Perimeter Defence;
Authentication;
Management and Monitoring

Operations

Environment;
Backup and Recovery;

Security Policy;
Patch and Update Management;

People

Policy and Procedures

Requirements and Assessments;

Training and Awareness

Source: Developed by the author based on Appendix F
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We assumed that disadvantages of the existing perimeter defence at EXPRO LLC
are due to non-safety configured remote access to corporate network, substandard
antivirus software and absence of Intrusion-Detection or Intrusion- Prevention systems.
Additionally, there was detected the absence of dedicated management computers for
administration of systems and devices within the company business environment. IT-
specialist highlighted the following flaws in EXPRO LLC's security policy:

1) EXPRO LLC does not follow documented procedures for the disposal of data;

2) no guidelines exist for allowed protocols and services;

3) EXPRO LLC does not have policies to govern the computing environment.

4) EXPRO LLC does not have a model for assigning criticality levels to each
component of the computing environment, as well as independent security
assessments are not performed by external auditors.

All of these disregards lead to vulnerabilities in EXPRO LLC's company network
and may pose exposures to unauthorized use or access to computer system, alteration of
data, disruption, as well as destruction of data or the entire system.

Based on the interview, we chose 44 indicators for assessing EXPRO LLC’s
cybersecurity risks occurrence probability. These 44 indicators were divided into three
groups based on the compliance with the existing cybersecurity recommendations and
standards.

We assigned individual ranks to each of the groups: meets best practices — 0, needs
improvement — 1, severely lacking — 2. Risk score is multiplication of total quantity in
group by individual group rank. Risk probability is calculated by dividing EXPRO LLC's
total risk score by the worst risk score. The worst risk score is calculated by multiplying
total quantity of indicators (44) by the worst rank (2).

Calculations outcomes are presented in Table 1.28.

Table 1.28
EXPRO LLC Cyber Risks Probability Assessment 2021
Meets Best Needs Severely
Practices Improvement Lacking
Quantity 24 10 10
Coefficient 0 1 2
Risk Score 10 20
Total Risk Score 30
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Risk Probability, % 34,09

Source: Developed by the author based on Appendix F

Based on the interview outcomes, we created a scheme to demonstrate how security
gaps pose exposures to occurrence of cybersecurity risks and their impact on the key
business indicators.

_| Computer System |
Infection

| | Business Actvity | |
Spying

Absence of IDS/
IPS | | Computer System | |
Destruction

Non-Safety

Configured — Sales Income |
Remote Access Unauthorized Access 7 = Business Activity
to Computer System Suspension
Substandard Costs 1
.

Antivirus Software

i Data Stealing —

Employees
Awareness

M Data Erasure —

|| Unauthorized Data | |
Dissemination

Fig. 1.3EXPRO LLC Cyber Security Gaps Impact Scenario
Source: Developed by the author based on Appendix F

For assessing the damage from EXPRO LLC cybersecurity risk, we used a model
which includes assessment of damages as well as risk mitigation measures. This model is
supposed to include EXPRO LLC's uncertainty caused by cyber risks and risk
management measures in the already designed financial/budgetary model.

When uncertainty is introduced, risk parameters are formed -- possible ranges of
driver values if a cyber risk occurs. Risk parameters are set based on several assumptions
(scenarios):

1) The optimistic scenario (best case - BC) represents the most optimistic and at the
same time realistic outcome of events;

2) The best estimate (BE) represents the most likely situation or the most expected
outcome;

3) The worst case (WC) is a realistic pessimistic scenario.
Expected costs for computer system recovery in 2021 may include:

1) workstations’ operating system recovery — UAH 4000;

2) workstations’ data restoration — UAH 3000;



50
3) workstations’ application reinstallation — UAH 2000;
4) anti-virus installation and set-up — UAH 3500;
5) server restoration — UAH 7000.
In the best case (BC) to recover risk consequences EXPRO LLC will have to spend
UAH 7000 to recover workstations’ operating system and restore workstations’ data. In
the best estimate case (BE) to recover risk consequences EXPRO LLC will have to spend
UAH 12500 to recover workstations’ operating system and restore data, to reinstall
applications and to set up antivirus software for each computer. In the worst case (WC)to
recover risk consequences EXPRO LLC will have to spend money for all services
described previously — UAH 19500.
The Table 1.29 demonstrates the outcomes of the EXPRO LLC risk assessment

model.
Table 1.29
EXPRO LLC Cyber Risk Assessment 2021

“Unauthorized Access
to Computer System” Best Case (BC) Best Estimate (BE) Worst Case (WC)
Risk Parameters
Absence of IDS/IPS 0 1 4
Non-Safety Configured

0 1 3
Remote Access
Substandard Antivirus

1 3 5
Software
Employees Awareness 0 3 5
Risk damage 7000 UAH 12500 UAH 19500 UAH
Total damage 7000 UAH 100000 UAH 331500 UAH

Thus, the assessment shows that the risk of unauthorized access to computer system
with the probability of 34,1% may increase EXPRO LLC overall costs from UAH 7000
to UAH 331500 in 2021.

Additionally, EXPRO LLC's risk assessment shows that in 2021, the total financial
damage caused by different risk groups may vary from UAH 1669,64 thousand to UAH
1994,14 thousand.
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Conclusions for Section 1

The in-depth analysis of EXPRO LLC's financial and economic status gives useful
insights into the level of the company's exposure to the fixed group of risks typical of
micro businesses operating in the information and consulting services market in Ukraine,
as well as EXPRO LLC's perceived resilience to them.

In the course of the analysis and assessment of risks for the period of 2016-2020
the following conclusions were obtained relating to the state of the risk management
system of the company:

The calculations show that for the period of 2016-2017 EXPRO LLC's export
activities were inefficient as the received values of indicators (0,34 in 2016 and 0,33 in
2017) were less than 1. Accordingly, EXPRO LLC’s export was efficient when the values
of the coefficient were more than 1 (1,90, 1,47 and 1,78 —in 2018-2020).

With regard to export profitability in 2016-2017, EXPRO LLC experienced
negative financial results. The main reason for this negative profit is the actual excess of
costs over the income received from export during that period. By contrast, EXPRO
LLC's export activity in 2018-2020 was profitable: the company had the highest export
profitability in 2018, which was achieved by significant increase in export income from
new target markets.

The analysis of the EXPRO LLC’s indicators of export activity efficiency and
profitability dynamics shows the negative trend during 2016-2017 and fluctuations in
2018-2020 caused by correlation of export income and production costs. The main reason
for the negative trend in 2016-2017 was the company's limited product portfolio proposed
to the foreign customers, as well as its presence in few foreign markets. The main reason
for fluctuation of the analyzed indicators in 2018-2020 was further product diversification
and, related to it, production costs increase, as well as shifts in EXPRO LLC’s serviced
clients.

The analysis of EXPRO LLC's export commitments implementation within 2016-
2020 proves that during the whole period the company overfulfilled its commitments by
sales, quantity and price with the only exception in 2019 (reduction in clients base and
the consequent cancellation of business relationships).

The analysis of absolute deviation of EXPRO LLC's commitments implementation
in 2016-2020 shows that in 2016-2017 EXPRO LLC had a positive dynamics in its
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commitments implementation by sales, quantity and price. During 2018, EXPRO LLC
faced decrease in its commitments implementation and the most unsuccessful period was
2019 with significant decrease in all indicators’ dynamics.

The company has been showing positive dynamics in its financial indicators of
liquidity, solvency and profitability within 2016-2020.

In the survey respondents' perception, key customers loss is the highest ranked
threat for export/import operations of the company with weighted average risk probability
54,81%. The second and third concerns are labour costs increase risk and foreign
exchange increase opportunity (48,76% and 46,67% respectively) which are followed by
new competitors emergence (45,48%) and foreign exchange decrease risks (42,86%). The
lowest probability is assigned to the risk of fire (12,71%).

In the course of the thorough analysis of EXPRO LLC's security policy, the
following flaws were detected: ignoring documented procedures for the disposal of data;
no guidelines for allowed protocols and services; no policies to govern the computing
environment; no model for assigning criticality levels to each component of the
computing environment, as well as no independent security assessments performed by
external auditors. Thus, the analysis of major flaws detected in EXPRO LLC's security
policy signal about vulnerabilities in EXPRO LLC's company network which may pose
exposures to unauthorized use or access to computer system, alteration of data, disruption,
as well as destruction of data or the entire system.

The risk of unauthorized access to computer system with the probability of 34,1%
may increase EXPRO LLC overall costs from UAH 7000 to UAH 331500 in 2021.

The total financial damage caused by different risk groups may vary from UAH
1669,64 thousand to UAH 1994,14 thousand.
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SECTION 2. IMPROVEMENT OF THE RISK MANAGEMENT AT EXPRO
LLC

2.1. Substantiations and Guidelines for Improvement of Risk Management at
EXPRO LLC

In today's dynamic and unpredictable risk environment, enterprises increase their
focus on building an effective risk management system involving comprehensive
consideration, study and minimization of various groups of risks and their impacts, as
well as threat of the occurrence of unforeseen events with negative effects. Aimed at
preventing risks and reducing losses, modelling a rational risk management system for
EXPRO LLC is basically considered a prerequisite for a successful operation of the
business.

The objectives of building the risk management system are:

1) to guarantee the effectiveness of EXPRO LLC strategic plans;

2) to protect the company's assets — whether it's physical equipment, information,
supplies, etc. —and ensure efficient performance of the business, with uninterrupted
production and delivery of EXPRO LLC's analytical periodicals.

The goals of building a risk management system include:

1) detection, assessment, monitoring, and analysis of unforeseen events that affect the
implementation of the strategic plans of EXPRO LLC (being more proactive rather
than reactive is imperative);

2) developing and execution of control measures aimed at addressing the risk
appropriately and reducing its negative impact on the business operations, as well
as implementation of the strategic plans of EXPRO LLC;

3) a prompt warning of the company's management about the probability or
occurrence of risks enabling to manage the situation in a timely manner;

4) continuous tracking the execution of risk management measures.

Improving the risk management system helps reduce previously unforeseen risks
at EXPRO LLC. This system improvement implies introducing comprehensive measures
that will reduce the deviations of EXPRO LLC planned performance indicators from the
actual performance indicators.

Improving the risk management system by identifying risks, their timely
assessment and analysis, monitoring and mitigation measures increases various
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performance indicators of EXPRO LLC, which reduce probability of occurrence and the
amount of possible losses at the company.

The fulfilment of these tasks when building a risk management system will ensure
the effective management of EXPRO LLC.

According to the ISO 31000:2018, risk management is based on and must comply
with the following principles [14]:

1. Risk management is the process of creating and protecting value;

Risk management is an integral part of the organizational procedure;
Risk management is an important component of decision-making;
Risk management is concerned with uncertainty;
Risk management is structured, systematic and timely;
Risk management is based on the best data and knowledge available;
Risk management is tailored,;
Human and cultural factors must be included to the risk management;

@A @Y, = OAC) B AWIN

Risk management must be transparent and inclusive.

When developing a risk management program at EXPRO LLC, the developed
regulations must meet the requirement of continuous risk management. Therefore,
accurate risk identification, as well as transparent analytical process and reporting on
EXPRO LLC risks and the implementation of measures to mitigate risks and threats will
have a beneficial effect on the risk management program.

A risk management plan should cover both internal and external environment of
EXPRO LLC, as well as it should effectively cope with the tasks of risk identification,
monitoring and their early warning at all levels of the company.

A risk management plan is a written document that outlines the risk management
process for a business. The first step in this procedure is to build a team of responsible
people from within the company to examine EXPRO LLC's potential hazards.

Risk management planning is an organizational initiative to bring together the
organization's risk strategies, practices, and procedures into a coherent whole that will
address the activity's unique risk. After the risk management initiative is planned and the
risk management system is established, to get maximum benefit from the latter it should
be:

1) proportionally responsive to the organization's level of risk;
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2) synchronized with other company operations;

3) all-inclusive, systematic, and well-structured;

4) ingrained in company's processes and protocols;

5) dynamic, iterative, and change-responsive.
The risk management plan should solve the following tasks:

1) stimulating the detection and identification of risks;

2) continuous risk assessment and analysis;

3) continuous monitoring of opportunities for a favourable outcome and avoiding
losses from risks;

4) assessment of the likelihood and severity of the impact of each of the identified
risks;

5) search and implementation of ways and opportunities leading to reducing the level
of risk;

6) development of a plan and measures to neutralize the impact of risks;

7) continuous monitoring of the occurrence of risks;

8) transparency of information on risks;

9) facilitating awareness of possible risks to all parties involved in risk management.

Through ensuring that key dependencies are analyzed, tracked, and checked, risk
management can enhance the management of an organization's core processes. Danger
risks, control risks, and incentive risks that could affect these core dependencies will be
managed using risk management methods and techniques.

Risk management system should be based on a certain sequence of actions aimed
at identifying, assessing and preventing risk or minimizing it to an acceptable level. In
order for the activity of the enterprise to be stable and protected from the impact of
unforeseen economic factors, each enterprise must have a methodology for identifying
and managing risks, taking into account the specifics of its activities and the opportunities
available to implement this methodology. There exist several established risk
management process standards and frameworks, but the overall approach remains the
same. The general framework of risk management process has the following composition,
proposed by The Institute of Risk Management:
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The most crucial decisions that a company must make are strategic ones. Risk
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assessment provides better data so that strategic decisions can be made with more

certainty. An organization's plan must be capable of achieving the desired results, as well

as company’s strategy should be designed to take advantages from opportunities.
Risk identification recognizes a company's exposure to uncertainty and involves a

thorough understanding of the organization, the market, legal, socio-cultural and political

climate in which it operates, as well as strategic and organizational objectives, including

key success factors, challenges and opportunities to achieve these goals. Risk description

displays the identified risks in a structured table, which ensures a comprehensive risk
identification, description and assessment process.
Risk identification and analysis of tools and techniques to be used include:

1) interview methods for identifying risk;

2) analysis of the fault tree;

3) historical data;

4) past experience and lessons learned;
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5) risk reporting — checklist;
6) individual or group judgment of experts.

Risk assessment is a measure of a company's vulnerability to unforeseen events
which may have a negative effect on its day-to-day activities. It is aimed at calculating
financial and reputational harm such events can cause. Assessing and analyzing a
company's risks effectively protects assets, essentially improves decision-making, as well
as operational performance to save money, time, and resources.

Risk analysis and assessment shall include:

1) assessment of the level of probability (each risk will be assigned a high, medium
or low level of likelihood of occurrence);
2) creation of risk categories, which the identified risks should be associated with

(e.g., costs, timing, etc.);

3) assessment of the impact of each risk depending on the identified risk categories;

4) determination of the risk severity (assign the probabilities and impacts on the rating
in each of the risk categories);

5) determination of the time frame when the risk event is likely to occur.

Risk evaluation should be carried out after the risk assessment and analysis has
been completed. Risk assessment compares estimated risks to risk thresholds that have
already been identified by the company. Related costs and benefits, socioeconomic
variables, regulatory specifications, and device malfunctions may all be used as risk
parameters and can be estimated in a quantitative, semiquantitative or qualitative way
with reference to the probability of occurrence and prospective consequence.

Risk reporting is an essential tool for timely tracking various risk occurrence,
analyzing data, monitoring, and controlling the overall cost of risk management. A risk
report provides detailed information on the current most pressing threats for a company,
including critical risks with potentially negative effects, as well as emerging risks that can
cause more problems in the future if left without close attention and control. Risk
reporting is associated with proactive risk management since its data enable companies
to identify and solve problems when they occur or before they get obvious; thus, allowing
businesses to take a proactive approach to risk management. Effective risk reporting
should:
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1) show how individual business unit and company risk profiles are impacted by risk
activities;

2) ensure that risk management is included in the decision-making, supervision, and
operations of the company;

3) focus on risks with an emphasis on their underlying causes;

4) use retrospective findings to learn from and anticipate risks before they happen
(these lessons learned are important if the team documents and discusses them,
with further developing an improvement action plan based on the experience
received);

5) provide guarantees to the company's management and regulators;

6) provide transparency and accountability while regarding exposures and
highlighting areas of concern within the company.

The application of policies and procedures to help prevent or mitigate risks is
referred to as risk treatment. When determining appropriate risk treatment options, the
company must consider the treatment's impact on the probability of the risk materializing
as well as the risk's impact if it does materialize. Internally, risk may be managed by risk
avoidance/prevention (avoidance of the actions that would create exposure to risk) or risk
reduction/minimization (mitigation of potential losses), as well as be managed financially
by risk acceptance/retention (identification of a risk as an acceptable one, thereby making
no effort to reduce or mitigate it) or risk transfer (assignment of a risk to a third party
using a legal agreement — namely, insurance or risk financing).

It is important to remember that risk management is a continuous process that
doesn't stop until threats have been detected and mitigated. The aim of risk monitoring is
to keep track of the unforseen events that arise, as well as the effectiveness of the
company's responses in order to determine whether appropriate policies have been
implemented, whether new risks have been detected, and whether previous risk
assumptions are still relevant. Risk monitoring involves follow-ups on the risk response
decisions by ensuring proper implementation of the response measures, determining the
ongoing efficiency of undertaken risk response measures, and identifying any
adjustments that may affect the risk severity.



59
As it was mentioned in Section 1, most of EXPRO LLC risks have medium
probability and severity; thus, the following strategies were chosen to manage such risks

in accordance with 4 T’s of risk management:

Table 2.1
EXPRO LLC Risk Management Strategies 2021
Risk Probability Damage Strategy
Insolvency Low Very High | Treat (control and reduce)
] ] . Treat (increase product and service
New competitors Emergence Medium Medium ®
competitiveness)
Corporate Income Tax Increase | Medium Medium Tolerate (track legislation changes)
Fire Low High Treat (control and reduce)
Unpaid Receivables Medium Low Treat (control and reduce)
Labour Costs Increase Medium Low Treat (control and reduce)
Key Customers Loss Medium Medium Treat (control and reduce)
Foreign Exchange Decrease Medium Low Treat (track and plan)
Cyber Risks Medium Medium Treat (control and reduce)

Taking into consideration EXPRO LLC risk management practice, it is assumed to
be necessary to create a specific risk management structure at the company. Currently,
there is no person, working for EXPRO LLC, who majors in managing risks; thus, the
first step is to identify who will be responsible for managing risks. There are two possible
options at this stage:

1. divide all the tasks and responsibilities among managers;
2. hire a person, who majors in risk management.

The priority should be put on those candidates with the degree in one of the
following areas: accounting, engineering, finance or economics, IT, law, management or
business studies, mathematics, risk management, statistics.

The role of the risk manager in EXPRO LLC is supposed to be quite extensive.
Risk manager should be in charge of safety and risk control issues, as well as to ensure
quality and control of all EXPRO LLC’s business processes. He/she forms the
organizational structure of risk management in EXPRO LLC and develops the main
provisions and instructions related to risk management activity.

Risk manager in EXPRO LLC will be responsible for:

1) planning, designing, and implementing an overall risk management strategy for the

EXPRO LLC;
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2) conducting risk assessments, which entail analyzing risks as well as identifying,
describing, and assessing the risks that EXPRO LLC faces;

3) assessing risks, which entails comparing projected risks to EXPRO LLC-
established criteria such as expenses, legal requirements, as well as evaluate
previous handling of risks;

4) determining and quantify EXPRO LLC's risk appetite, or the amount of risk the
company is willing to take;

5) reporting risk to different audiences in an appropriate manner, such as to business
leaders to ensure they are aware of risks related to their sections of the business and
to individuals to understand their responsibility for specific hazards;

6) developing business continuity plans to mitigate risks and prepare for the worst-
case scenario;

7) conducting policy and standard compliance audits;

8) providing assistance, education, and training to employees to increase risk
awareness.

Integration of risk management in EXPRO LLC's business practices should be
accompanied by the introduction of a whole structure of risk management, with directions
which will increase its efficiency at the company (Appendix I)

Therefore, the following two strategic directions of EXPRO LLC risk management
should be focused on:

1) EXPRO LLC analytics and statistics direction is supposed to maintain the risk
database, taking into account all possible risks that might occur not only in the
foreseeable future (risks prediction), but also the risks that caused damage to
EXPRO LLC in the past. Additionally, the risk analytics and statistics is presumed
to develop risk assessment scales at the company, analyze these risks and determine
their owners.

2) EXPRO LLC risk identification and control direction will collect information on
various risks, classifying them, and compiling a register, risk matrix; as well as
develop proposals for risk management and participate in the implementation of
these proposals by EXPRO LLC. Additionally, this direction must ensure control
over the implementation of these proposals and analyze their effectiveness.
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EXPRO LLC analytics and statistics direction will be responsible for formulating
proposals on risk management actions plan for the company, prepare analytical reports
on fixed risks, as well as on the efficiency of the measures aimed at risk management
Improvement.

The Risk Analytics and Statistics Department will prepare for the management:

1) proposals for the implementation of measures aimed at risk management;

2) reports with the results of risk statistics analysis;

3) reports with the results of the analysis on the effectiveness of the application of
measures aimed at risk management.

To obtain a synergistic effect from the joint activities of the two departments
assigned to implement risk management of EXPRO LLC's operations, it is necessary to
establish proper communication and cooperation between the teams of the company.

It is proposed that each team of the company should assign two employees (one for
each team) who will be responsible for collecting and analyzing information for risk
management with further specifying these duties in their job descriptions. Functionally,
they will report to the head of the risk management department, and administratively,
directly to the head of the team in which they work.

Having a trained workforce is imperative for the effective work of the departments
described above and for maintaining communication between all parts of the company.
In order to improve the employees' skills and upgrade professional qualifications making
them suitable for carrying out a particular job, it is proposed to organize for EXPRO LLC
employees business trainings courses at the company's facility —a sort of a training center.
In a real working environment, such a training is aimed at giving a person an opportunity
to acquire definite knowledge and skills necessary to adequately perform a specific task
or job.

Conducting such business trainings will allow:

— to raise awareness of the urgency of risk management for improving the business
health of the company, and stimulate taking a more active part in the
implementation of risk management goals;

— to make communication between employers and subordinates more effective,
aligned and easier;

— to intensify the work of the managers referring to innovations;
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— to form an entrepreneurial style of management in the company.

Competently conducted business training can allow a person to quickly acquire and
develop specific knowledge, skills and attitudes necessary to perform a specific job.

Measures aimed at improving the risk management system affect various risk
factors not only to minimize the possible occurrence of events leading to risk, but also to
reduce the level of consequences of the occurrence of these events at all levels of the
company, including production, organizational, economic, technological levels, as well
as regulatory processes.

If the company positions risks in the context of the mission, strategy and objectives,
its activities add value to the overall risk management system. Thus, pairing a risk-based
approach with a strategic view of the business gives a clear vision of the unfavourable
events that may prevent the company from meeting its mission and objectives.

Measures to improve risk management are:

1) revision of the mechanisms for each of the risk management process steps —
identification, assessment and analysis, response or treatment, reporting and
monitoring response;

2) periodical updating of the procedures since conditions may change or a new risk
can emerge;

3) monitoring progress of risk treatment activities against the set up plans;

4) prioritizing risk activities to ensure high-value assets, major critical services and
products to be under risk management control;

5) integration of the risk management activities plan with the audit;

6) developing strategies to address, monitor, and re-evaluate risks.

2.2. Suggestions on Measures for Risk Reduction at EXPRO LLC

Taking into account EXPRO LLC’s risk management practice, it is recommended
to add additional tasks and responsibilities to the existing risk management team.

In the course of the preparation of this final qualifying paper (FQP), we surveyed
employees of the company to find out their vision on risks lurked, scopes embraced,
solutions pursued, and ways of their management used.

Together with the director of EXPRO LLC, we jointly shared an assumption that
there should be stages in setup of an effective risk management system at the company.
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It was suggested that in the interim mid-term perspective, the director of the company
would assign heads of the teams to be on alert for possible risks, and upon emergence of
the latter, to immediately notify all company employees to timely counter and nip the
risk, thereby averting its negative impact on operations of the company. No strategic
planning on risk management is supposed at this stage, and risk counteraction would be
reactive, rather than a proactive one. The duration of this stage would be until a dedicated
risk management and compliance manager is hired.

Once a suitable candidate is hired, the latter will work out a long-term program of
risk management, as he/she will be in charge of tracking the market for possible risks
(commercial, operational, financial, cyber, etc.), which may affect the business; brief the
company’s employees about emerging of such risks, and suggest ways to counteract risks
detected. Training in risk management techniques, exchange of views and suggestions
thereto will be done during weekly staff meetings every Monday.

To manage financial risks, particularly exposures to insolvency, we recommend to
maintain analysis of EXPRO LLC liquidity, solvency and profitability indicators on a
regular basis in order to timely identify and track all of exposures, as well as to provide a
set of actions to reduce the probability and impact of these exposures.

Table 2.2
EXPRO LLC financial and economic state assessment

No Indicator Formula Recommendation | Score
1 . Average Current Assets

Current Ratio — >1 0,5

Average Current Liabilities

2 . . Cash Equivalents + Investments + Receivables

Quick Ratio — 0,5-2 and more 1

Current Liabilities
3 Cash Ratio Cash Equivalents + Investments 0,1-0.35 and more 0.5
Current Liabilities

4 Equity-to- Average Equity

Debt Total Liabilities e\ !
5 . . Average Equity

Equity Ratio >0,5 1

quity Average Total Assets ’
6 Return on Net Profit % 100% . ok
>

Assets (ROA) Average Total Assets ( ’ '

7 Net Profit Net Profit as more  as
—— X 100% 0,5
Margin Sales Income possible

If the total score is 0-2,5 points — there is a strong tendency of insolvency, and if
the total score is 3 and more — the company is solvent.
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There are two general ways to reduce insolvency risk: cash flow improvement and
business expenses reduction. Cash flow improvements include the following areas:
prompt invoicing, debts recovering as well as more accurate cash flow forecasting.
It is possible to identify the main reasons for the formation and increase of
receivables.
Internal factors of accounts receivable increase are:
1) absence or failure to comply with credit policy;
2) incorrect regulations on work with accounts receivable;
3) irrational spending of finances;
4) the tactics of choosing counterparty for cooperation has not been developed;
5) erroneous transfers;
6) difference in terms of obligations fulfilment under the terms of the contract;
7) no motivation system for employees of the financial service with a focus on a
positive result;
8) deficit of control and monitoring of debts;
9) inaccuracies in primary documentation;
10) inaccurate information of accounting and tax accounting;
11) mismanagement of finances.
External factors of accounts receivable increase are:
1) decrease in solvency, failure of the counterparty's production;
2) unstable economic situation in the client’s country;
3) currency fluctuations;
4) force majeure circumstances;
5) monopoly in this area of goods, services;
6) bankruptcy, liquidation of a client, etc.
In order to reduce total accounts receivable increase, we recommend the following:
1) set up the effective work of the financial and marketing service in contact with
clients;
2) organize a clear settlement and payment policy;
3) form a good financial turnover;
4) expand the circle of reliable counterparties with a high level of performance.
Algorithm for dealing with clients:
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While concluding contracts, it is necessary to inform the counterparties about the
financial policy of the company and the procedure for payment. Also, we recommend
focusing clients’ attention on penalties for default in order to avoid misunderstanding in
the future, as well as paying attention to the contract terms — contract must clearly
establish the terms, cost, terms of services and products provision. If possible, we
recommend transferring counterparties to advance payments.

The simplest rules will help to avoid the occurrence of accounts receivable risks:
to provide small discounts or special conditions for timely payment, issue invoices a few
days before the due date, etc.

In order to find and attract new clients (in Ukraine and abroad) we recommend to
start Search Engine Optimization (SEO) to increase the chance of clients’ ability to find
EXPRO LLC official website and get to know the company’s products and services
profile information. This step should comprise two basic components: on-site SEOand
off-site SEO. Thus, on-site SEO is known as a practice of optimizing elements of the
web-site (both the content and HTML source code of a page) to rank higher and get more
relevant traffic from search engines. Targeted keyword phrases are used to communicate
the concepts on the company's site which can be of specific interest for the clients'
audience.Therefore, when audiences search for insight information on EXPRO LLC's
area of business operations, they will definitely find it. Basically, the purpose of using
on-site CEQ is to help clients quickly and clearly understand what the user's website is
about and whether the page addresses their search query.

Conversely, another form of optimization that pertains to search engine
optimization activities within a company's website — off-site SEO — is commonly
considered as a supplementary tool for the on-site CEO. It deals with link building, thus
covering implementation elements occurring outside the website. Though it is essential
to focus on the on-site CEO, search engines cannot determine a site's value without any
links that point to it. The quality link infrastructure enables search engines to notice the
user's content, boosting the authority of the website's domain and increasing the website's
relevance, credibility, and trustworthiness, hence, helping it to rank higher in search
results. Consequently, the user can get more target traffic at a low cost.

Another step we recommend is to use in EXPRO LLC B2B promotion strategy
with multi-channel lead nurturing techniques. Marketing automation, email marketing,
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social media, paid retargeting, dynamic website content, and direct sales outreach are all
frequent components of effective multi-channel lead nurturing.

In general, the B2B promotion strategy recommended to EXPRO LLC should
include:

1) offer reliable, interesting, and intriguing targeted content to the target audience;

2) reach its target audience on multiple channels (multi-channel lead nurturing);

3) interact with target audience with a mix of content types and channels;

4) timely follow up to keep EXPRO LLC’s clients engaged and interested;

5) use personalized emails, as well as all lead nurturing tactics, to promote customer
retention;

6) implement a lead scoring strategy to help determine which leads EXPRO LLC’s
manager should focus on;

7) align sales and marketing teams to improve EXPRO LLC's lead nurturing tactics
and strengthen customer retention.

To retain new and old clients, we recommend EXPRO LLC to use the following
practical B2B retention strategies:

1) performing regular customer surveys with a behavioural intention question (Net
Promoter Score) in order to capture changes in customer perceptions. It can be done
in the following way:

Table 2.3

Net Promoter Score Questions Example

How likely are you to recommend EXPRO LLC products and services to a business associate on a scale of 0
- 10?
0 1 3 4 5 6 7 8 9 10
2) tracking within EXPRO LLC individual and account level scores continuously on

a monthly basis — whenever scores declining is noticed, EXPRO LLC's
management is most likely to face the increasing risk of losing clients, and the
company needs to act (for added effectiveness, it is advisable to combine the
company's NPS data with account revenue or profitability data to help prioritize
actions which will help EXPRO LLC focus on the key clients);

3) re-engaging the company's accounts management with the client’s staff to

understand what is causing reduced satisfaction and planning resolutions;
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4) using the customer feedback data EXPRO LLC have collected in the review
process to demonstrate the company is listening to its clients expectations and
adapting;

5) creating action plans to resolve issues.

Basically, consulting firms are facing many risks, with scope creep possibly being
the trickiest one: it occurs when additional time for deliverables is not specified in the
contract. This risk starts due to misunderstanding and poor communication and ends with
unmet deadlines and dissatisfaction from both parties.

To prevent consultant scope creep at EXPRO LLC, we recommend to take the
following steps:

1) to include possible scope creep scenarios in EXPRO LLC estimates to set
expectations around the cost and work involved;

2) to register the details regarding all project deliverables and expectations in the
client contract or SOW — a statement of work, if EXPRO LLC hope for a long-term
relationship with this client;

3) to continuously update EXPRO LLC’s clients on progress and obstacles;

4) In cases of taking on something outside defined project scope for free, we
recommend sending the client an invoice detailing the additional work with the
charge zeroed out. This will help EXPRO LLC clients understand the extra value
the company generously providing.

To minimize risks related to the fluctuations in foreign exchange rates we
recommend EXPRO LLC two commonly used ways:

1) to maintain foreign currency bank accounts;

2) to invoice its clients in UAH.

The second option will shift the whole exchange rates risk from EXPRO LLC to
the other party, though who will bear the risk should be negotiated, along with price and
other payments terms. Anyhow, going into trade relations with a foreign customer,
EXPRO LLC's managers should be ready to invoice in foreign currency.

The second option will shift the whole exchange rates risk from EXPRO LLC to
the other party, though the issue of who will bear the risk should be negotiated, along
with price, other payments, and terms. Anyhow, going into trade relations with a foreign
customer, EXPRO LLC's managers should be ready to invoice in foreign currency.
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To reduce cyber security gaps of EXPRO LLC infrastructure, we recommend
providing the company with:

1) Deploy Intrusion-Detection System and Intrusion-Prevention System;

2) Deploy quality antivirus software;

3) Deploy VPN for computer system remote-access;

4) Deploy two-factor authentication for computer system remote-access;

5) Consider implementing a full incident response programme that includes incident
response teams, containment management, event correlation and analysis, and
incident response procedures.

To reduce the impact of cyber risks at EXPRO LLC we propose to purchase the
following computer security software:

1) Snort (IDS and IPS);

2) Norton Small Business;

3) ExpressVPN.

Our choice is justified by a good reputation of the manufactures and their products
in the market, as well as price-quality relationships of proposed security software
solutions. The total costs for implementation of cyber security software at EXPRO LLC
are presented in the Table 2.4

Table 2.4
EXPRO LLC Software Solutions Annual Costs 2021
Product Price, USD Expected Price, UAH
Snort (1 sensor) 399 12975,48
Norton AntiVirus (10 computers) 149,99 4877,67
ExpressVPN (10 computers) 1199 38991,48
Total 1747,99 56844,63

To reduce security gaps of EXPRO LLC operations, we recommend the following
measures to be taken:

1) to define and implement procedures for the disposal of information in both hard
copy and electronic form;

2) to establish guidelines for allowed protocols and services for the corporate
environment and document these guidelines;

3) to audit the necessary devices (firewalls, VPN devices, routers, etc.) to ensure they
are configured to reflect the documented guidelines;
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4) to develop the necessary policies to govern the computing environment in
accordance with applicable standards and company management;
5) to define cybersecurity policies;
6) to distribute information about corporate network design diagram only among
restricted personnel (IT and security teams).
To reduce employee related cyber risks of EXPRO LLC, we recommend the
following course of actions to the company:
1) to implement cyber security trainings for new staff and existing employees on a
quarterly basis;
2) to assign criticality levels and prioritize each component of the computing
infrastructure;
3) to conduct background checks on all employees;
4) to develop termination policies for hostile and friendly employee groups.
For further calculations of EXPRO LLC cyber security measures efficiency the
following abbreviations are used: RP — risk probability, QSRE — quantity of successful
risk events, QA — quantity of attempts.

The values of risk probability before and after security measures are provided:
QSRE,

1) RP before security measures:RP, = . 0,3409
0
2) RP after security measures:RP; = QgiEO = 0,0568

0

According to the interview with IT-specialist of EXPRO LLC, the quantities of all
successful risk events for different scenarios are:
1) Best Case —1;
2) Best Estimate Case — 8;
3) Worst Estimate Case — 17.
Thus, we can calculate the quantities of all attempts to infect the company's
computer system for different scenarios:

1 ]

1) BC-QA, = RP; 03409
8 8

2) BE-QA, = RP, _ 0.3409
17 17

3) WC QA = RP,  0.3409
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As we cannot predict accuratelyQA |, we decided to assign the value of QA t0QA,.

Thus, we can calculate the quantities of all successful risk events for different scenarios:
1

1) BC -QSRE, = RP; - QA, = (0,0568 - 5=) = 0
8

2) BE-QSRE, =RP| " QA, = (0.0568 ;=) =
17

3) WC -QSRE, = RP; - QA = (0,0568 ;=) =2

To evaluate the efficiency of cybersecurity measures, we used the following
formula:
(2.1)
Total Damage — Expected Total Damage

Effici = - 100°
=10 Total Damage 7e

The assessment of EXPRO LLC cyber risk management efficiency after the
provision of cyber security measures is demonstrated bellow:

Table 2.5
EXPRO LLC Cyber Risks Management Efficiency 2021
“Unauthorized Access to Computer Best Case Best Estimate Worst Case

System” Risk (BC) (BE) (WC)
Risk Probability After, % 5,68
Expected Unauthorized Access Cases 0 1 2
Expected Risk Damage, UAH 7000 12500 19500
Expected Total Risk Damage, UAH 0 12500 39000
Efficiency, % 100% 88% 88%

Thus, due to the implementation of cyber security measures at EXPRO LLC, the
probability of an unauthorized access to the corporate system will be minimized with 88%
efficiency, as well as probable financial damage will vary from UAH 12500 to UAH
39000.

2.3. Projections on Financial Outcome of Suggested Risk Management
Measures at EXPRO LLC

The proposed risk management system at EXPRO LLC has the following
advantages in the mid-term and long-term periods:

1. Resource saving

Particular attention is paid to the issues of economic feasibility of carrying out

EXPRO LLC business activities. Taking into account the volume of existing resources,
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increasing the liquidity of assets allows not only to avoid costly mistakes, but also to
achieve an increase in profit from sales.
2. Improvement opportunities usage
In the process of risk management, the likelihood of the onset of favourable
consequences in a risk situation is assessed. Finding opportunities becomes more
effective when people understand the risks and have the necessary skills to manage them.
3. Relationships with EXPRO LLC’s senior management improvement
The risk management process encourages the company's senior management and
employees to improve communication and develop a two-way dialogue on the internal
and external factors triggering various risks, as well as the measures minimizing or
eliminating the risk effects on the company's operations.
4. Uncertainty factor decrease
Control over negative events is accompanied by specific actions to reduce the
likelihood of their occurrence and total impact. Even if the most challenging event occurs,
EXPRO LLC can react quickly and in the right way achieving the required degree of
resilience through thorough planning and preparation.
5. Improved planning and increase in business activities efficiency
Having objective data about EXPRO LLC state, its targets, operations and
prospects allows for more balanced and effective planning. This, in turn, increases
EXPRO LLC's ability to seize favourable prospects, reduce negative consequences and
seek performance improvement.
6. Improved quality information for managerial decisions
The risk management process improves the accuracy of the information and
analysis required to make strategic decisions at various levels and areas of EXPRO LLC
management.
7. Support from EXPRO LLC founders
Quality risk management ensures the credibility of management from EXPRO LLC
founders’ points of view by having a detailed database of potential risks and
demonstrating the existence of a controlled environment for the operation of the
company.
8. EXPRO LLC business reputation growth



72

Investors, creditors, insurance companies and clients are more willing to work with
EXPRO LLC that has established itself as a reliable partner in the market, managing its
financial and operational risks.

Thus, the proposed risk management system has many advantages that support the
activities of EXPRO LLC, forming a reliable basis for the implementation of the planned
goals with a positive result.

If the company does not have a specialized unit or person dealing with risk
management, these responsibilities should be transferred to the controlling or internal
audit department, or the employee, who is responsible for these functions. This
department or person will assess and manage the risks, control the performance, as well
as develop and implement mechanisms to reduce risks and their effects to the minimum.

Considering EXPRO LLC, we can conclude that the company is at a sufficiently
stable level in the market. The enterprise can manage many of its risks, or cope with their
consequences. But the introduction of a risk management system will serve as a good
basis for stable effective operation of the company and minimize adverse consequences
from possible risk events in the future.

The proposed measures can ensure the company's resilience to risks for EXPRO
LLC key performance indicators. After launching risk management, the forecast of
EXPRO LLC export for the period of 2021-2024 shows that the company will experience
decrease in its export sales income, due to reduction in types of products it sales from 5
products to 4 products (EXPRO Electricity Monthly left EXPRO LLC'sexport). EXPRO
LLC’s export geographical distribution remains almost the same: the company has been
doing business with clients from 10 countries. In 2021, EXPRO LLC exported its
analytical periodicals to Azerbaijan, Croatia, Czech, Denmark, Germany, Poland,
Romania, Switzerland, United Kingdom and the United States of America, while
Hungary and Slovakia left EXPRO LLC’s export. Switzerland (41%), the USA (14%)
and Poland (12%) had the biggest share in EXPRO LLC export revenue.
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Fig. 2.2 Countries Shares in EXPRO LLC’s Export 2021, %

But, starting from 2022 company’s export and export profitability may increase.

Table 2.6
EXPRO LLC Export Sales Forecast for 2021-2024 with Risk Management Solutions, thousand
UAH
Indicator Ll

2021 2022 2023 2024
Export Sales, thousand UAH 2182,95 | 2701,84 | 3034,65 | 3508,45
Export Costs, thousand UAH 1344,00 | 1612,80 | 1827,84 | 2107,39
Currency Efficiency of Export 0,05 0,03 0,03 0,03
Export Efficiency Coefficient 1,62 1,68 1,66 1,66
Export Profitability, % 51,19 55,37 54,14 54,52

Source: Developed by the author based on EXPRO LLC data
Figure 2.4 demonstrates the forecast export share in EXPRO LLC’s total sales for

the period of 2021-2024.
Export Share in Total Sales Forecast, 2021-2024
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Fig. 2.3 EXPRO LLC’s Export Share in 2021-2024, %
Taking into account current EXPRO LLC’s trend in financial and performance
indicators, Table 2.7 demonstrates a forecast of EXPRO LLC financial results in 2021
without implementation of recommended measures.

Table 2.7

EXPRO LLC Financial Results before Risk Management Solutions in 2021-2024,
thousand UAH

) Plan Forecast
Indicator
2021 2022 2023 2024
Sales Income before Risk Management Measures 4404,07 | 5175,16 | 5901,75 6791,47
Costs before Risk Management Measures 6472,35 | 7611,04 | 8677,77 9986,63
Export Income before Risk Management Measures 2084,20 | 2579,61 | 2897,37 3349,74

Source: developed by the author based on EXPRO LLC data
As a result of the implementation of the proposed measures, EXPRO LLC will be

able to improve its financial position and performance, increase the results of its business
activities, as well as the efficiency of the internal control system, and, which is very
Important, move to a group of companies with a low degree of economic risk. The forecast
shows, that adding risk management measuresto the company's management system will
impact favourably EXPRO LLC’s key performance indicators. Particularly, EXPRO
LLC’s net sales income by 2024 will increase by 64,5% comparing to 2021, as well as
net profit — by 67,6%.

Table 2.8

EXPRO LLC Financial Results Forecast for 2021-2024 with Risk Management Solutions,
thousands UAH

Average Absolute
Fact Plan Forecast o A
Indicator Coefficient Deviation
2020 2021 2022 2023 2024 of Growth, | 2024/ 2020
Net Sales Income | 5177,60 | 5521,52 | 6488,26 | 7399,21 | 8514,67 1,13 3337,07
Production Costs 0 143,96 115,17 149,72 165,84 1,07 165,84
Earnings  before
interest and | 298,80 326,76 380,93 | 435,45 | 500,73 1,14 201,93
Taxation, EBIT
Total Income 5213,80 | 5556,44 | 6530,67 | 7447,11 | 8569,96 1,13 3356,16
Total Costs 4915,00 | 5229,68 | 6149,74 | 7011,67 | 8069,23 1,13 3154,23
Corporate Income
A} 53,80 58,84 68,59 78,41 90,16 1,14 36,36
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‘NetProfit ‘ 245,00 ‘ 267,92 | 312,34 | 357,04 | 410,56 ‘ 1,14 ‘ 165,56

Source: Developed by the author based on EXPRO LLC data

To demonstrate the effectiveness of the proposed risk management solutions, we
prepared Figure 2.4.
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Fig. 2.4 EXPRO LLC Financial Indicators Comparison before and after Risk
Management Solutions Implementation 2021-2024 Forecast
Figure 2.5 shows that after the implementation of the proposed managerial
solutions, EXPRO LLC will have improvement in its key indicators:
1) EXPRO LLC’s sales income will be higher by 25,4%;
2) EXPRO LLC'’s total costs will be lower by 19,2%;
3) EXPRO LLC’s export income will be higher by 4,7%.
Thus, we can conclude that the proposed risk management recommendations and
solutions are efficient in the context of EXPRO LLC consulting firm management.
Conclusions for Section 2
Risk management has been recognized by most businesses as a critical prerequisite
for success since its integration in a company's routine operations and practices
substantially reduces missteps, saves time and money, as well as valuable resources.
Besides, it focuses decision-makers and their teams on identifying opportunities and
adopting action plans to take advantage of these opportunities.
In this section we outlined principles and strategic directions for integration of the
best risk management practices aimed at maintaining overall financial health of EXPRO
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LLC; facilitating business transactions (e.g:. accounts receivables reduction); finding and
retaining clients; minimizing the risk of key customers loss; reducing impact of cyber
security threats.

Improving risk management system will help anticipate and prevent or mitigate
previously unforeseen risks at EXPRO LLC. This improvement of the system implies the
introduction of comprehensive measures that will reduce the deviation between the
planned performance indicators of the company and the actual performance indicators.

In addition to the project for the implementation of a risk management system at
EXPRO LCC, the improvement of the risk management system should also be
accompanied by the creation of organizational processes. Thus, it will be possible to
iImprove risk management in this consulting company by making changes to the
organizational structure of EXPRO LLC and by training employees to identify threats,
track out undesirable events, as well as by facilitating managerial decisions. All these
steps positively effect collaboration within the company and facilitate visibility into risk
with the further increase of the efficiency of risk management system and chosen
strategies.

Measures, aimed at improving risk management system, affect various risk factors
not only to minimize the possible occurrence of events leading to risk, but also to reduce
its consequences with regard to all levels of the company: periodicals production,
organizational and economic levels, as well as regulatory and social processes.

The proposed risk management system will provide the following benefits to
EXPRO LLC:

1) it will help save time and financial resources;

2) it will open opportunities for further development;

3) it will improve business relationships with stakeholders;

4) it will decrease the uncertainty factor;

5) it will advance business planning and performance efficiency;

6) it will support grounded managerial decisions with quality information;

7) it will improve communication and build trust between employees, management
and business owners;

8) it will contribute to further growth of EXPRO LLC's business reputation.
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To manage financial risks, particularly exposures to insolvency, we recommend to
maintain analysis of EXPRO LLC liquidity, solvency and profitability indicators on a
regular basis in order to timely identify and track all these risks, as well as to provide a
set of actions (aimed at improving cash flows and business expenses reduction) to
minimize the probability and impact of these exposures.

To reduce total accounts receivable increase, we recommend:

1) seting up the effective work of the financial and marketing service with clients;

2) outlining a clear payment policy;

3) forming a good financial turnover;

4) attracting more clients with a focus on reliable counterparties who enjoy a good
business reputation.

To find and attract new clients (in Ukraine and abroad) we recommend to start
Search Engine Optimization (SEO) to increase the probability of clients’ ability to find
EXPRO LLC official website and get to know the company’s products and services
profile information. This step should comprise two basic components: on-site SEO and
off-site SEQ.

To prevent consultant scope creep at EXPRO LLC, we recommend to take the
following steps:

1) to include possible scope creep scenarios in EXPRO LLC estimates to set
expectations around the cost and work involved;

2) to register the details regarding all project deliverables and expectations in the
client contract or statement of work;

3) to continuously update EXPRO LLC’s clients on progress and obstacles;

4) in cases of taking on something outside defined project scope for free, we
recommend sending the client an invoice detailing the additional work with the
charge zeroed out.

Cyber security management includes integration of improvements into EXPRO
LLC computer infrastructure and operations, as well as reduction of anthropogenic cyber
risk factor. Cyber risks minimization strategy can be achieved through: deployment of
Intrusion-Detection and Intrusion-Prevention Systems, quality antivirus and VPN
deployment, usage of two-factor authentication for computer remote-access,
implementation of full incident response programme, frequent auditing of the necessary
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devices (firewalls, VPN devices, routers, etc.). Priority measures are: defining
cybersecurity policies and conducting cybersecurity trainings and consultations for staff
on a regular basis. Another important direction of the company's risk management
strategy involves using integrated risk management software that may accelerate and
facilitate the whole working process.

By introducing such cyber security measures at EXPRO LLC, the probability of an
unauthorized access to the corporate system will be minimized — with 88% efficiency, as
well as probable financial damage will vary from UAH 12500 to UAH 39000.

As a result of the implementation of the proposed measures, EXPRO LLC will
improve its financial position and performance, increase its business activities results and
the internal control system efficiency, as well as move to a group of companies with a
low degree of economic risk. Our forecast shows, that initiating new organizational
methods to the corporate management system will have favorable impact on EXPRO
LLC’s key performance indicators. Particularly, EXPRO LLC’s net sales income by 2024
will increase by 64,5% comparing to 2021, as well as net profit — by 67,6%. Therefore,
attaching risk-centric attitude to doing business has good chances to be viewed by a
majority of managers and CEOs as a rational and effective approach. Therefore, attaching
risk-centric attitude to doing business has good chances to be viewed by a majority of
managers and CEOQs as a rational and effective approach.
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CONCLUSIONS AND PROPOSITIONS
In the course of the final qualifying paper, the following tasks were solved and
goals achieved:
1) EXPRO LLC organizational and economic analysis;
2) EXPRO LLC foreign economic activity analysis;
3) EXPRO LLC risk management system analysis;
4) EXPRO LLC economic risks assessment;
5) EXPRO LLC risk reduction program development;
6) forecast of economic and financial results for EXPRO LLC after the
implementation of a risk reduction program.

EXPRO LLC financial analysis revealed a tendency to improvements in financial
performance of the company. EXPRO LLC net profit increased 22,5 times during the
period under research (2016-2020). The company's flexibility has increased and it reacted
quickly to changing market conditions. The company has sufficient resources that can be
used to cover its liabilities, as well as to expand further activities. The financial and
economic status of EXPRO LLC is assessed as satisfactory.

EXPRO LLC net income from sales consists of income from sales of analytical
periodicals and consulting services in the domestic market, as well as export income from
analytical periodicals and consulting services. During the analyzed period, EXPRO LLC
diversified its targeted proposals for export (5 types of analytical products), as well as
expanded its presence and interactions in the foreign markets (10 countries). Particularly,
the share of export in EXPRO LLC total sales volume was 46,1% with the income of
2388,7 thousands UAH in 2020. During the whole period,” EXPRO Gas & Oil Weekly”
Is the one product with the biggest share in EXPRO LLC export. The analysis of EXPRO
LLC export in 2020 indicates that the most popular products are “EXPRO Gas & Oil
Weekly” with a 46,6% share of the company’s export and “EXPRO Gas & Oil Monthly”
with 30,9% share; they are followed by “EXPRO Daily Gas “— 12,6% share, “EXPRO
Electricity Monthly” — 5,6% share, and “EXPRO Electricity Weekly” with 4% share in
export sales. The analysis of EXPRO LLC geographical distribution of export shows that
in 2016-2020, products were sold mostly to the Western Europe.

The performed efficiency analysis of EXPRO LLC export activities shows that
during 2018-2020 the company’s export operations were both efficient and profitable.
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Fluctuations in efficiency and profitability indicators can be explained by the increase in
quantity of targeted proposals with the consequent increase in production costs, as well
as insufficient export volume to cover those costs.

In2021, EXPRO LLC’s export geographical distribution remains almost the same:
the company was doing business with clients from 10 countries. In 2021, EXPRO LLC
exported its analytical periodicals to Azerbaijan, Croatia, Czech, Denmark, Germany,
Poland, Romania, Switzerland, United Kingdom and the United States of America, while
Hungary and Slovakia left EXPRO LLC’s export. Switzerland (41%), the USA (14%),
and Poland (12%) had the biggest shares in EXPRO LLC export revenue.

Through the in-depth analysis of EXPRO LLC business environment and activities,
we identified, analyzed and assessed particular risk groups, they are: insolvency risk,
competitive risk (new competitors emergence), tax risk (corporate income tax increase),
hazard risks at workplace (fire safety hazards), receivables increase risk (unpaid
receivables), labour costs increase, key customers losses, foreign exchange risks, and
cyber risks.

In the survey respondents' perception, key customers loss is the highest ranked
threat for export/import operations of the company with weighted average risk probability
54,81%. The second and third concerns are labour costs increase risk and foreign
exchange increase opportunity (48,76% and 46,67% respectively) which are followed by
new competitors emergence (45,48%) and foreign exchange decrease risks (42,86%). The
lowest probability is assigned to the risk of fire (12,71%).

In the course of the thorough analysis of EXPRO LLC's cybersecurity policy, the
following flaws were detected: ignoring documented procedures for the disposal of data;
no guidelines for allowed protocols and services; no policies to govern the computing
environment; no model for assigning criticality levels to each component of the
computing environment, and no independent security assessments performed by external
auditors. Thus, the analysis of major flaws detected in EXPRO LLC's cybersecurity
policy signal about vulnerabilities in EXPRO LLC's company network which may pose
exposures to unauthorized use or access to computer system, alteration of data, disruption,
as well as destruction of data or the entire system.

The risk of unauthorized access to computer system with the probability of 34,1%
may increase EXPRO LLC overall costs from UAH 7000 to UAH 331500 in 2021.



81

The total financial damage caused by different risk groups may vary from UAH
1669,64 thousand to UAH 1994,14thousand.

To manage financial risks, particularly exposures to insolvency, we recommend to
maintain analysis of EXPRO LLC liquidity, solvency and profitability indicators on a
regular basis in order to timely identify and track all of exposures, as well as to provide a
set of actions (aimed at improving cash flows and business expenses reduction) to
minimize the probability and impact of these exposures.

In order to reduce the risk of total accounts receivable increase, we recommend the
following measures:

1) seting up the effective work of the financial and marketing service with clients;

2) outlining a clear payment policy;

3) forming a good financial turnover;

4) attracting more clients with a focus on reliable counterparties who enjoy a good
business reputation.

In order to find and attract new clients (in Ukraine and abroad) we recommend to
start Search Engine Optimization (SEO) to increase the probability of clients’ ability to
find EXPRO LLC official website and get to know the company’s products and services
profile information. This step should comprise two basic components: on-site SEO and
off-site SEO.

To prevent consultant scope creep at EXPRO LLC, we recommend to take the
following steps:

1) to include possible scope creep scenarios in EXPRO LLC estimates to set
expectations around the cost and work involved;

2) to register the details regarding all project deliverables and expectations in the
client contract or statement of work;

3) to continuously update EXPRO LLC’s clients on progress and obstacles;

4) in cases of taking on something outside defined project scope for free, we
recommend sending the client an invoice detailing the additional work with the
charge zeroed out.

Cybersecurity management includes integration of improvements into EXPRO
LLC computer infrastructure and operations, as well as reduction of anthropogenic cyber
risk factor. Cyber risks minimization strategy can be achieved through:
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1) Intrusion-Detection System and Intrusion-Prevention System deployment;

2) quality antivirus software deployment;

3) VPN for computer system remote-access deployment;

4) two-factor authentication for computer system remote-access deploy;

5) full incident response programme implementation;

6) creation of incident response teams, containment management, event correlation
and analysis, and incident response procedures;

7) specifying and implementing procedures for the disposal of information in both
hard copy and electronic form;

8) audit of the necessary devices (firewalls, VPN devices, routers, etc.) to ensure they
are configured to reflect the documented guidelines;

9) defining cybersecurity policies;

10) cybersecurity trainings for new staff and existing employees on a regular basis, etc.

By initiating such cybersecurity measures at EXPRO LLC, the probability of an
unauthorized access to the corporate system will be minimized with 88% efficiency, as
well as probable financial damage will vary from UAH 12500 to UAH 39000.

The performed comprehensive analysis of the company's previous and current
financial status and major risk exposures, as well as ways of resisting to challenges, or
softening them, can be regarded as unprecedented for the Ukrainian micro businesses like
EXPRO LLC. The forecast proves that the company will benefit greatly from our
expertize, as well as solutions designed specifically for EXPRO LLC's most urgent needs,
and with regard to various risk scenarios. The implementation of the proposed measures
will ensure and enhance EXPRO LLC's growing resilience to unexpected events with
further gradual evolving into a company with a low degree of economic risk. Our
reflective analysis demonstrates that EXPRO LLC will improve its financial position and
performance, increase its business activities results and the internal control system
efficiency. Thus, initiating new organizational methods in the corporate management
system will have a favorable impact on EXPRO LLC’s key performance indicators.
Particularly, EXPRO LLC’s net sales income by 2024 will increase by 64,5% comparing
to 2021, as well as net profit — by 67,6%. Therefore, forming a positive attitude of the
company's owners, managers, and employees to understanding and prioritizing risk
management and acquiring its basic techniques, as well as designing proper solutions
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which will quickly and flexibly respond to continually emerging and evolving risks are
the areas of primary focus of businesses with strong ambitions of achieving growth and
success.
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Appendix A

EXPRO LLC Balance Sheets and Financial Reports in 2016-2020
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JleGiTopebka 3aG0ProBaHicTh 38 NPOJYKIUIEO, TOBAPH, POOOTH, TIOCIIYIH 1125 - 7
JleGiTopenka 1960ProBaHieTh 38 POIPAXYHKAMH

34 BHIAHUMH aBaHCAMH 1130

3 BIOEKCTOM 11335 - -

¥ TOMY HHCIH 3 NIOJIATKY Ha NPHOYTOK 1136 - 3

JleGitopenka 3aG0propanicTs 33 POIPAXYHKAMH 3 HAPAXOBAHHX J0XOIIB 1140 - -

JeGiToperka 3a60proBaHicTs 3a PO3PAXYHKAMH 13 BHYTPILUHIX POIPAXYHKIB 1145 - -
Inma notouna nebiTopenka 3a60proBaHicTh 1155 - 60
[otouni dinancori inpecTHIT 1160 z =
I'poini Ta iX eKBiBaNCHTH 11635 - 169
ToTiBKa 1166 - -
Paxyuxn B Gankax 1167 - 169
Butpars maibyhix nepioin 1170 - -
YacTKa NEPEcTPAXOBHKA ¥ CTPAXOBHX PE3epBax 1180 - -
Y TOMY 4HCII B: 1181 - -
Pe3epBax JOBTOCTPOROBHX 3000R 43aHk
pesepeax 30HTKIB a00 P3CPBAX HAICKHHX BHINAT 1182 - -
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pesepBax He3apoOIeHHX NPEMIA 1183 - -
THIITHX CTPAXOBHX PEICPBax 1184 - L
Tnimi 060poTHI AKTHBH 1190 - 31
Yeworo 3a pozginom I 1195 - 267
1I1. HeoGoporni aKrHBn, YTPUMYBaHI 115 NPOIAKY, Ta FPYNH BHOYTTH 1200 - -
Baaane 1300 \ 279
Iacne Koa Ha nouarox Ha kineun
pAlKA 3BiTHOr O mepioay 3BiTHOTO nepioay
1 2 3 4
L. Biacunii kaniran
SapeecTpoBanHi (NaHOBHI) KaniTax 1400 - 250
Breckn /10 He3apeecTPOBAHOIO CTATY THOIO KaniTamy 1401 - -
Kanirtan y jooninkax 1405 - -
JlonaTkoBHI KaniTan 1410 - -
Emiciiinuil 10xix 1411 - -
Haxonmueni Kypeori pisnuii 1412 - -
Peseppunii kanitan 1415 - -
Hepoanominenui npuSyToK (HETIOKPHTHH 30HTOK) 1420 - 11
Heonnauennii kaniran 1425 ( - )| ( 225 )
Bumyuenuii kanitan 1430 ( - )| ( - )
Inmi pescprr 1435 - -
Yeboro 3a posginom I 1495 5 36
1L JloBroctpokosi 30008’ asanua i 3abesneuennn
Bijerpoueni nojaTkopi 3000 93aHHS 1500 - -
Tleuciiini 30608 n3anHs 1505 - -
Josroctpokosi kpennTs GaHKIB 1510 - -
Inmi toprocTpokosi 30608 s3anns 1515 - -
JloBrocTpokosi 3abe3neucHHs 1520 - -
JIoBrocTpokoBi 3a0e3NEUCHASA BHTPAT NEPCOHATY 1521 - -
Iinbore inaHcyBaHHs 1525 - -
Eaaroiiina gonomora 1526 Q -
Crpaxopi pesepsH 1530 - -
¥ TOMY uHCi: 1531 - -
Pe3epB IOBTOCTPOKOBHX 30008 938Hb.
pesepp 30HTKIB a00 peiepB HANCHKHHX BHIIAT 1532 = -
peseps He3apobISHHX IpeMii 1533 - -
IHII CTPAXOBI PE3CPBH 1534 - -
IHBeCTHIIAHI KOHTPAKTH 1535 - -
Tlpu3osui dou 1540 - -
Peaepp na BHNNATY [UKCK-TIOTY 1543 - -
Yeboro 3a pozxinom 11 1595 E -
III. Horouni 30608’ a3annn i 3adesnevennn
KoporkoeTpokoBi KpeHTH banKkin 1600 - -
Bexkceni Buaani 1605 - -
ToTouna KpeHTOPChKa 3a50ProBaHicTh 3a:
JIOBIOCTPOKOBHMH 3000B'A3aHHAMH 1610 - -
TOBAPH, POOOTH, NOCITYIH 1615 - 216
PO3paxyHKaMH 3 GIOGRETOM 1620 - 17
y TOMY UHCIII 3 NOJATKY HA NPHOYTOK 1621 - -
PO3PAXYHKAMH 31 CTPAXYBAHHA 1625 - -
PO3PAXYHKAMH 3 OILIATH Npawi 1630 - -
IMotouna kpeanTOpehKa 3a50PTOBANICT 3a OJCPYKANHMH ABAHCAMH 1633 - -
ToTouna KpeaHTopehbKa 3a00proBaHICTh 38 PO3PAXYHKAMH 3 YHACHHKAMH 1640 - Y
Iorouna kpeantopebKka 3a00proBaHicTs i3 BHY IPILIHIX POIPAXYHKIB 1645 - -
IloTouna kpeIHTOpCEKa 3a50PTOBANICTE 34 CTPAXOBOIO isTBHICTIO 1650 - -
Tlotouni 3abe3neucHus 1660 - -
Jloxom MarSyTHIX nepioiie 1663 - -
Bijctpoueni KoMiciHHI JOXO/AH Bij HEPCCTPAXOBHKIB 1670 - -
Inmi notoui 30008 A3aHHA 1690 - 10
Yceboro 3a pozxinom I 1695 7 243
1V. 3o6oB’a3anns, non’a3ani 3 HeoGoPoTHIME AKTHBAMH, 1700 - -

YBAHHMH /LIS 1PO/IAAKY, Ta UPYNaMi BHOYTTS

/ \‘(‘Jpﬁa Ba)‘c’n, AKTHBIB HelePRABHOTO Nenciiinoro dgonay 1800 c s
Bfhage N U—0 1900 - 279

Wall

r % z
Cepipinfie Ll H\ KOBAJIb 'EHHA/IIT MUXAILIOBIY

1 nmﬂa&m oyxrar q1

T Bw‘ma\y

CTAHOB/ICHOMY LICHTPAILHHM OPTAHOM BHKOHABUOT BIA/IH, 1[0 Peaisye JCPABHY NOMITHKY Y cpepi CTATHCTHKH.
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IMixnpuemcrio

"EKCIJIOPEMIIH EHJI ITPOJAKIITH KOHCAJTHHT™"

(RO

JlaTa (pix, MiCsIIp.
TOBAPUCTBO 3 OBMEKEHOI BIAIIOBIAAJIBHICTHO

3a € [,ﬂ mﬁ =

(HaHMCHYBaHH )

3Bir npoe ginancoesi pesyasrarn (3BiT mpo cykynHmii 1oxin)

®opva N2 Koyrza IKVJI[| 1801003 |

3a Pik 2016

P

1. ®IHAHCOBI PE3YJIbTATH

PHRHATE

3a ananorivyani
CratTal Kon 3a BiTHWI nepiox
paaKa nepiox nonepeInLore
poKy
1 2 3 4
UucTuid moxix Bix peamizauii mpoxaykuii (tosapie, podit, mocayr) | 2000 95 -
Yuemi sapobreni empaxoei npemii 2010 - -
npeMil nNiONUCani, 6atoeda cyma 2011 - -
npemii. nepedani y nepecmpaxyeans 2012 - -
IMIHG pezepsy HesdpobieHux npemiil, 6aioeda cymd 2013 - -
IMIHG HACMKU REPECMPAXOGUKIE Y Pe3epal He3apodieHux 2014 - -
npemiit
CofiBapTiCTE peanizoBaHol NpOIyKIIi
(TOBapiB.pobIT, NOCIYT) 2030 - ) - )
Yucmi noHeceHi 361K 30 CIMPAaxosumMil 6UAIGIMaMIL 2070 - -
Banosnii:
npubyTOK 2090 95 -
30UTOK 2095 - )| ( - )
Hoxio (eumpamit) 6i0 3minu Y pe3epeax 00620cmpoKosiix 2105 - -
30606 A3aHb
Joxio (eumpamu) 610 3MiH IHWIX CIMPAXOBUX Pe3epeie 2110 - -
IMIHA THUUX CIMPAXOBLUX Pe3ePeis, 8iosa CyMa 2111 - -
IMIHA HACTKU REPECTPAXOGUKTE 6 THULUX CIPAXOGUX PE3EPEAX 2112 - -
IHui onepauiitsi 10xX0am 2120 25 -
Y MOoMY Hucni: 2121 - -
Goxi0 6i0 3MIHUL 6APMOCII ARMUGIE, AKI OYIHIOIONTLECA 3G
CAPAGEOIIGOI0 GAPMICINIO
Qoxi0 6i0 nepeicHo2o suUsHAHNA BIONQ2IYHUX aKmUeI6 | 2122 - -
CilbCbK020Cn00apcbkol NPooyKil
Q0Xi0 610 6UKOPUCIAHHA KOUINIG, BUGLTLHEHIX 610 2123 - -
ONOOAMKYBANHS
AAMIHICTPATHBHI BUTPATH 2130 82 )| ( - )
ButpaTu Ha 36yT 2150 - )| ( - )
IHim ornepawitai BUTpaTH 2180 25 )| ( - )
V MOMY Hucni: 2181 - -
GUMPGMI 6i0 IMINI 6aPMOCHT AKMUGIB, AKI OYIHIOIOMbCA 3A
CHPAGEOIIGOI0 GAPMICINIO
GUMPGMIL 6i0 HEPEICHO20 GUIHAHNA OION02IYHUX aKmMueie i 2182 - -
CIABCHKO2OCNO0APCHROT NPOOYVKYTT
DinancoBuii pe3yJLTAT BiJl onepaniiinol 1istIbHOCTI:
rpuOVTOK 2190 13 -
30HMTOK 2195 - )| ¢ - )
Joxox Big yuacTi B karitani 2200 - -
IHnni pinaHcoBI 1OX01M 2220 - -
T njoxoamn 2240 - -
YOy quCTm, 2241 - -
« ())C\f(‘})’fij(s _Oracodininoi donomozu
WDinaHcosl BUTPYTH 2250 - )| ( B )
Brpatrr dimypiact 8 kamitami 2255 y )y | ( - )
Riziiii Bﬂmﬂi}l\ / 2270 - )| ( - )
TIpdmor (301MOK),610 6RAUSY IHQIAYIT HA MOHEMAPHI cCMammi 2275 - -
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MpoaosxeHHA aofaTtka 2

DiHAHCOBHIT PE3YJILTAT /10 ONIOAATKYBAHHS:
IpUOYTOK 2290 13 -
30HTOK 2295 | ( - ( - )
Butpartu (10xi1) 3 mogaTKy Ha NpUOYTOK 2300 2) -
IpubyTok (30MTOK) BiA MPUNIHHEHOI AISANBHOCTI MICIS 2305 - B
OHQI[aTK_‘/BaHH}]
Yucraii GpiHaHcOBUIT pe3y/bTaT:
IpUOYTOK 2350 11 -
30MTOK 2355 | ( - ( - )
IL. CYKYITHMI TOXI]
3a ananorivunmii
Crarrs Kon 3a 3BiTHNII nepioj
psika nepioj HonepeHbLOro
POKY
1 2 3 4
JloowiHka (yiiiHKa) HCOOOPOTHHX AKTHBIB 2400 - -
Joouinka (yuinHka) ()iHAHCOBHX IHCTPYMEHTIB 2405 - -
HaxonmucHi kypcoBi pisHULU 2410 - -
YacTka iHIIOro CYKYIMHOTO JOXOAY acOLIMOBAHHX Ta CIIIBHMX 2415 - -
TTi ATTPUEMCTB
IHIIWI CYKYTTHHE 10X1X 2445 - -
THumii CyRYNHMIL JI0Xi/1 10 010JATKYBAHHS 2450 - -
TMoaaTok Ha MPUOYTOK, MOB A3AHMH 3 IHIIMM CYKYITHHUM JOXOAOM 2453 - -
THIMI CYKYNHMI TOXIT MiC/Is1 0I0JATKYBAHHS 2460 - -
Cykynuuii noxia (cyma psakis 2350, 2355 ta 2460) 2465 11 -

1I. ENEMEHTH ONEPALIIAHUX BUTPAT

3a ananorivnmii

Hassa crarri Kox 3a 3BiTHMii epion
paaKa nepion HOMEPETHbOTO
POKY
1 2 3| 4
MarepianbHi 3aTpaTi 2500 - -
Butpatu Ha onmaty mpatii 2505 20 -
BiapaxysaHHs Ha coujanbHI 3aX01M 2510 5 ~
AmoprHsawis 2515 - -
IHwi onepauiitti BUTpaTH 2520 82 -
Pazom 2550 107 -

1V. PO3PAXYHOK MOKA3HHUKIB MPUBYTKOBOCTI AKITH

3a ananoriunmii

it .
Er=Tg
ffb;{mta;n ép

Hassa crarri Kon 3a 3BiTHMIT nepio;x
psIKa nepiosn HONEPeHbOr 0
DORY

1 2 3 4
CepenHpOpIUHA KUIBKICTE MPOCTHX aKLIH 2600 - -
CKopHurosaHa CepeaHbOPIYHA KITLKICTh TIPOCTHX AKLIH 2605 - -
YucTuit npuOyToK (30MTOK) Ha OJHY MPOCTY AKLIK 2610 - -
CropuroBaHuit yucTril puOVTOK (30HTOK) Ha
0aHy 0T a0 2615 - -
Ij'ﬁiAerﬁ’Ha QAHYTPOCTY KL 2630 - -

EL T RS

rm.

&

KOBAJIb TEHHAJIIA MUXAHJIOBUY

~\__‘___‘//
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LoaaTok 1

0 NOMoXeHHA (CTaHAapTy) ByxranTepcbroro
“®diHaHcoBUl 3BIT cyB'e

®IHAHCOBUW 3BIT
cy6'ekTa Manoro nignpUeMHULTBA

MNianpuemcTeo
TOBAPUCTBO 3 OBMEXEHO BIANOBIQAJNBHICTIO "EKCMIOPEWLLH EHA NPOOAKLIH
KOHCANTWHI™

Nara(pik,MicAub,yucno)
3a €QPNOY

TepuTopia Mopinecekuin paitoH, M.Kuesa

3a KOATYY

OpraHisaLliiiHo-npaBoBa ¢hopma rocnogapioBaHHa  T0BAPUCTBO 3 GOMEXEeHOH BIANOBINANBHICTIO

3a Koner

Bug eKoHOMIMHOT AianbHOCTI KoHcynbTyBaHHA 3 NUTaHb KOMEPLIAHCT AIANBHOCTI W KEpYBaHHA

3a KBEQ

CepeaHA KiNkKICTL NpaLiBHUKIB, ociB 2

O,EWIHVILLH BMMipyI THC. TPH. 3 0AHWUM AeCATKOBUM 3HaKoM

Apnpeca, TenedioH Bynuua MEXXUIIPCBKA, 6ya. 78-A, od. 55, M. KMIB, 04080

ForopatititATO

Kogn

2018 | 01 | 01

40677174

8038500000

240

70.22

0672087616

1.BanaHc Ha 31 rpyAHa 2017 p.
®opma Ne 1-M  Kogaa KV [ 1801006 |
AKTVB Koa Ha noyatok Ha kiHeub
pagka 3BITHOrC poKy 3BiTHOrO Nepioay
1 e 3 4
I. HeoBopOTHI aKTUBK

HesapepLueHi kanitaneHi iHBectuji 1005 5,0 -

QcHoBHI 3acobu 1010 7.0 54,7

nepBicHa BapTICTh 1011 7,0 69,4

akoc 1012 | ( & Y| ( 14,7 )
[loBrocTpokosi GionorivHi aKTveu 1020 - -
[Losroctpokosi hiHaHCOBI iHBECTMLIT 1030 - -

IHWi HeoBOPOTHI aKTMBKU 1090 - -

Yeboro 3a posginom | 1095 12,0 54,7
Il. OBopOTHI aKTUBKU

3anacu 1100 - -

Y TOMY YKcni roTOBa NpoayKLUis 1103 - -
MoTouHi BionoriyHi akTMem 1110 - -
[ebiTopcbka 3aboproBaHicTe 3@ NPOAYKL, ToBapwK, poBoTh, nocnyru 1125 7,0 945
[ebiTopcbka 3aboproBaHicTb 3a poapaxyHkamu 3 GroaxeTom 1135 - 359

¥ TOMY YWCHi 3 NoAaTKy Ha NpubyToK 1136 - -

IHWa noToyYHa AebiTopckka 3aboproBaHicTs 1155 60,0 -
[MoTouHI hiHaHcoBI iHBeCTULYT 1160 - -
[powwi Ta ix ekBiBANeHTH 1165 169,0 466,8
Butpatu maitbyTHix nepiopis 1170 - -
IHWi 0BOPOTHI akTUBK 1190 31,0 46,6
Ycboro 3a po3ainom Il 1195 267,0 643,8
lll. HeoBGopOoTHI aKTUBK, YTPUMYBaHi ANA NpoAaxy, Ta rpynu BUGYTTA 1200 - -
BanaHc 1300 279,0 698,5
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Macus Kopg Ha nouartok Ha kiHeus
paaka 3BITHOrO poKy aBiTHOro nepioay
1 2 3 4
|. BnacHuu Kanitan
BapeecTpoBaHuii (NalioBuid) Kanitan 1400 250,0 250,0
[opaTtkoBui Kanitan 1410 - -
PeaepsHUiA kanitan 1415 - -
HepoanoaineHuii npubyToK (HENOKpWUTUIA 3BUTOK) 1420 11,0 220,9
HeonnaueHun Kanitan 1425 | ( 225,0 )| ( 225,0 )
Ycboro 3a posainom | 1495 36,0 245,9
Il. AoBrocTpoKoBi 3000B'A3aHHA, LinboBe (hiHaHCYBaHHA Ta 3a6e3neyeHHs 1595 - -
lll. MoTouHi 3060B’A3aHHA
KopoTkocTpokosi KpeanT GaHkie 1600 - -
MoTouHa KpeanTopckbKa 3aboproBaHicTe 3a:
[10BrOCTPOKOBUMI 3000B'A3aHHAMN 1610 - -
TaBapu, po6oTu, nocnyrm 1615 216,0 216,0
po3apaxyHkamu 3 GIoPKETOM 1620 17,0 46,1
y TOMY Yicni 3 NoJaTKy Ha NpubyTok 1621 - 46,1
poapaxyHkamu 3i cTpaxyBaHHs 1625 - -
poapaxyHkamu 3 onnatu npadi 1630 - -
Hoxoan MaiibyTHix nepiogie 1665 - -
[HWi noTouYHI 3060B'A3aHHA 1690 10,0 190,5
Ycboro 3a posginom il 1695 2430 4526
V. 3060B’A3aHHA, NOB'A3aHi 3 HLOOOPOTHUMK aKTMBaMMU, YTPUMYBaHUMK ans | 1700 - -
npopaxy, Ta rpynamm BubyTTa
BanaHc 1900 279,0 698,5
2. 3BiT npo ¢iHaHCOBI pe3ynbTaTtn
3a Pik 2017
®opma Ne 2-m  Kop 3a Ky 1801007
CtatTa Koa 3a 3BiTHWIA 3a ananoriyHuiA nepioq
panka nepion nonepeAHLOrc poKy
1 2 3 4
YuneTtuia goxia Big peanizauii npogykuii (Tosapis, poBit, nocnyr) 2000 1831,7 95,3
|HWi onepauiitHi goxoan 2120 20,8 0,1
IHWi poxoau 2240 - -
Pasom goxogwm (2000 + 2120 + 2240) 2280 18525 954
CobGiBapTicTk peaniaosaHoi npoAykLil (Toeapie, poGit, nocnyr) 2050 | ( - )| ( - )
IHWi cnepauiiHi BUTpaTH 2180 | ( 1596,5 )| 82,1 )
IHWi BUTPaTU 2270 | ( - )| (¢ - )
Pazom Butpath (2050 + 2180 + 2270) 2285 | ( 1596,5 )| ( 82,1 )
DiHaHCOBUIA peaynbTar Ao onoAaTtkyBaHHs (2280 — 2285) 2290 256,0 13,3
MoaaTok Ha NpnbyTokK 2300 | ( 461 )| ( 24 )
YucTtuit npubyTok (36utok) (2290 — 2300) 2350 209,9 10,9
ELT KOBASIB
i’}

pigHWK \ KOBAJE FTEHHALIN MUXAMNOBUY
- (nignuc) (iHiuianw, npissue)
abl o)
\ O Ay (nignuc) (iHiLianu, npissuLe)

xE

93

Appendix A (continued)



LoaaTok 1

0 NOMoXeHHA (CTaHAapTY) OyxranTepcbroro _"
; pPreypatin A TO

“®iHaHCOBMIA 3BIT CYB'€k;

®IHAHCOBUW 3BIT
cy6'ekTa Manoro nignpUeMHUUTBA

MNianpuemcTeo Mara(pik,micaub,4yncno)
TOBAPUCTBO 3 OBMEXEHOH BIAMOBIQANBHICTHO “EKCIMNNOPEWLUH EHL NPOOAKLIH 3a €apPnoy
KOHCANTUHI™

Teputopia MoabINbChKUIA paroH, M.Kuesa 3a KOATYY
OpraHisaLjiiHo-npasoBa ¢opma rocnofapioBaHHg  TOBApUCTBC 3 COMEXEHOI BIANOBIANEHICTIO 3a Koner
Bug eKoHOMIMHOT AianbHOCTI KoHcynbTyBaHHA 3 NUTaHb KOMEPLIAHCT AIANBHOCTI W KEpYBaHHA 3a KBEQ

CepeaHA KiNbKIiCTb NpaviBHukiB, oci6 5
OAVHALA BUMIPY:  TUC. IPH. 3 OJHUM JECATKOBUM 3HaKOM
Apnpeca, TenedpoH  Bynuua MEXXUIIPCBKA, 6ya. 78-A, od. 55, M. KMIB, 04080

Koau

2019 | 01 | 01

40677174

8038500000

240

70.22

0672087616

1.BanaHc Ha 31 rpyaHA 2018 p.
@opmaNe 1-M  Kogaa IKYA [ 1801006 |
AxTUB Kog Ha noyatok Ha kiHeub
pagka 3BITHOrO poKy 3BiTHOrO Nepioay
1 ¢ 3 4
|. HeoGopoTHI aKTUBK

HesapepLueHi KanitaneHi iHBecTuji 1005 - -

QcHoBHI 3acobu 1010 547 873,8

nepeicHa BapTiCTh 1011 69,4 10894

aHoc 1012 | ( 14,7 A\ 215,86 )
[oerocTpokosi GionorivHi akTvew 1020 - -
[Loeroctpokosi hiHaHCOBI iHBECTMLT 1030 - -

IHWi HeoBoPOTHI aKTUBK 1090 - -

Yeboro 3a posginom | 1095 547 873,8
Il. OBopoTHI aKTUBK

Banacu 1100 - -

y TOMY YKcTi roTOBa NPoAyKUis 1103 - -
MoTouHi GionoriyHi akTuen 1110 - -
HebiTopcbka 3aboproBaHicTe 3a NPOAYKLK, ToBapK, poBoTh, nocnyrv 1125 945 133,0
[ebiTopcbka 3aboproBaHicTb 3a poadpaxyHkamu 3 BroaxeTom 1135 35,9 46,4

y TOMY YuChi 3 nofaTky Ha NpubyTok 1136 - -

IHwa noTtouHa aebiTopckka 3aboproBaHicTs 1155 - -
MoTouHi dhiHaHcoB! iHBeCTULYT 1160 - -
[powwi Ta ix ekBiBanNeHTU 1165 466,8 305,6
BuTpatu maibyTHix nepioais 1170 - -
IHWi oGopoTHI akTBK 1190 46,6 101,3
Ycboro 3a posginom Il 1195 6438 586,3
lll. HeobopoTHI aKTUBK, YTPUMYBAaHI ANA Npogaxy, Ta rpynn BUBYTTA 1200 - -
BanaHc 1300 698,5 1460,1
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Macus Kopg Ha nouartok Ha kiHeus
pagka 3BITHOrO poKy 3RiTHOro nepioay
1 2 3 4
|. BnacHuu Kanitan
BapeecTpoBaHuil (Nariosuin) kanitan 1400 250,0 250,0
[opaTtkoBuiA Kanitan 1410 - -
PeaepsHuiA Kanitan 1415 - -
HepoanoaineHuii NpubyToK (HEMoKpUTUA 3BUTCK) 1420 220,9 597,5
HeonnaueHuit kanitan 1425 2250 )1 ( - )
Ycboro 3a posainom | 1495 2459 8475
Il. QoBrocTpokoBi 3060B'A3aHHA, LiNboBe diHaHCYBaHHA Ta 3a6e3neyYeHHA 1595 - -
Ill. MoTouHi 3060B'A3aHHA
KopoTkocTpokoBi kKpeanT GaHkiB 1600 - -
MoTouHa KpeguTopckka 3aboproBaHicTb 3a:
[10BrOCTPOKOBUMM 3000B'A3aHHAMN 1610 - -
ToBapw, po6oTu, nocnyrm 1615 216,0 114,9
poapaxyHkamm 3 GlopKeTom 1620 46,1 51,8
y TOMY YiCni 3 NoAaTky Ha NpnbyToK 1621 46,1 48,5
poapaxyHkamu 3i cTpaxyBaHHs 1625 - 3,4
poapaxyHkamu 3 onfaTu npadi 1630 - 12,3
Hoxoan manbyTHix nepioais 1665 - -
[HWi noTouHi 3060B'A3aHHA 1690 190,5 430,2
Ycooro 3a posainom Il 1695 4526 612,6
V. 3060B’A3aHHA, NOB’A3aHi 3 HeOBOPOTHUMK aKTMBaMM, YTPUMYBaHUMK Ansa | 1700 - -
npoaaxy, Ta rpynamMu BuGyTTs
BanaHc 1900 698,5 1460,1
2. 3BiT npo ciHaHcoBI pe3ynbTaTh
3a Pik 2018
®opma Ne 2-m  KopsaAKY[ [ 1801007 |
Crarta Koa 3a 3BiTHWIA 3a aHanorivyHuin nepiog
pafka nepica nonepeAHbLOrc poKy
1 2 4
YneTtwin goxig Big peaniaauii npogykyji (Tosapis, pobit, nocnyr) 2000 3088,0 18317
IHWi cnepauiiiHi goxoan 2120 67,8 20,8
IHWi goxogn 2240 -
Pasom goxoawm (2000 + 2120 + 2240) 2280 3166,3 1852,5
Co6iBapTicTb peanisosaHol NpoAyKUii (ToBapis, pobit, nocnyr) 2050 | ( 365,1 )| ( - )
IHWI onepauiiiHi BUTpaTH 2180 | ( 23256 )| (¢ 1596,5 )
|HWi BUTPaTK 2270 | ( )| ( - )
Pa3om Butpatu (2050 + 2180 + 2270) 2285 | ( 2680,7 )| ( 1596,5 )
DiHaHcoBUM peaynbTar Ao onoAaTkyBaHHsA (2280 — 2285) 2290 4856 256,0
Wﬁ*ﬂi\ 2300 | ( 87,4 ¢ 76,1 )
qucﬂﬁé:pucy_mx (36MTOKN2290 — 2300) 2350 398,2 209,9
- 7 E77T RUBATIB
‘ TN \\\ FEHHALIA
episavk o\ 2\ AR ATORGE AN FEHHATIY MUXAATIOBUY
- | F T \ 5 ’ (nignuc) (iiLianm, npissuLye)
lonoeHwiiGyranrep .
\ ¥ (nignuc) (iHiLjianu, npissuye)
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®diHaHcoBa 3BITHICTE MiKponianpuemcTBa

MNianpuemcTeo

Hopatok 2
Ao HalioHaneHoro NonoxeHHA (cTaHaap
OyxranTepckkoro obniky
25 "CnipoleHa dhiHaHco 4 it

e

[HaTa(pik,MicALb,41cno)

TOBAPUCTBO 3 OEMEXEHOI BIAMOBIQANBHICTIO "EKCMNNOPEWLLH EHA NPOOAKLUH 3a €QPNoY
KOHCANTUHI™

TepuTopis noamnbCbKMKA 3a KOATYY
OpraHisauiiiHe-npaeosa hopMa rocnoaapoBaHHs TOBAPUCTBO 3 OGMENEHOIO BINOBIAAMNEHICTIO 3a Koner
Bwa ekoHOMIMHOT iansHOCTI KoHEYNbTYBaHHA 3 NWTaHL KOMEPUIAHOT AIANBHOCTI i KepyBaHHA 3a KBEQ

CepeHA KinbKicTb NpayiBHKUKIB, 0cib 7

O,CMHMLFI BMMipy‘ TWC. TPH. 3 04HWM JeCATKOBUM 3HAKOM

Agpeca, TenechoH  Bynuus KOCTAHTUHIBCBKA, Gya. 59/5, och. 37, m. KMIB, 04080

Koawn

2020 [o1 Jo1

40677174

8038500000

240

70.22

0672087616

1. BanaHc Ha ®opma Ne 1-Mc Koa aa KY]]
Ha 31 rpyans 2019 p.
AKTUB Koa Ha novatok Ha KiHeub
pska 3BITHOTO poKy 3BITHOrO Nepiogy
1 2 3 4
|. HeoGopoTHI aKTMBK
OCHOBHI 3acobu : 1010 873,8 802,5
nepseicHa BapTicTe 1011 1089,4 1279,9
aHoC 1012 | ( 2156 )| ( 477,4 )
IHLWi HeoBOPOTHI aKTUBK 1090 - -
Ycboro 3a posginom | 1095 873,8 802,5
Il. OGOpPOTHI aKTUBK
3anacwn 1100 - 140,6
MoTo4Ha AebiTopcbKa 3aboproBaHicTs 1155 179,4 384 .4
[poLwi Ta ix exBiBaNeHTN 1165 305,6 286,0
IHLWi 0BOPOTHI aKTUBM 1190 101,3 117,2
Ycboro 3a posginom Il 1195 586,3 928,2
BanaHc 1300 1460,1 1730,7
Macue Kon Ha noyatok Ha kiHeus
psaka 3BITHOrO poKy aBiTHOrC nNepicay
1 2 3 4
I. BnacHu# kanitan
Kanitan 1400 250,0 250,0
HepoanoaineHuin npubyTok (HENOKPUTWIA 3BMTOK) 1420 597,5 777,3
Ycboro 3a posainom | 1495 8475 1027,3
Il. OoBrocTpokoBi 3060B'A3aHHS, LinboBe (giHaHCcyBaHHA Ta 3abe3snevyeHHa | 1595 - -
ll. NoTouHi 3060B'A3aHHA
KopoTkocTpokoBi kpeautu BaHkis 1600 - -
MoTo4Ha KpeauTopchKa 3aboproBaHicTs 3a:
ToBapw, poboTu, nocnyru 1615 114,9 91,8
poapaxyHkamu 3 BrogKeToM 1620 51,8 438
poapaxyHkamu 3i cTpaxyBaHHsA 1625 34 14,8
poapaxyHkamu 3 onnatu npawj 1630 12,3 17,5
IHWI NoTouYHi 3060B'A3aHHA 1690 430,2 5355
Ycworo 3a posainom Il 1695 6126 703,4
BanaHc 1900 1460,1 1730,7
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2. 3BiT npo hiHaHCOBI pe3ynbTaTn

3a Pik 2019
Ddopma Ne 2-mc
Kon 3a AKYA [ 1801007 |
Cratta Kon 3a 3BITHWIA 3a nonepepfHii nepiog
psaka nepioa
1 2 3 4
YucTuih poxig Bia peanisalii npoaykuii (Toeapie, poGit, nocnyr) 2000 34486 3088,0
|HWi goxoan 2160 14,9 78,3
Pazom goxoam (2000 +2160) 2280 34635 3166,3
CoGieapTicTb peaniaoBaHol NpoaykLil (Toeapie, pobit, mocnyr) 2050 | ( 359,9 )| ( 3551
|HWi BUTPaTH 2165 | ( 28843 )1 ( 23256
Pasom Butpatn (2050 +2165) 2285 32442 26807
DdiHaHcoBUI pe3ynbTaT Ao onofdaTkyBaHHs (2280 — 2285) 2290 2193 4856
Moaarok Ha NpubyToK 2300 | ( 39,5 )| ( 87,4
Butpatu (aoxoau), ki aMeHLyoTb (36inbLuyioTs) dhiHaHCOBWIA 2310 - -
pesynsTar_Riens N omMeRaTKyBaHHS
Yuc ‘npuﬁy‘rok_(sﬁméﬁ (2290 — 2300 ~ (+) 2310) 2350 179,8 398,2
— T N\ ENN KOBASTH
':C ~ \ FEHHALM

[ & \ \
epIBHNK - ; .
. F [] ! 15 1) (nianue)
Fonoa‘ﬂmﬁ@xﬁé&:ep f 2]
X - \»f" f » 1] (nignwic)

WA ITOREE Ak, FEHHAZI MAXAATIOBIY

(iHiLianu, npisenwe)

(iHiuianw, npissuwe)
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Hopatok 2
A0 HaujoHaneHOro NonoxeHHA (cTaHaap

GyxranTepcbKoro oGniKy pe=—-= [
25 "CnpolleHa ghiHaHco ahﬁfh#‘ =i

®iHaHCOBa 3BITHICTbL MiKponignpueMcTBa

Koau
MignpuemMcTeo DaTa(pik,MicAus,uncrio) (2021 [01 [01
TOBAPUCTBO 3 OBMEXEHOIO BIAMOBIAANBHICTIO "EKCMNNOPEVLLH EHL NPOOAKLUH sa €QPNOY 40677174
KOHCANTUHI™
TepuTopia Moainecekin 3a KOATYY 8038500000
OpraHisaujiiHo-npasoea popma rocnogapiopaHHa  TOBAPMCTBO 3 OBMEXEHOIO BIANOBIAANLHICTIO 3a KOnor 240
Bug ekoHoMIivHOT gisnsHOCTI KoHeynbTyBaHHA 3 NUTaHL KOMEPLIAHOI AIANLHOCTI i KEPYBAHHA 3a KBE[Q 70.22
CepeAaHa KiNbKICTL NpayiBHukis, ocid 7
OAWHNLUA BUMIPY: TUC. TPH. 3 OGHNM JECATKOBWM 3HAKOM
Appeca, TenechoH  Bynuus KOCTAHTUHIBCBKA, 6ya. 59/5, ot. 37, M. KMIB, 04080 0672087616

1. BanaHc Ha
Ha 31 rpyana 2020 p.

®opma Ne 1-mc

Koa 3a IKYA 1801006

AKTUB Kon Ha novatexk Ha KiHeUb
psaka 3BITHOTO POKY 3BiTHOrO Nepiogy
1 2 3 4
I. HeoGopoTHI akTUBK
OcHOBHI 3acobw : 1010 802,5 801,0
nepeicHa BapTicTh 1011 1279,9 1556,3
aHac 1012 | ( 477 .4 )| ( 755,3 )
|HWi HeoBopPOTHI aKkTBK 1090 - -
Ycboro 3a posginom | 1095 802,5 801,0
Il. O6opoTHI akTUBKM
Banacu 1100 140,6 153,8
MoTouHa AebiTopcbka 3aboproBaHicTs 1155 3844 901,3
[poLwi Ta ix exkBiBANEHTN 1165 286,0 41,0
IHWi 06OpOTHI @KTWBK 1190 117,2 1048
Ycworo 3a posginom i 1195 928,2 1200,9
BanaHc 1300 17307 20019
Macws Koz Ha nouatok Ha kiHeLb
pagka 3BITHOTO poky 3BITHOrO Nepiogy
1 2 3 4
I. BnacHui kanitan
Kaniran 1400 | 250,0 250,0
HepoanogineHnia npubyTok (HENOKPUTWIA 3BUTOK) 1420 7773 1076,2
HeonnadeHui kanitan 1425 | ( - )| ( - )
Ycboro 3a posainom | 1495 10273 1326,2
Il. NoBrocTpokoBi 3060B'A3aHHA, LinbLoBe (iHaHCyBaHHA Ta 3abesneyeHHa | 1595 - -
ll. MoTouHi 3060B'A3aHHA
KopoTkocTpokoBi kpeautv BaHkis 1600 - -
MoToyHa KpeauTopchka 3abopropaHicTs 3a:
ToBapw, poboTu, nocnyru 1615 91,8 87,8
poapaxyHkamu 3 BlompreTom 1620 43,8 16
poapaxyHkami 3i cTpaxyBaHHs 1625 14,8 49,7
poapaxyHkamu 3 onnaTu npawj 1630 17,5 6,6
IHWI NoTouYHI 3000B'A3aHHS 1690 5355 530,0
Ycboro 3a posainom lil 1695 703,4 675,7
BanaHc 1900 17307 2001,9
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2. 3BiT npo ¢iHaHCOBI pe3ynbTaTH

3a Pik 2020
®opma Ne 2-mc
Koa 3a AKY[ 1801007
Crarts Koa 3a 3BiTHUIA 3a nonepeHii nepiog
psaka nepiod
1 2 3 4
YncTwuia goxia Big peanizauii npoayKkuii (ToBapis, poBit, nocnyr) 2000 51776 34486
IHWi goxoamn 2160 36,2 14,9
Pazom poxoam (2000 +2160) 2280 5213,8 3463,5
CobiBapTicTk peaniaoBaHoi npoaykLil (ToBapie, poGiT, nocnyr) 2050 | ( - )| ( 359,9
IHWi BUTpPaTK 2165 | ( 49150 )| ( 2884,3
Pazom Butpatn (2050 +2165) 2285 49150 32442
diHaHCcoBUIA peaynbTar Ao onoAaTtkyBaHHs (2280 — 2285) 2290 298,8 219,3
MogaTtok Ha NprByTok 2300 | ( 53,8 )| ( 39,5
Butpatu (goxoaw), Aki aMeHWyoTb (36inbLwykoTb) diHaHcoBMiA 2310 - -
peayneTar_piensiomsy BaHHA
‘iucﬂ WA NpuOyTOK (;Gm's‘ld\ (2290 — 2300 — (+) 2310) 2350 2450 179,8
L Ve, E/T KOBATh
¥ : FEHHALIN
L My xA

OB AND FEHHADIN MYXARTIOBIY

(nignwc)

(iHiLianu, npissuwe)

(nignuc)

(iHiujanu, npissule)
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Appendix B
EXPRO LLC Financial Indicators Dynamics in 2016-2021
X N entor Absolute Deviation (AD) Coefficient of Growth (Cg)
2017/2016 | 2018/2017 | 2019/2018 | 2020/2019 | 2017/2016 | 2018/2017 | 2019/2018 | 2020/2019
1| Net income from sales of products 1736,4 1256,3 360,6 1729,0 19,2 1,7 1l 15
2 | Cost of goods sold (goods, works, services) 0 355 4.8 -359,9 0 0,0 1,0 0
3 | Gross profit 1757,1 1313,8 297,2 1750,3 19,4 1,7 11 15
4 | Financial result before tax 2427 229,6 -266,3 79,5 19,2 1,9 0,5 14
5 | Net profit 199,0 188,3 -218,4 65,2 19,3 1,9 0,5 1,4
6 | Total Asset Turnover Period -438,58 30,18 41,28 -36,93 0,18 1,31 132 0,78
7 | Current Assets Turnover Period -422,17 -18,05 7,45 -4,90 0,18 0,80 1,10 0,94
8 | Days’ sales in inventory 0 0 7 2,96 0,00 0 0,00 1,40
9 | Days’ sales in receivables -109,04 -1,36 11,53 15,61 0,15 0,93 1,63 1,52
10 | Total Asset Turnover 3,07 -0,89 -0,70 0,61 5,50 0,76 0,76 1,28
11 | Sales to Current Assets 3,31 1,00 -0,47 0,31 5,65 1,25 0,91 1,07
12 | Inventory Turnover 0 0,00 49,06 -13,88 0,00 0,00 0,00 0,72
13 | Receivables Turnover 15,72 1,38 -7,70 -4.18 6,54 1,07 0,61 0,66
14 | Current Ratio 0,32 -0,47 0,36 0,46 1,29 0,67 1,38 1,35
15 | Quick Ratio 0,35 -0,53 0,16 0,44 1,36 0,60 1,20 1,46
16 | Cash Ratio 0,34 -0,53 -0,09 -0,35 1,48 0,48 0,82 0,15
17 | Equity Ratio 0,22 0,23 0,01 0,07 2,73 1,65 1,02 1,12
18 | Financial Leverage -4.91 -1,12 -0,04 -0,18 0,37 0,61 0,98 0,90
19 | Debt-to-Equity -4,91 -1,12 -0,04 -0,18 0,27 0,39 0,95 0,74
20 | Debt-to-Assets -0,22 -0,23 -0,01 -0,07 0,74 0,65 0,97 0,83
21 | Equity-to-debt 0,26 0,62 0,40 0,28 2,74 2,53 1,39 1,20
22 | Return on Sales -0,86 0,02 -0,09 -0,01 0,14 1,13 0,40 0,91
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23 | Return on Maintenance 0 1 -0,76 -0,61 0,00 0,00 0,45 0,00
24 | Net Profit Margin 0,00 0,01 -0,08 0,00 0,99 1,13 0,40 0,91
25 | Return on Assets 0,35 -0,06 -0,26 0,02 5,45 0,86 0,31 1,16
26 | Return on Current Assets 0,38 0,19 -0,41 -0,01 5,59 1,40 0,37 0,97
27 | Return on Equity 0,88 -0,76 -0,54 0,02 2,44 0,49 0,26 1,09
Appendix B (continued)
N Growth Rate (Rg), % Increase Rate (Ri), %
Indicator 2017/2016 | 2018/2017 | 2019/2018 | 2020/2019 | 2017/2016 | 2018/2017 | 2019/2018 | 2020/2019
1 | Net income from sales of products 19,2 1,7 1,1 1,5 1922,0 168,6 111,7 150,1
2 | Cost of goods sold (goods, works, services) 0 0 1,0 0,0 0 0,0 101,4 0
3 | Gross profit 19,4 flad 1,1 1,5 1941,8 170,9 109,4 150,5
4 | Financial result before tax 19,2 1,9 0,5 1,4 1924,8 189,7 45,2 136,3
5 | Net profit 19,3 1,9 0,5 1,4 1925,7 189,7 45,2 136,3
6 | Total Asset Turnover Period 0,18 1,31 1,32 0,78 18,17 130,99 132,36 78,13
7 | Current Assets Turnover Period 0,18 0,80 1,10 0,94 17,69 80,11 110,25 93,89
8 | Days’ sales in inventory 0 0 0 1,40 0,00 0 0,00 139,85
9 | Days’ sales in receivables 0,15 0,93 1,63 1,52 15,28 93,09 162,96 152,31
10 | Total Asset Turnover 5,50 0,76 0,76 1,28 550,32 76,34 75,55 128,34
11 | Sales to Current Assets 5,65 1,25 0,91 1,07 565,22 124,83 90,71 106,80
12 | Inventory Turnover 0 0,00 0,00 0,72 0,00 0,00 0,00 71,70
13 | Receivables Turnover 6,54 1,07 0,61 0,66 654,42 107,42 61,37 65,84
14 | Current Ratio 1,29 0,67 1,38 1,35 129,46 67,28 137,88 134,68
15 | Quick Ratio 1,36 0,60 1,20 1,46 135,86 60,00 120,38 146,32
16 | Cash Ratio 1,48 0,48 0,82 0,15 148,30 48,37 81,51 14,92
17 | Equity Ratio 2,73 1,65 1,02 1,12 272,83 164,88 102,26 111,61
18 | Financial Leverage 0,37 0,61 0,98 0,90 36,65 60,65 97,79 89,60




19 | Debt-to-Equity 0,27 0,39 0,95 0,74 27,27 39,27 94,73 74,41
20 | Debt-to-Assets 0,74 0,65 0,97 0,83 74,40 64,75 96,87 83,05
21 | Equity-to-debt 2,74 2,53 1,39 1,20 273,55 253,29 138,79 119,79
22 | Return on Sales 0,14 1,13 0,40 0,91 13,98 112,52 40,44 90,75
23 | Return on Maintenance 0 0 0,45 0,00 0,00 0,00 44,56 0,00

24 | Net Profit Margin 0,99 1,13 0,40 0,91 98,97 112,53 40,43 90,76
25 | Return on Assets 5,45 0,86 0,31 1,16 544,64 85,91 30,55 116,48
26 | Return on Current Assets 5,59 1,40 0,37 0,97 559,38 140,47 36,67 96,93
27 | Return on Equity 2,44 0,49 0,26 1,09 243,68 48,91 26,33 108,55
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Appendix C

AHKETA EKCIIEPTA

[IlaHOBHUI excniepTe, Al 3aXUCTY MO€T BUITYCKHOI KBai(iKaliifHOi p0OOTH, 3aITOBHITH,

OyIb-1acka, 110 aHKETY.

Jlana aHkera OyJia CTBOpEHa 3 METOIO:

OuiHKM BIUIMBY PU3HKIB Ha 3MiHY MOKAa3HUKIB (PIHAHCOBOI Ta OyXraJTepchKOi 3BITHOCTI
nignpuemcrea TOB «EKTIJIOPEUIIIH EHJI ITPOJAKIITH KOHCAJITAHT »;
BcranoBnenHss ~ MMOBIpHOCTI  HAacTaHHS  pu3uKiB  Ha  mianpuemctsi  TOB
«EKIIJTIOPEUIIIH EHJT TPOJAKIITH KOHCAJITUHT», sKi CIPHYMHIOIOTH 3MiHY
MOKa3HUKIB (DIHAHCOBOI Ta OyXTraJaTepChKoi 3BITHOCTI.

JUis OUIHKM BIUIMBY PHU3MKIB Ha 3MiHY MOKa3HHMKIB (PIHAHCOBOI Ta OyXrajaTepchKoi

sitHocti TOB  «EKCIUIOPEMIIH EHJ] HPOJAKIIH KOHCAJITUHI», mocrasre
3HAYCHHS 3MIHM MOKa3HUKa B cToBOelb A. JlaHe 3HAYEHHs 3MIHU MOBMHHO OyTH B Jiama3oH1

Bix -100% n0 100%.

Jlnsi BCTaHOBJIEHHS MMOBIPHOCTI HACTaHHSI PU3UKIB, SIKI MOXYTh CIHPUYMHUTH 3MIHY

nokasHMKiB (inaHcoBoi Ta Oyxranrepchkoi 3BitHocti TOB «EKCIUJIOPEMIIH EHJ]
IMPOLOAKIIH KOHCAJITUHI», mocraBTe 3Ha4YeHHS WMOBIPHOCTI HACTaHHS PHU3UKY B

croBOeub b. Jlane 3HaueHHst noBMHHO OyTH B aiana3zoHi Bix 0% mo 100%.

Bci 3HaueHHs HEOOX1AHO 3aHECTH B HACTYITHY TaOJIHIIIO:

O1iHKa 3MIHH Oriuka
Ne IToxa3Huk, Ha KU MMOKa3HMUKa, Ha HMOBIPHOCTI
Ha3zpa pusnky .
3/1 BIUIUBAE PU3UK SIKMI BILJINBAE HaCTaHHS
pusuk, % (A) | pusuky, % (b)
1 [TosiBa HOBUX KOHKYPCHTIB Jloxix Bix peamizamii
[TigBuIICHHS CTaBKH A
2 Yuctnii npudyTOK
NOJIATKy Ha MPUOYTOK
3 | [loxkexa OCHOBHI aKTUBH
. Hesummata  nmebGitopcwkoi | JlebiTopchka
3a00proBaHOCTI 3a00prOBaHICTh
[ligBuiieHHss BUTpaT Ha
5 \ & Butparu
orIaTy 3apoOiTHOI MIaTH
6 Brpara xmtodoBux kimieHTiB | Jloxin Bix pearizamii
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[linBuIIeHHST KYpCOBOT Jloxi BiJl €KCIIOPTHOL

pI3HUII ISJTBHOCTI

b .| Hoxix Big €KCIOpTHOI
3HMKEHHS KypCOBOI pi3HULI | i
JisUTBHOCTI

(mmiamuc) (ITIB)

Appendix D

Expert Questionnaire
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Appendix E
Expert Opinion Table
Korpienko V. (A) Sydorov D. (B) Svyshcho M. (C) Orlova D. (D) Krachun N. (F) Kobal H. (E)
) Impacted
Ne Risk Indicat RM, % RP, % RM, % RP, % RM, % RP, % RM, % RP,% | RM, % RP, % RM, % RP, %
ndicator
(A) (B) (A) (B) (A) (B) (A) (B) (A) (B) (A) (B)
New Competitors
Sales Income -15 70 -20 100 -20 25 -10 20 -50 50 -15 40
1 | Emergence
Corporate Income .
Net Profit -5 50 -10 10 -10 10 -5 50 -80 80 -5 50
2 | Tax Increase
3 | Fire Fixed Capital -20 3 -100 5 0 10 -70 5 -50 50 -100 8
Unpaid Accounts
. : 2 20 30 50 0 0 10 5 10 10 17 69
4 | Receivables Receivables
Labour Costs Costs 5 60 20 80 10 50 30 60 30 30 34 34
Key Customers Joxin Bix
o -25 70 -10 30 -40 15 -20 20 -80 80 -27 86
6 | Loss peaizamii
Foreign Exchange | Export
5 70 30 70 20 50 20 60 20 20 20 30
7 | Increase Income
Foreign Exchange | Export
-5 70 -20 70 -20 50 -10 40 -20 20 20 30
8 | Decrease Income
Where,

RM — risk magnitude;
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Appendix F

EXPRO LLC Cyber Gaps Profile before Cyber Security Measures

Infrastructure

Meets Best practices

Needs improvement

Severely lacking

Firewall Rules and Filters

Anti-virus

Intrusion-Detection System
(IDS)

Anti-virus - Servers

Anti-virus - Desktops

Segmentation

Remote Access

Administrative Users

Remote-Access Users

Internal Users

Password Policies - Remote-Access
Account

Password Policies

Incident Reporting and Response

Password Policies - Administrator
Account

Password Policies - User Account

Inactive Accounts

Secure Build

Physical Security

Operations

Meets Best practices

Needs improvement

Severely lacking

Management Host

Application Data Flow

Data Disposal

Management Host - Servers

Protocols and Services

Management Host - Network Devices

Governance

Data Classification

Security Policies

Acceptable Use

Network Documentation

User Account Management

Patch Management

Change Management and Configuration

Log Files

Backup

Backup Media

Disaster Recovery and Business
Resumption Planning

Back and Restore

People

Meets Best practices

Needs improvement

Severely lacking

Security Assessments

Security Requirements

Background Checks

Third-Party Relationships

Human Resources Policy

Security Awareness




X
N
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@
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Appendix G

EXPRO LLC Cyber Gaps Profile after Cyber Security Measures

Infrastructure

Meets Best practices

Needs improvement

Severely lacking

Firewall Rules and Filters

Anti-virus - Servers

Segmentation

Administrative Users

Internal Users

Password Policies

Password Policies -
Administrator Account

Password Policies - User
Account

Inactive Accounts

Secure Build

Physical Security

Anti-virus

Anti-virus - Desktops

Remote Access

Remote-Access Users

Password Policies - Remote-
Access Account

Incident Reporting and
Response

Intrusion-Detection System
(IDS)

Operations

Meets Best practices

Needs improvement

Severely lacking

Management Host

Data Disposal

Management Host - Servers

Protocols and Services

Management Host - Network
Devices

Governance

Data Classification

Security Policies

Acceptable Use

User Account Management

Patch Management

Change Management and
Configuration
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Log Files

Backup

Backup Media

Disaster Recovery and Business

Resumption Planning

Back and Restore

People

Network Documentation

Application Data Flow

Appendix G (continued)

People

Meets Best practices

Needs improvement

Severely lacking

Security Training

Third-Party Relationships

Security Awareness

Background Checks

Security Assessments

Human Resources
Policy

Security Requirements




Formulas for calculations

1) EXPO LLC Performance Ratios:

2)

3)

4)

Average Total Assets

Total Asset Turnover Period =
Sales Income

Y Average Current Assets
Current Assets Turnover Period = &

Sales Income
Average Inventory

Days’ sales in inventory = X days

Sales Income
Average Receivables

Days’ sales in receivables = X days

Sales Income
Sales Income

Total Asset Turnover =
Average Total Assets

Sales Income
Sales to Current Assets =

Average Current Assets

Sales Income

Inventory Turnover =
Average Inventory

4 Sales Income
Receivables Turnover =

Average Receivables

EXPRO LLC Liquidity Ratios:

Average Current Assets

Current Ratio = B
Average Current Liabilities

Cash Equivalents + Investments +Receivables

Quick Ratio =

Current Liabilities
Cash Equivalents +Investments

Cash Ratio =

Current Liabilities

EXPRO LLC Solvency Ratios:

Equity Ratio = Average Equity

Average Total Assets

Average Total Assets

Financial Leverage = :
Average Total Equity

Average Total Debt

Debt-tO-EqU|ty :Average Total Equity

Average Total Debt
Average Total Assets

EXPRO LLC Profitability Ratios:

Debt-to-Assets =

Profit
Returnon Sales=— X 100%
Sales Income

Profit

Return on Maintenance = - X 100%
Production Costs

Net Profit Margin = WP 100%

Sales Income

119
Appendix H

X days

X days

Appendix H (continued)



5)

6)

7)

120

Net Profit

Return on Assets = x 100%
Average Total Assets

Net Profit

Return on Current Assets = X 100%
Average Current Assets

. Net Profit
Return on Equity = N A X 100%

EXPRO LLC Export Efficiency and Profitability Indicators:

Export Income in ForeignCurrency

Currency Efficiency of Export = - :
Total Costs of Exportin Domestic Currency

Export Income in Domestic Currency

Exports Efficiency Coefficient = , ,
Export Total Costs in Domestic Currency

Export Financial Resultx(1—Corporate Income Tax)

X 100%

Export Profitability = Export Total Costs

EXPRO LLC Export commitments implementation:
Yit1QifPir
z:?=1 Qip'Pip,

where Q; - P;s — factual prices and export volume of i-good export;

Commitments implementaton coefficient by sale (Is) =

Qip * Pip — planned prices and export volume of i-good export;

n — particular kinds of goods from 1 to n
Yit1 Qi Pp
Z?=1 Qip'Pip

— export value of i-good in reported period, recalculated with planned prices;

Commitments implementaton coefficient by quantity (Iq) = , Where Q;f - Py,

Qip * Pip — planned prices and export volume of i-good export

Commitments implementaton coefficient by price (Ip) = g;g—::i:;,

where Q;¢ - P;s — factual prices and export volume of i-good export;

Qi - Pip —export value of i-good in reported period, recalculated with planned prices
EXPRO LLC Bankruptcy Risk Prediction

Zattman = 6,56 X X1 + 326 X X2 + 6,72 X X3 + 1,05 X X4,

Net working capital
Total Assets
X2 = Retained earnings
Total Assets
_ EBIT
" Total Assets

where X1 =

Appendix H (continued)

Equity
Total Liabilities
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Ziis= 0,063 x X1 + 0,092 x X2 + 0,057 x X3 + 0,0014 x X4,

Net Working Capital
Total Assets

where X1 =

_ EBIT
" Total Assets
X3 = Retained Earning
Total Assets
_ Equity
" Total Debt

Zt=053x X1 + 0,13 xX2 + 0,18 %x X3 + 0,16 X X4,

EBIT
Current Liabilities

where X1 =

_ Current Assets
Total Liabilities
_ Current Liabilities

X3
Total Assets

_ EBIT

_Total Assets
Zp=0,13x X1 + 0,26 Xx X2 + 0,57 x X3 + 0,003 x X4 + 0,04 x X5,
where X1 = Current Assets

Total Assets
X2 = Net .Pro.fllt.
Total Liabilities

X3 = Current Assets

" Current Liabilities
% Equity
Total Liabilities + Equity

_ NetIncome
Total Assets

Rs=2 xK1+K2+0,1 x0,08 x0,45 x K3 + K4 + K5,

Equity—Non—Current Assets
where K1 = 1=

Current Assets
Current Assets

K2 =

" Current Liabilities
_ NetIncome

~ Total Assets

_ NetProfit

"~ NetIncome

_ NetProfit

B Equity

K5

e Appendix H (continued)

N=25 XR1+25 XR2+10 XxR3+20 XxR4 + 20 X R5,

Accounts Receivables+Cash & Cash Equivalents+Investments

where R1 = Current Liabilities



122
Equity
" Total Liabilities

Equity

0 Non-Current Assets

R4 =

- Average Inventory

Net Income

NetIncome

a Average Receivables

X1 N+Xp*(M—1)+---Xy

Weighted Moving Average (WMA) = ( 255 )

2
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Appendix |

EXPRO LLC Risk Management System

EXPRO LLC
Owners

Risk Management System
(Risk Management Team)

[ SRR

(

\.

Analytics and Identification

EXPROLLC ) ([ EXPRO LLC |
Statistics and Control )

.
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